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Preface

The 12th International Conference on Database Systems for Advanced Applications
(DASFAA), organized jointly by the Asian Ingitute of Technology, National
Electronics and Computer Technology Center and Sirindhorn International I nstitute of
Technology, sought to provide information to users and practitioners of database and
database systems on advanced applications.

The DASFAA conference series has aready established itself and it continues to
atract, each year, participants from all over the world. In this context, it may be
recalled that the previous DASFAA conferences were successfully held in Seoul,
Korea (1989), Tokyo, Japan (1991), Dageon, Korea (1993), Singapore (1995),
Melbourne, Australia (1997), Taiwan, ROC (1999), Hong Kong (2001), Kyoto, Japan
(2003), Jgu Idland, Korea (2004), Beijing, China (2005) and Singapore (2006).
Thailand had the opportunity to host this prestigious and important international
conference and join the league.

This conference provides an international forum for academic exchanges and
technical discussions among researchers, developers and users of databases from
academia, business and industry. DASFAA focuses on research in database theory,
development of advanced DBM S technologies and their advanced applications. It also
promotes research and development activities in the field of databases among
participants and their institutions from Pacific Asiaand the rest of the world .

This proceedings volume puts together 112 accepted papers from more than 18
countries in the areas of XML Databases, Mobile Databases, Query Language, Query
Optimization and Data Mining etc., of which 68 are full papers, 24 are short papers,
17 are posters and 3 are industrial track papers. The conference received 375
submissions and such a rigorous selections helped retain DASFAA's reputation as a
highly selective conference that publishes only quality research.

We are delighted to feature two invited talks from Guy M. Lohman, IBM Almaden
Research Center, and Masaru Kitsuregawa, University of Tokyo. DASFAA 2007
aso featured an excellent tutorial program covering three tutorials related to Matching
Words and Pictures, Time Series Databases, XML Databases and Streams. In
addition, there were three demonstrations, panel sessions and two workshops.

The members of the DASFAA Organizing Committee worked extremely hard to
make this conference a success. The members of the Program Committee, consisting
of renowned data management experts, undertook the arduous task of reviewing all
the submitted papers and invested their valuable time and expertise, despite their
extremely tight schedules. We would like to thank al the reviewers who very
carefully reviewed the papers on time, the authors who submitted their papers and all
the participants.

We are grateful to Alfred Hofmann and the staff of Springer for their support in
publishing these proceedings.



Vi Preface

The conference was sponsored by IBM, Thailand, the Database Society of Japan,
Korea Information Science Society, National Electronics and Computer Technology
Center and Software Industry Promotion Agency.

April 2007 Ramamohanarao Kotagiri

P. Radha Krishna
Mukesh Mohania
Ekawit Nantajeewarawat
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‘Socio Sense’ and ‘Cyber Infrastructure for
I nformation Explosion Era’: Projectsin Japan

Masaru Kitsuregawa

University of Tokyo
kitsure@kl.iis.u-tokyo.ac.jp

Some of the large projects in Japan where | am serving Pl areintroduced in this talk.

MEXT (Ministry of Education, Culture, Sports, Science and Technology) approved
new project named ‘ Cyber Infrastructure for Information Explosion Era in 2005. The
year of 2005 was a preparation stage and we asked research proposals under this
program. Totally seventy four research teams were accepted. The project effectively
started on April 2006.Thisisthe largest IT related project in the category of Grant-in-
Aid for Scientific Research on Priority Areas. Around 5 million dollars for 2006. The
project supposed to continue until FY2010. The amount of information created by
people, generated by sensors and computers is explosively increasing recent years.
Especialy the growth ratio of web contents is very high. People do not ask questions
to the friends anymore if they want to know something but use search engine and
people are now really heavily dependent on the web. Knowledge workers are using a
lot of time just for ‘search’. The more the information be generated, the more we find
difficulty to locate appropriate information. In order to achieve higher quality search,
we are currently developing an open next generation search engine incorporating deep
NLP capabilities. By deep, we mean we put more machine power to web contents
analysis. In another words, we do not care about response time, since current 1 sec
response time is dependent on the advertisement based monetization scheme. We
believe we should provide service, which is more than ordinary search. In addition to
web, we do have yet another information explosion in the area so called e-science.
Through introduction of very powerful supercomputer and various kinds of advanced
sensor systems, science is now becoming very data intensive. We plan to build tools
for science discovery over the sea of data explosion. Another area would be health
care. A lot of patient health care records are now becoming to be digitally stored.
Monitoring the human activities with sensors and mining the archived HCR would be
typical data driven application.

Explosion of the information incurs severa problems not just in search but also in
computer system management. A lot of information means a lot of applications,
which gives so much stresses against the system. Cost of maintaining the system is
now increasing more and more. Self monitoring the system activities also generate
huge amount of information. BAM is one typical higher level example. We are now
building large scale distributed cluster test bed over Japan, which is a shared platform
for next generation system software devel opment.

Human interaction is also very important research issue. All the information
finally has to be absorbed by people. Highly functional human interaction capturing
room are being developed. Various kinds of sensors are prepared and eight video
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cameras capture the interaction process in synchronously from different angles.
Building the interaction corpus would be important for severa modal analysis
researches.

Thus information explosion project covers amost al the computer science areas.
More than 200 researchers are now participating.

Socio-sense project will be also introduced. People are spending more time in the
cyber world in addition to in the real world. Most of the important events are
immediately reflected onto the cyber world, which means we can capture the
activities of the real world through the cyber world, whose information can be
crunched by information technology. Cyber world can be regarded as a SENSOR for
the real world. By viewing the evolution of cyber world, we can interpret various
interesting social activities. The system of socio sense is not a search engine but a
kind of tool to see the societal behavior. Thisisalso supported by MEXT.

METI isgoing to start * Grand Information Voyage' project from April 2007.

Severa national projects on information explosion starts(ed) in Japan. We are
considering the possibilities of international collaboration.

Information explosion project:

http://itkaken.ex.nii.ac.jp/i-explosion/ctr.php/m/I ndexEng/a/l ndex/
Consortium for Grand Information V oyage project:
http://www.jyouhoudai koukai-consortium.jp/



|s (Your) Database Resear ch Having | mpact?

Guy M. Lohman

IBM Almaden Research Center

650 Harry Rd., San Jose, CA 95120
| ohman@l maden. i bm com

Is your research having real impact? The ultimate test of the research done by this
community is how it impacts society. Perhaps the most important metric of this
impact is acceptance in the marketplace, i.e. incorporation into products that bring
value to the purchaser. Merely publishing papers and getting them referenced has no
intrinsic value unless the ideas therein are eventually used by someone. So let us ask
ourselves candidly — is (my) database research having (positive) impact? Concisely:
Are they buying my stuff? Have the “hot topics’ of the past withstood the test of time
by actually being used in products that sold? If so, what characteristics were
instrumental in their success? And if not, why did something that got so many people
excited fail to gain traction with users? Perhaps more importantly, what can we learn
from our track record of the past in order to have better impact in the future? How
can we better serve our user community by solving their real problems, not the ones
we may imagine?

Let usfirst critique our historical track record as a community. Over the last thirty
years, a few magjor topics seem to have dominated the interest of the research
community in databases. Waves of “hot topics’ appear to rise to predominance, in
terms of the number of papers submitted (and hence published), and after a few years
of excitement get replaced by another topic. Not that these waves exclude other
topics or are cleanly delineated — they simply seem to coincidentally interest a large
proportion of our community. | will not attempt to justify this premise with statistics
on topics; it's just an observation that many experienced researchers recognize. The
first of these with which I'm familiar was relational databases, themselves, which
captivated the attention of database researchers in the last half of the 1970s, resulting
in magjor prototypes such as System R, Ingres, and others that formed the foundation
of products in the early 1980s. Distributed databases seemed to dominate the early
1980s, but this thread rapidly evolved into separate threads on parallel databases and
the integration of digoint (and often heterogeneous) databases, usually called
federated databases. In the late 1980s and early 1990s, object-oriented databases
attempted to address the requirements of some under-served applications, and the
relational crowd fought back by creating “extensible” databases with “object-
relational” extensions to meet the OODBMS challenge. About the same time, interest
in Datalog created strong interest in deductive databases. The mid- and late-1990s
saw the birth and explosion of interest in data warehousing and data mining,
eventually spawning a whole new research community in knowledge discovery.
Around 1999, standardization of XML rocketed XML databases into the forefront.
The early- to mid-2000s have seen great interest in streams and sensor databases.
And along the way, numerous other variations on these themes have enjoyed the
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spotlight for a while: database machines, temporal databases, multi-media and spatial
databases, scientific and statistical databases, active databases, semantic databases
and knowledge bases, and a recent favorite of mine that has yet to gain much interest
from academia — self-managing databases. To what extent has each of these topics
successfully impacted the marketplace, and why? We must learn from our successes
and failures by carefully examining why the market accepted or rejected our
technology.

My assessment is that our success has depended upon the consumability of our
technology: how well it meets a customer need, how simple it is to understand and
use, and how well standardization has stabilized its acceptance across vendors.
Relational technology succeeded and has grown spectacularly to become a U.S. $14
Billion industry in 2004 largely because it was simpler and easier to understand than
its predecessors, with a declarative query language (SQL) that simplified application
development, and was standardized early in its (product) evolution. However,
attempts to “augment” it with object-relational, temporal, and deductive extensions
have been either: (a) too complicated, (b) insufficiently vital to most consumers
applications, and/or (c) not standardized or standardized too late in its evolution.
Parallel databases exploited increasingly inexpensive hardware to facilitate growth
and performance requirements with generally acceptable increases in complexity
(mostly in administration, not querying), whereas federated databases have seen less
success because the complexity of integrating diverse data sources largely fell on the
user. Data mining, while a genuine success in the research community, evoked a
comparative yawn in the marketplace largely because users needed to understand it to
use it, and they had difficulty understanding it because of its novelty and
mathematical intricacies. The jury is still out on XML databases, but my fear is that,
despite the need for storing increasing volumes of XML data, XQuery is far more
complicated than SQL. Similarly, stream databases are too new to be judged
adequately, but | question the market size and whether the research in the database
community adequately suits the “lean and mean” real-time requirements of the
primary market — the investment and banking industries.

How then should we increase the impact of our research in the future? First, we
must candidly assess our strengths and weaknesses. Our strengths lie in modeling the
semantics underlying information, enabling better precision in our queries than the
keyword search upon which Information Retrieval and the popular search engines are
based. We have much to offer the IR and search communities here, and they have
recognized this by aggressively hiring from the database community in the last few
years. Our models also permit reasoning about the data through complex OLAP-style
queries to extract actionable information from a sea of data. We know how to
optimize a declarative language, and how to exploit massive parallelism, far better
than any other discipline. Our primary weakness is in simplicity / usability,
particularly in setting up and administering databases. Thisis certainly exacerbated by
database researchers not gaining firsthand experience by routinely using databases to
store their own data. Secondly, we must reach out to other disciplines with
complementary strengths, and learn from them. Despite the lack of precision of
keyword search, why is it vastly preferred over SQL? Third, we must engage with
real users (which should include ourselves) and listen carefully to what they say.
Have you ever tried to query or manage a non-trivial database of at least 500 tables
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that was not constructed by you? Have you ever tried to add disks or nodes to an
existing database that exceeded its initial space allocation? Have you ever built and
administered a real application using a database? Did your research remedy any of
the pain points you encountered or heard from a user? Fourth, we must go back to
basics and design our systems based upon user requirements, not upon what
technology we understand or want to develop.

Pursuing the fourth item in greater detail, we should honestly ask ourselves why
less than 20% of the world’'s data is stored in databases. Weren't object-relational
extensions supposed to rectify this by enabling storage of unstructured and semi-
structured data, as well as structured data? Currently, users rely upon content
managers to manage this unstructured and semi-structured content. Though content
managers are built upon relational DBMSs, the content is stored in files, so isn't
easily searched, and the search interface isn’'t SQL. This certainly isn't what users
want. Users want a single, uniform interface to al their data, particularly for
searching. Increasingly, they recognize that the mgjority of their costs are for people
and their skills, as hardware costs are driven downward by Moore's Law. So lowering
the Total Cost of Ownership (TCO) requires systems that are easier to manage and
require fewer skilled people to manage. Users also want a scalable solution that
permits easily adding more capacity to either the storage or the computing power in
an incremental fashion as their needs for information management increase. The
increasing requirements for compliance with government regulations, as well as
business imperatives to extract more value out of information aready collected in
diverse application “silos’, are driving their need to integrate systems never designed
to interact with other systems, and to be able to more pro-actively and quickly derive
business intelligence than with today’ s data warehouses. Ultimately, users want to be
able to quickly and easily find, integrate, and aggregate the data that they need to
make business decisions. But that data is currently scattered throughout their
enterprise in a staggering array of incompatible systems, in a daunting tangle of
differing formats. The usual lament is that they know the data is out there somewhere,
but they can't find it.

Clearly there are plenty of hard research problems — as well as business
opportunities! —in all of these requirements! We simply have to listen and be willing
to change our research agendas to the problems that matter most to our “customers”’.
And focusing on customer pain points doesn’t preclude attempting risky, imaginative,
cool, technically advanced, and occasionaly far-out technical approaches. In fact,
problems having origins in reality tend to be the most challenging. Only by doing so
will our research withstand the test of time in the marketplace of ideas, and truly have
the impact we all want for our work.
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Abstract. The application of genetic programming strategies to query
optimization has been proposed as a feasible way to solve the large join
query problem. However, previous literature shows that the potentiality
of evolutionary strategies has not been completely exploited in terms of
convergence and quality of the returned query execution plans (QEP).

In this paper, we propose two alternatives to improve the performance
of a genetic optimizer and the quality of the resulting QEPs. First, we
present a new method called Weighted Election that proposes a criterion
to choose the QEPs to be crossed and mutated during the optimization
time. Second, we show that the use of heuristics in order to create the
initial population benefits the speed of convergence and the quality of the
results. Moreover, we show that the combination of both proposals out-
performs previous randomized algorithms, in the best cases, by several
orders of magnitude for very large join queries.

1 Introduction

Query optimization based on evolutionary approaches is still an intriguing alter-
native to solve the very large join query problem. Advanced applications such
as SAP or those involving information integration often need to combine a large
set of tables to reconstruct complex business objects. For instance, the SAP
schema may contain more than 10,000 relations [6] and may join more than 20
of these in a single SQL query. As the number of relations involved in a SQL
statement increases, traditional optimizers, which are usually based on dynamic
programming techniques [I3], fail to perform satisfactorily. The main problem

* Research supported by the IBM Toronto Lab Centre for Advanced Studies and UPC
Barcelona. The authors from DAMA-UPC want to thank Generalitat de Catalunya
for its support through grant number GRE-00352 and Ministerio de Educacin y
Ciencia of Spain for its support through grant TIN2006-15536-C02-02.
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lies in the size of the search space, which grows exponentially with the increase
of the number of relations involved in the query. In this scenario, users, or even
the DBMS [20], are usually forced to split the query in smaller subqueries in
order to optimize it, obtaining QEPs that are typically far from the optimum.

Genetic approaches have proven to be a good alternative since they are in-
cluded among the best randomized approaches in terms of quality and speed of
convergence [I5]. However, there are still important aspects to be studied in order
to improve the performance of genetic approaches. On the one hand, evolution-
ary algorithms perform a beam search, based on the evolution of a population,
instead of focusing on the evolution of a single individual [I], as opposed to
random-walk algorithms like iterative improvement or simulated annealing. Al-
though this can be beneficial in terms of quality, it may jeopardize the ability
of the optimizer to converge quickly. On the other hand, recent studies show, by
means of a statistical model, that the random effects of the initial population
cannot be neglected, since they have a significant impact on the quality of the
returned QEP after the optimization process [I1]. In other words, depending
on the small sample of QEPs created at random for the initial population, the
genetic optimizer will experience difficulties to find a near optimal QEP. This is
aggravated by the fact that the search space grows exponentially as the number
of relations increases, which implies that the size of the initial population should
also grow exponentially.

In order to remedy these two drawbacks, we propose two different approaches.
We call our first proposal Weighted Election (WE) and it tackles the problem
of the speed of convergence mentioned above. In all the traditional evolution-
ary algorithms, the members of the population chosen to be crossed with other
members or mutated are chosen at random. WE proposes a new approach where
the QEPs are chosen with a certain probability depending on their associated
cost, giving more probability to low-costed plans to be chosen as opposed to
high-costed plans. Our second approach is aimed at reducing the variability in
the quality of the results, introduced by the random effects of the initial popu-
lation, by using heuristics to assure that the first sample of QEPs is not blindly
chosen from the search space, but it follows a minimum quality criterion. We
call this approach Heuristic Initial Population (HIP).

Finally, we show that the combination of both approaches is beneficial. Specifi-
cally, we compare our new approach with the Two-Phase Optimization algorithm
(2PO) [], which is considered to be the best randomized algorithm presented in
the literature. We show that our techniques significantly improve a genetic opti-
mizer and, in addition, are more suitable than previous randomized techniques
for very large join queries.

This paper is organized as follows. Section 2 introduces genetic optimization
and the genetic optimizer used in this work. Section 3 and 4 describe our pro-
posals in detail. In Section 5, we present the results obtained by the comparison
of the different algorithms. Finally, in Sections 6 and 7, we present related work
and conclude.
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2 The Carquinyoli Genetic Optimizer (CGO)

The Carquinyoli Genetic Optimizer (CGO) is, to the best of our knowledge,
the most sophisticated genetic approach presented in the literature and the first
genetic optimizer tested against a well-known commercial optimizer [8]. For this
reason we use CGO as the baseline of our work.

CGO is based on genetic programming. Inspired by the principles of nat-
ural selection, the basic idea of genetic programming is, given an initial set of
programs, generally called members of an initial population, to perform a set
of operations in order to get a well-fitted program able to solve a specific task.
Each member or program in the population represents a way to achieve a specific
objective and has an associated cost.

Starting with this initial population, usually created from scratch, two oper-
ations are used to produce new members in the population: (i) crossover op-
erations, which combine properties of two members in the population chosen
at random, and (ii) mutation operations, which introduce new properties into
a randomly chosen member in the population. In order to keep the size of the
population constant, a third operation, usually referred to as selection, is used
to discard the worst fitted members, using a fitness function. This process gen-
erates a new population, also called generation, that includes both the old and
the new members that have survived to the selection operation. This is repeated
iteratively until a stop condition ends the execution. Once the stop criterion is
met, the best solution is taken from the final population. Query optimization
can be reduced to a search problem where the DBMS needs to find the optimum
query execution plan (QEP) in a vast search space. Each QEP can be consid-
ered as a possible solution (or program) for the problem of finding a good access
path to retrieve the required data. Therefore, in a genetic query optimizer, every
member of the population is a QEP. Further details of CGO can be found in [§].

3 Weighted Election (WE)

Among the randomized algorithms, two different classes of algorithms have been
applied to query optimization. On the one hand, we have the random-walk based
algorithms, typically represented by iterative improvement and simulated anneal-
ing and all the improvements and combinations of these two, such as 2PO. On
the other hand, there are proposals in the literature for the use of evolution-
ary techniques as an alternative way to achieve a near-optimal QEP. There is a
fundamental difference between both alternatives: the philosophy of the search
space is different. While random-walk algorithms rely on a single individual
(QEP) and a sequence of transformations on this individual, evolutionary al-
gorithms apply the transformations on a population. As a consequence, while
genetic approaches keep more information than random-walk algorithms, which
may lead the optimizer to find better-costed QEPs, they might experience a
lower speed of convergence. This is sustained by the fact that they do not only
keep the best QEP, but they spend some time optimizing QEPs that are not
close to the optimal plan.
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In order to improve this drawback of evolutionary strategies, we propose and
analyze a new technique called Weighted Election (WE). This technique aims
at directing the search towards the directions marked by the best QEPs in the
population, by giving more opportunities to these QEPs to be crossed and mu-
tated than QEPs with higher costs. Note that high-costed QEPs still have an
opportunity to participate in the genetic operations performed by the optimizer,
although the probability is lower.

In order to assign the weight of a QEP p in the population Pop, denoted by
W, we use the following formula:

1 —C
Wp = max (u -, 1) (1)

,Uf% - BPop

where C, is the cost associated with QEP p, L is the median cost in the
population and Bp,, is the best cost in the population. Note that W), ranges
from 1 to «, where a > 1. Specifically, QEPs with costs lower than the median
are assigned a weigh from 1 to a, while QEPs with costs higher than the median
are assigned a cost of 1. Depending on the value of a we can give more or less
importance to the differences between the costs of the QEPs in the population.
For example, for a = 2 and o = 100, the probability of the QEP with the lowest
cost in the population to be chosen is 2 and 100 times the probability of the
highest-costed QEP, respectively.

4 Heuristic Initial Population (HIP)

The quality of the initial population can be decisive in order to obtain near-
optimal QEPs. Unfortunately, since the initial population is usually created at
random [I5], its affect on the quality of the results is unpredictable. Our proposal
assures that the quality of the initial population is higher than a randomly
created population, using heuristics to create part of the plans in it.

Several heuristic algorithms have been proposed in the literature aiming at
solving the query optimization problem. Representatives of this class of algo-
rithms are the KBZ algorithm [7], the AB algorithm [I9], the Augmentation
algorithm (AG), and other greedy algorithms [T4JT5I17].

Because of its working principle, the KBZ algorithm requires the assignment of
join implementations to join graph edges before the optimization is carried out.
This requirement and the restrictions concerning the cost model do not allow the
algorithm to approximate the real solution, when it deals with a sophisticated
and detailed cost model [15]. AB was developed in order to solve the restrictions
imposed by KBZ on the join implementation placement. However, even with the
AB extension it is difficult to make use of a complex cost model.

The Augmentation algorithm (AG) is an incremental heuristic method to
build QEPs. Specifically, 5 different criteria are studied, namely, choosing the
relation with minimum cardinality, choosing the relation participating in the
largest number of joins, choosing the joins with minimum selectivity, choosing
an operation using the combination of the first and the third criteria and, finally,
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using the so-called KBZ rank, related to the KBZ algorithm. Among the five
criteria, the minimum selectivity criterion turned out to be the most efficient
and, for this reason, it is the one selected for this work. Depending on the relation
chosen to start the optimization process, different QEPs can be generated. In
general, we consider that the AG algorithm does not generate a single QEP, but
as many QEPs as relations involved in the query.

Algorithm 1. HIP: Initial Population generation pseudocode

1: procedure INIPOP(time maxTime, int maxPlans)
2: int numPlan « 0;

p < generateMinimumJoinSelectivityPlan();
currentTime «— getCurrentTime();
while (p A currentTime < 222lime A pymPlan < maxPlans) do
insertPlanToPopulation(p);
numPlan <« numPlan + 1;
p < generateMinimumJoinSelectivityPlan();
currentTime «— getCurrentTime();
end while

—_

11: if (numPlans < maxPlans) then

12: genRemainingRandomMembers(maxPlans - numPlans);
13: end if

14: end procedure

Algorithm [I] summarizes the working principles of HIP. In order to simplify
the implementation and the experiments, we assume that we fix the optimization
time a priori. This optimization time is passed to Algorithm [I] using the para-
meter mazTime. A number of QEPs are created (lines Bl and [{) and introduced
in the population (line [f]) using the Minimum Join Selectivity heuristic (MJS).
Since MJS has a non-trivial computational cost, generating all the members of
the population with the heuristic could be very time-consuming, exhausting the
whole optimization time, and preventing the genetic optimizer from performing
an operation. Therefore, as shown in line Bl the heuristic is applied until the
maximum number of possible QEPs generated by the heuristic is reached. Thus,
we create as many QEPs as needed in the population or we spend about half
of the optimization time. Finally, if the population is not completed after the
loop, the remaining QEPs are created at random using the function genRemain-
ingRandomMembers(). This function has a parameter that specifies the number
of remaining QEPs to be created at random (line [I2)).

5 Experimental Results

Our first concern is to provide means to assure a fair comparison between the
approaches studied in this paper. With this purpose, we have used the meta-
structures created for CGO in order to implement the new techniques and 2PO,
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i.e., the QEP metadata, the functions to calculate the cost of a plan, etc. With
this, we guarantee that the efforts put on the performance optimization of CGO
are also used by the other approaches.

Our new techniques are tested first with star schemas and for random queries,
since they represent one of the most typical scenarios in Decision Support Sys-
tems, similar to those used for TPC-H. In order to provide means to generalize
our conclusions, we also test our techniques with random queries. We do not
show the results using the TPC-H benchmark since the number of relations in
this schema does not allow the creation of large join queries.

Star Join Queries. For star join queries [3] we have randomly generated two
databases containing 20 and 50 relations. Both schemas contain a large fact table
or central relation and 19 and 49 smaller dimension tables, respectively. The fact
table contains a foreign key attribute to a primary key in each dimension relation.
We have distributed the cardinalities in order to have most of the dimensions
with a significantly lower cardinality compared to the fact table. A few set of
dimensions would have cardinalities closer to the cardinality of this fact table,
but still at least one order of magnitude smaller, which typically corresponds to
real scenarios (similar to the TPC-H database schema). The number of attributes
per dimension, other than those included in the primary key, ranges from 1 to 10.
The exact number of attributes per dimension and the attribute type is chosen
at random. We define an index for every primary key.

We randomly define two sets of 9 star join queries, Q29 and Qsg, one for
each database schema. Each set contains queries involving 20 and 50 relations,
respectively. Every query includes all the relations of its corresponding database
schema with at least one explicit join condition associated with each relation.
Therefore, since CGO avoids cross products, we ensure that our queries are well
defined star join queries.

Let @ be a SQL statement reading from a set of relations and « the set of
constraints in (). Every constraint ¢ in - has an associated selectivity factor s(c).
In a star join query, every dimension table typically adds some information to
the data flow or, if a constraint is affecting one of its attributes, it acts as a
filter to discard those results not matching the constraint. Let us define S as the
selectivity of the query calculated as S = Il.e,5(c). Each set of queries Q20 and
Q@50 contains 9 queries ¢;,7 = 1..9 and, in both cases, S(q1) = S(¢g2) = S(g3) =
1072, S(qa) = S(g5) = S(gs) = 10~* and S(q7) = S(gs) = S(g9) = 10~°.

Random Queries. We have generated 30 random queries to evaluate our pro-
posal. The set of random queries is divided into three groups involving 20, 50
and 100 join operations, respectively. In order to generate random queries we
use two tools that we have created and called rdbgen and rggen, described in [9].

Execution details. Every algorithm has been tested on all the queries. For each
star join query, we have created 5 populations. Each population is used by all the
algorithms, except for HIP, which creates a different initial population. This way,
we eliminate possible noise relative to the random effects of the initial population
and perform a fairer comparison. Every test on every evolutionary algorithm and
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population consists of 10 executions each. We also run 10 executions for 2PO.
In total, we have run 5280 executions. The experiments have been run on an
Intel® Xeon® processor at 2.8 GHz with 2 GB of RAM. Either for evolutionary
algorithms or 2PO, we use the scaled cost to compare results:

Corig/CTech —1if Corig > CTech

ScaledCost = { 1- CTech/Corig if Corig < CTech (2)

where Cyiq represents the best cost obtained by the original implementation
of CGO and Crp..p, represents the best cost achieved by the specified technique
to be tested. This way, the scaled cost in formula () allows us to obtain the
average from the execution of different queries and databases and it is centered
in 0. So if a technique has a positive scaled cost sc (sc > 0), it obtains QEPs
with costs that are, on average, more than sc times lower than those obtained
by CGO. A negative value indicates that the QEP obtained by that technique
is, on average, worse than those obtained by CGO. From here on, we compare
the techniques analyzed in this paper to CGO using formula (2)).

Carquinyoli Genetic Optimizer (CGO). In order to parameterize CGO we
use the recommendations obtained by the statistical analysis presented in [IT].
Table [l summarizes the values used to configure CGO.

Two-Phase Optimization (2PO). We have parameterized 2PO using the
configuration proposed in [4]. During the first phase of 2P0, we perform 10
local optimizations using iterative improvement. The best QEP obtained in this
first phase is used as the starting point, in the second phase, for the simulated
annealing algorithm. The starting value for the initial temperature is the 10% of
the cost of this QEP. The same parametrization for 2PO was also used in [I5].

5.1 Weighted Election Analysis

As explained before, the difference between the probability to choose the best
and the probability to choose the worst QEP in the population can be magnified
depending on the value of parameter a. In order to study the effect of this
parameter, each run is tested using five different values for a: 2, 10, 102, 10® and
10%. We run our experiments using the two different sets of queries mentioned
above, namely the star join query set, executing all the policies 10 times per
each of the 5 populations created per query, and 30 random queries, where each
policy is also run 10 times per configuration, in order to obtain averages.

Table 1. Parameters set used depending on the number of relations in the query. The
number of crossover and mutation operations presented is executed per generation.

PARAMETER|# members| # cross # mut
# Relations 20 50 100 |20 50 100|20 50 100

[Value [160 400 800 [80 200 300]50 100 150]
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Figure [ shows the results obtained after these experiments. The uppermost
row shows the behavior of WE for star join queries involving 20 relations. The
leftmost plot (plot a) corresponds to the star join queries with highest selectivity,
i.e., those queries that return a larger number of matches (S ~ 10~2). The plot in
the middle (plot b) corresponds to queries with S ~ 10~* and the rightmost plot
(plot ¢) to queries with lowest selectivity S ~ 10~%. Since the number of relations
is relatively small, close to what can still be handled by dynamic programming
techniques, there is still little room for improvement. In general, the larger the
value of a, the more significant the improvements introduced by WE. However,
the plots show that the difference between o = 1000 and o = 10000 is not
significant. We can also observe that, for very low selectivity, the gains of WE
are reduced (plot ¢). This effect is explained by the fact that, when the selectivity
is very small, most of the potential tuple results are discarded, resulting in a very
low data flow cardinality in the QEP. Since the join operations can be executed
in memory and do not incur extra I/0O, all the QEPs have a similar cost and
most of the executions of CGO are likely to reach a QEP with a near-optimal
cost, reducing the chances for good performance.

Analogously, the central row of plots shows the same results for star join
queries involving 50 relations. Our first observation is that, in some cases the
gains obtained by WE are several orders of magnitude larger than those obtained
by CGO. Again, we can observe that the general trend is to reward large values of

a N (LU I L IR UL LI I R N |} CTSIE B B

Star Join 20 Rel (a) Star Join 20 Rel (b) Star Join 20 Rel (c)
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Fig. 1. Scaled Cost evolution for different values of o and different configurations
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Fig. 2. Scaled Cost evolution for WE using a« = 1000, HIP, the combination of both
and 2PO studying different number of relations for star join queries

«a with better performance. Also, we would prefer the performance achieved for
a = 1000 instead of that achieved for v = 10000, which is not as stable in all the
situations. There is a trade-off for parameter a: it is recommendable to use larger
values to achieve good performance (i.e., larger than 100), but too large values
increase the probability of the best plan in the population to be chosen in such
a way that, in practice, we are almost forcing the exclusive use of the best QEPs
in the population, destroying one of the main differences between the genetic
approaches and the random-walk approaches. Similarly, the improvements of WE
decrease as the selectivity decreases for the reason explained above. However,
in the worst cases we still obtain QEPs with costs that, in general, are several
times larger than those obtained by CGO.

Finally, for random queries, in the lowermost row of plots, we observe the same
trends as with the star join queries. Again, the best value of « tested is 1000,
independently of the number of relations involved in the query. Extreme cases
like @ = 2 or aw = 10000 must be avoided since they might lead to performances
worst than those by CGO.

5.2 Heuristic Initial Population Analysis

In this section we analyze the benefits obtained by generating part of the pop-
ulation using HIP. Specifically, we run the same number of executions as in the
previous analysis, using the same configurations. Figures [2] and Bl show the re-
sults of our analysis of this technique, and also the results described in the next
subsection.

We first study the behavior for star join queries. In general, the use of HIP
does always improve the performance of CGO. As suggested in [I1], spending
extra time generating good initial plans is clearly beneficial. Similar to what
happens with WE, the improvements are in general very limited in the case of
star join queries with 20 relations (left plot in Figure [2), since the search space
has not grown enough to obtain QEPs that clearly differ, in terms of quality, from
those obtained by CGO. However, for 50 relations (right plot in Figure [2) HIP
obtains results that are three orders of magnitude better than those obtained by
CGO. As the plot shows, for small optimization times, the improvement of our
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techniques is around 10 times better than 2PO. It takes CGO about 4 minutes
to achieve results similar to those generated by HIP, which implies that HIP
converges much faster without losing quality. For random queries (Figure [3]), we
can observe that HIP also obtains results similar to those obtained for star join
queries achieving, for queries containing 100 joins, improvement of more than
four orders of magnitude.

5.3 Combining WE and HIP vs. 2PO

Finally, we combine both techniques and compare their behavior with the best
random-walk algorithm presented in the literature: 2PO. All the experiments
in this subsection have been run using @ = 1000. As it can be observed in
Figures 2l and B, the combination of HIP and WE in CGO clearly outperforms
2P0 with star join and random queries, except for the case of 20 relations,
where they behave very similarly. The benefits obtained by the combination of
the two techniques presented in this paper obtain QEPs that are, on average,
20 times better than those obtained by 2PO, with 50 joins, and four orders of
magnitude better for 100 joins. These results show that 2PO can be used as an
intermediate solution for queries with about 20 joins, but it quickly fails to find
QEPs for very large join queries, since the search space expands exponentially,
and the random-walk algorithms potentiality degraded.

6 Related Work

The first approaches that applied genetic algorithms to query optimization con-
sidered a reduced set of QEP properties in crossover and mutation operations
[2I15]. In these first proposals, the amount of information per plan is very lim-
ited because plans are transformed to chromosomes, represented as strings of
integers. This lack of information usually leads to the generation of invalid plans
that have to be repaired. In [I6], a genetic-programming-based optimizer is pro-
posed that directly uses QEPs as the members in the population, instead of
using chromosomes. A first genetic optimizer prototype was created for Post-
greSQL [12], but its search domain is reduced to left-deep trees and mutation
operations are deprecated, thus bounding the search to only those properties
appearing in the QEPs of the initial population. Besides, execution plans are
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Fig. 3. Scaled Cost evolution for WE using o = 1000, HIP, the combination of both
and 2PO studying different numbers of relations for random queries
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represented as strings of integers, thereby losing a lot of important information.
CGO is presented in [§] and later analyzed in [I0JI1] showing that it is possible
to find criteria to parameterize a genetic optimizer for star-join queries. Also,
several variants of random-walk algorithms have been proposed in [4BIT5ITE].
Randomized search techniques try to remedy the exponential explosion of dy-
namic programming techniques by iteratively exploring the search space and
converging to a nearly optimal solution.

7 Conclusions

In this paper we present two techniques, namely Weighted Election (WE) and
Heuristic Initial Population (HIP). These techniques tackle two important as-
pects of genetic optimization: the time wasted optimizing some QEPs in the
population with a large cost and the effects of the initial population on the
quality of the best QEP generated by the optimizer. WE is able to speed up
a genetic optimizer and achieve a quick convergence compared to the original,
meaning that, without de-randomizing the genetic evolution, it is important to
focus on those QEPs with lower associated cost, and avoid spending time opti-
mizing QEPs that are far from the best QEP in the population. HIP is the first
technique combining heuristics with genetic query optimizers, and it shows that
using simple rules to generate the initial population allows the genetic optimizer
to quickly generate good-fitted QEPs, improving the speed and the quality of
the optimizer. The combination of both techniques, which are orthogonal, is very
simple and it is shown to outperform the best random-walk approach presented
in the literature. All in all, we show that, for very large join queries, as the num-
ber of relations increases it is advisable to use genetic methods based on beam
search strategies, rather than random-walk techniques.
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Abstract. There is a need to efficiently identify reachabilities between different
types of objects over a large data graph. A reachability join (R-join) serves as a
primitive operator for such a purpose. Given two types, A and D, R-join finds all
pairs of A and D that D-typed objects are reachable from some A-typed objects.
In this paper, we focus on processing multi reachability joins (R-joins). In the
literature, the up-to-date approach extended the well-known twig-stack join algo-
rithm, to be applicable on directed acyclic graphs (DAGs). The efficiency of such
an approach is affected by the density of large DAGs. In this paper, we present
algorithms to optimize R-joins using a dynamic programming based on the esti-
mated costs associated with R-join. Our algorithm is not affected by the density
of graphs. We conducted extensive performance studies, and report our findings
in our performance studies.

1 Introduction

With the rapid growth of World-Wide-Web, new data archiving and analyzing tech-
niques bring forth a huge volume of data available in public, which is graph structured
in nature including hypertext data, semi-structured data and XML [1]]. A graph provides
great expressive power for people to describe and understand the complex relationships
among data objects. As a major standard for representing data on the World-Wide-
Web, XML provides facilities for users to view data as graphs with two different links,
the parent-child links (document-internal links) and reference links (cross-document
links). In addition, XLink (XML Linking Language) [7] and XPointer (XML Pointer
Language) [8] provide more facilities for users to manage their complex data as graphs
and integrate data effectively. Besides, RDF [3]] explicitly describes semantical resource
in graphs.

Upon such a graph, a primitive operation, reachability join (or simply R-join) was
studied [116]. In brief, a reachability join, A<D, denoted R-join, is to find all the
node-pairs, (a,d), in the underlying large data graph such that d is reachable from a,
denoted a ~ d, and the labels of a and d are A and D respectively. R-joins help users to
find information effectively without requesting them to fully understand the schema of
the underlying graph. We explain the need of such R-join using an XML example. In
Figure[I] it shows a graph representation (Figure[Il (b)) for an XML data (Figure [Tl (a)).
In Figure [Tl (b), solid links represent document-internal links whereas dashed links rep-
resent cross-document links. We consider Figure [I] (b) as a graph with all links being
treated in the same way. With R-join, we can easily find all the topics that a researcher

R. Kotagiri et al. (Eds.): DASFAA 2007, LNCS 4443, pp. 18£30]2007.
(© Springer-Verlag Berlin Heidelberg 2007
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Fig. 1. An Example

is interested in using researcher—topic. However, it would be difficult for a user
to find the same information using XPath queries, because XPath supports document-
internal links using a descendants-or-self-axis operator // and cross-document links
using value-matching based on a notion called | /I DREF in XML. It cannot find such
information using an XPath query, researcher//topic, because topic is a child of
proj, and there is an | D/I DREF from researcher to proj. XPath requests users to
fully understand the schema and understand that the two different kinds of links are
processed in two different ways in XML data. In this paper, we focus ourselves on
optimizing and processing multi R-join queries.

A query with more than one R-joins can be naturally be represented by a query
graph. The existing approaches [5/12]] extended the well-known tree-specific method,
namely, twig-stack join algorithm [4], to process such a query graph over a DAG. We
observed that this approach is very sensitive to the density of the underlying DAG. In
this paper, we propose a dynamic programming approach that optimizes multi R-joins
in a similar fashion as to optimize multi joins, based on the estimated costs associated
with an R-join. The advantage of our approach is that it is not sensitive to the density
of the underlying DAG. We conducted extensive experimental studies on multi R-join
queries using large XMark benchmark dataset [9], which confirms the efficiency of
our approach.

The rest of paper is organized as follows. Section[2] gives our problem statement on
multi reachability join query processing. Section[3|briefly review the existing technique
which extended the well-known twig-stack join algorithm. Together with the motiva-
tion of our approach, we discuss drawbacks of such an approach for multi R-join queries
processing. In Section ] we review the multiple interval encoding for DAGs, followed
by discussions on our cost-based approach that optimizes R-joins using a dynamic
programming approach for multi R-join queries. Section [3] reports the performance
evaluation on our proposed method. Section[6] concludes this paper.
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2 Multi Reachability Joins

We consider a database as a directed node-labeled data graph G = (V,E,L,¢). Here, V
is a set of elements, E is a set of edges, L is a set of labels, and ¢ is a mapping function
which assigns a node a label. Given a label I € L, the extent of [ is defined as a set of
nodes in G whose label is /, denoted ext(I). Below, we use V(G) and E(G) to denote the
set of nodes and the set of edges of a graph G, respectively. Such a data graph example
is shown in Figure[Tl (b).

A reachability join, A—D, called R-join, is to find all the node-pairs, (a,d), in the
data graph G such that d is reachable from a, denoted a ~ d, and ¢(a) = A and ¢(d) =
D. We also use D<A, instead of A—D, if needed. A~—D = D«—A. In this paper, we
concentrate on processing conjunctive multi R-join queries in the form of

A—BAB—CA---ANX—=Y

The following holds for R-joins.

— Asymmetric: A—B # B—aA.

— Transitive! If A—~B A B—C hold, then A—C.

— Associative! (A—B)—C = A—(B—C)l
A multi R-join query can be represented as a directed query graph, G,(V,,Eq, Ly, A).
Here, V, is a set of nodes. The node-label of a node v € V, is represented as A(v).
An edge v — u represents an R-join A—D, where the labels of v and u are A and D,
respectively. A graph representation of a multi R-join query, A—=C A B—C AC—D, is
shown in Figure 2l

We evaluate a query graph G, (V,,E;,Lg,Ay) over a data graph G(V,E,L,9). The
result of the query graph, G, denoted R (G,), consists of a set of n-ary tuples. A tuple
consists of n nodes in the data graph G, if the query graph G, has n nodes (|V (G,)| = n),
in the form of r = [v{,va,- -+ ,v,], Where there is a one-to-one mapping between v; in ¢
and u; in V(G,) such that ¢(v;) = A(u;). In addition, all nodes in the n-ary tuple r satisfy
all the reachability join conditions specified in the query graph G,.

Table 1. The Graph Encoding of [2] Table 2. The Graph Encoding of [5]
i v 0y Iy . v o N
T /’5 s (@) Tree Interval Encoding (D) SSPI Index
Institute |3 || 20 |[12:13][17:20]
researcﬂer S 2 [1:2] v |Interval || v [Interval | | v | preds
roscarcher|5 || 10| 6:10 I 2 T J3[T7:20) T3 {47
researcher|10{| 15 [11:15] 3|[34:41]|116/[27 : 30]| |16{{19,4}
researcher|17| 19 |[12:13](17:19] 4 |[42:43]|[17|[35: 40]| (20| {13}
topic || 7 | [7:7) 5| [3:6] |19(38:39]| [21] {16}
topic 21| 12 [12:12] 6 [7 . 10] 20 [18 . 19]
9 |[13:22]||21][28 : 29]
1023 : 32]

! The chain query A<>BAB—C A --- AX<Y is abbreviated to A—B—Cs - - - <X Y.
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Examplel. Fig. [ represents a simple multi R-join query as a directed graph. This
query graph has a node labeled Institute, a node labeled researcher and a node labeled
topic. And two edges are in the query graph. The edge from Institute node to researcher
node requires that the data node pair (i,r), i €ext(Institute) and r cext(researcher),
such that i ~ r, should be returned; in the same time, the edge from researcher node to
topic node requires that the data node pair (r,t), r €ext(researcher) and t €ext(topic),
such that r ~ t, should be returned.

3 Motivation

Recently, as an effort to extend Twig-Join in [4] to be workable on graphs, Chen et al.
studied multi R-join query processing(called pattern matching) over a directed acyclic
graph (DAG) in [3]]. As an approach along the line of Twig-join [4], Chen et al. used
the interval-based encoding scheme, which is widely used for processing queries over
an XML tree, where a node v is encoded with a pair [s,e] and s and e together specify
an interval. Given two nodes u and v in an XML tree, u is an ancestor of v, u ~» v, if
u.s < v.s and u.e > v.e or simply u’s interval contains v’s.

The test of a reachability relationship in [5] is broken into two parts. First, like the ex-
isting interval-based techniques for processing pattern matching over an XML tree, they
first check if the reachability relationships can be identified over a spanning tree gen-
erated by depth-first traversal of a DAG. Table Df(a) lists the intervals from a spanning
tree over the DAG of our running example. Second, for the reachability relationship that
may exist over DAG but not in the spanning tree, they index all non-tree edges (named
remaining edges in [5]]), and all nodes being incident with any such non-tree edges in
a data structure called SSPI in [5]]. Thus, all predecessor/successor relationships that
can not be identified by the intervals alone can be found with the help of SSPI. For our
running example, Table R(b) shows SSPI.

As given in [5], for example, the procedure to find the predecessor/successor rela-
tionship of 17 ~» 21 in the DAG of Fig. [Il as follows. First, it checks the containment
of tree intervals for 17 and 21, but there is no such a path between them in the tree.
Then, because 21 has entries of predecessor in SSPI, it tries to find a reachability rela-
tionship between 17 and all 21°s predecessors in SSPI by checking the containment of
tree interval for 17 and that of each of 21’s predecessors in SSPI recursively.

As shown above, in order to identify a reachability relationship between two nodes,
say, a and d, TwigStackD need to recursively search on SSPI to check if a predecessor
of d can be reached by a. This overhead over a DAG can be costly. Consider the DAG
of 2n — 1 nodes in Fig. 2l where the solid lines are edges in the spanning tree generated
by a depth-first search, and dashed lines are the remaining edges. Note that in the SSPI,
the entry for v, contains nodes vy41,Vn42,- - ,V2n—1. Thus to determine the reachability
relationship from node v, to node v,, TwigStackD needs n — 1 times of checking to
see if v2,—1 can reach any node in the entry. The cost of processing R-joins queries is
considerable high.

We conducted tests to confirm our observations. We generate a DAG by collapsing all
strongly connected components in a graph that is obtained using XMark data generator
dataset with a factor 0.01 (16K nodes). Here both XML tree edge and ID/IDREF links
are treated as the edges in the graph. Fig. [ shows the performance of TwigStackD
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Fig. 4. The Test on DAGs with Increasing Densities

on 5 DAGs, with 10%, 20%, 30%, 40% and 50% of non-tree edges (called remaining
edges) as the percentage of the total tree edges in the spanning tree obtained from the
graph. The queries used are , Q1 and Q4, which are listed in Fig.[7l (a) and (d). In Fig. [
Q(TSD) and Q(DP) are the processing costs to process Q using Chen TwigStackD and
our dynamic programming approach, respectively.

Fig.[dl (a) shows the I/O number when more remaining edges are added to the under-
lying DAG. As an example, for query Q4(TSD), the I/O number increased by 4,606 from
10% to 20% on the y-axis, while it increased by 38,881 from 40% to 50% on the y-axis.
When 5 times of number of remaining edges is included, the I[/O number increases about
35 times. As for the number of index seeks in SSPI, namely the number of times to seek
an leaf page from the B+-Tree that implements the SSPI, which is showed in Fig. [ (c),
this value increased by 616,052 from 10% to 20% on the y-axis, while it increased by
5,201,991 from 40% to 50% on the y-axis. The correlation coefficient for such two
types of measurements is as hight as above 0.999, which speaks that such an behavior
for the number of I/Os during processing is mainly caused by the number of index seek
of SSPI. Similar situation for processing time can also be observed in Figure[d(c), since
the I/O number is the dominating factor for total processing cost. This test empirically
showed that TwigStackD performs better for DAGs with fewer remaining edges, but its
performance degrades rapidly when more edges being included in the underneath DAG.

Fig. @l (a) and (b) also show the efficiency of our dynamic programming approach.
Our approach is not so sensitive as TwigStackD is to the density of the DAG. For Q4, our
approach only uses less than 200 number of I/O access, and 1 second processing time.

4 A New Dynamic Programming Approach

Dynamic programming has been widely used and studied as an effective paradigm for
query optimization [[10]. In this section, we show how to use dynamic programming to
optimize and process multi R-joins queries. In brief, we use an R-join algorithm [[11]
that uses a multiple interval encoding scheme [2] for processing R-joins over a DAG.
Below, first, we discuss the R-join algorithm [11l], and how to extend it to process
multi R-joins. Then, we will discuss R-join size estimation, and give our optimization
approach based on dynamic programming.

4.1 An R-Join Algorithm Based on a Multiple Interval Encoding

Agrawal et al. proposed an interval-based coding for encoding DAG [2]. Unlike the
approaches that assign a single code, [s : ¢], for every node in a tree, Agrawal et al.
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assigned a set of intervals and a postorder number for each node in DAG. Let I, =
{[s1:e1],[s2: e2], -, [sn : en]} be a set of intervals assigned to a node u, there is a path
from u to v, u ~ v, if the postorder number of v is contained in an interval, [s_,- te J-] in
I,. The interval-based coding for the graph in Figure [l (b) is given in Table [Tl For the
same example of 17 ~» 21 in the DAG of Fig.[I] it can be identified by the 21’s pold,
12, and one interval associated with 17, [12: 13], since 12 is contained in [12 : 13].

Based on [2], Wang et al. studied processing R-join over a directed graph [[L1]. In
brief, given a directed graph, G. First, it constructs a DAG G’ by condensing all strongly
connected component in G as a node in G’. Second, it generates encoding for G’ based
on [2]. All nodes in a strongly connected component in G share the same code assigned
to the corresponding representative node condensed in G'. Given an R-join, A—D, two
lists Alist and Dlist are formed respectively. Alist encodes every node v as (v, s:¢) where
[s:e] €1,. A node of A has n entries in the Alist, if it has n intervals. Dlist encodes
each node v as (v, po,) where po, is the postorder number. Note: Alist is sorted on the
intervals [s : e] by the ascending order of x and then the descending order of y, and Dlist
is sorted by the postnumbers in ascending order. Wang et al. proposed to merge-join the
nodes in Alist and Dlist and to scan the two lists once.

4.2 Multi R-Joins Processing

It is important to know that some necessary extension is needed to use the R-join al-
gorithm [11] to process multi R-joins. Consider A<D A D—E. For processing A—D,
Dlist needs to be sorted based on the postnumbers, because D is descendant. For
processing D—E, Dlist needs to be sorted based on s followed by e for all (v,s:e),
because D is a successor. Also, recall, for A ~» D, Alist needs to encode every node v as
(v,s:¢) where [s : e] € I,, which means there is a blocking between the two consecutive
R-joins, A—D followed by D—FE, and we need to generate a new Alist from the output
of the previous R-join, A=—D, in order to carry out the next R-join, D—E. Thus, The
intervals and postnumbers of each node must be maintained in multi R-join processing
for regeneration of intermediate Alist or Dlist on the fly. A total three operations are
needed during such blocking that enables multi R-join query processing.

— o(A): Given a list of node vectors in the form of (vi,v2,...,v;) and each v; is in the
extension associated with A, it attaches each interval [s, e] € I,, and obtain a number
of (vi,va,...,vy,[s : e]) from every vector (vi,va,...,v;) and sorts the resulting list
to obtain an Alist from these vector. For example, considering execution of two
consequent R-joins, Institute—researcher and researcher—stopic, to process the
query of our running example, the first R-join Institute—researcher will produce
a set of temporary results A’, {(1,5),(1,6),(3,17)}. In order to make the proper
input for the second R-join researcher—topic. An 0(A’) operation is hence applied
and we obtain {(1,5,[1:2]),(1,6,[3:4]),(3,17,[12:13]),(3,17,[17: 19])}, which
becomes the input Alist for the second R-join.

— 9(D): Similarly as o, but it attaches the postnumbers for every vector (vi,va,...,v;)
and obtains the (vi,v2,..., v, [poy,]), vi in the extension associated with D, to form
a sorted Dlist. For example, considering execution of two consequent R-joins,
researcher—topic and Institute—researcher, to process the query of our running
example, the first R-joinresearcher—topic will produce a set of temporary results
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D', {(9,20),(10,21),(17,21)}. In order to make the proper input for the second
R-join Institute—researcher. An 8(D') operation is hence applied and we obtain
{(9,20,[10)), (10,21,[15]),(17,21,[19]) }, which becomes the input Dlist for the
second R-join.

— 6(A,D): Given a list of node vectors in the form of (v{,v2,...,v;) and v;/v; in a
vector is in the extensions associated with A/D, it select out those vectors satisfy-
ing v;=—v;. This is used to processing an R-join A—D when both A nodes and D
nodes already present in the partial solution. For example, considering the query
in Fig. and four consequent R-joins, /[—C, [P, C—P and L—P to evaluate
that query, when the processing for /<—C, [P and C—P has been done, we only
further need a 6(L, P) to finish the total evaluation.

We develop the cost function involving those operations during processing for multi
R-joins after the description for R-join size estimation.

4.3 R-Join Size Estimation

We introduce a simple but effective way to estimate the answer size for a sequence of
R-joins. We need two presumption for our estimation: (1) For any pair-wise R-join,
say A—D, every pair of instance (a,d), where a € ext(A) and d € ext(D), is joinable
with the same probability. (2) Consider two R-joins, say A= B and B—C, for any three
instance (a,b,c), where a € ext(A), b € ext(B), and ¢ € ext(C), the two events E; =
{a is joinable with b} and E» = {b is joinable with c} are independent.

Suppose the answer size for R-joins (Rj—Ry A ... AR;_1—R;) is M and the answer
size for the pairwise R-join Ry—R;11, where 1 < h <, is N, we will show the answer
size for (Rj—Ry A... AR;i_1—R;) A (Ry=—R;+1) can be estimated as %, where |Ry|
is the cardinality for the extension of Rj,.

Suppose r; is an instance from ext(R;), and let Join(-) denote the event that instances
are joinable. Then because presumption (2), we have

Pr(Join(ry,ry..ri,rix1)) = Pr(Join(ry..ri) NJoin(ri,ry)) = Pr(Join(ry..r;)) - Pr(Join(ri, rp,)).
And because of presumption (1), we have
: N M N
Pr (Join(r1..1i)) & o TR Pr(Join(ri,rn)) = mrirT:
So the estimated answer size of (Rj—Ry A ... AR;i_1—R;) A (Ry—R;+1) can be

EST = |R1||R2|..|Ri||Riz1|Pr (Join(ri,ry..ri,rit1))
M N  MxN
IR1||Ra-.|Ri| [Rpl|Rix1| — |Rn|

= |Ry|--|Ri11]

So we will be able to estimate the answer size for all such R-joins by conveniently
memorizing all pairwise R-join size and all label’s extension cardinalities in the data-
base catalog.

Example 2. For our running example, the first join is | nstitute— research, thus M = 3.
For Ingtitute— research<—topic, since N = 3 and |ext(research)|=>5, so the estimated
result set size is % = 1.8. The same result can be calculated if research— topic is

taken as the first join.
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4.4 TheEnumeration Spacefor Multi R-Joins

We use dynamic programming style optimization to enumerate a set of equivalent plans
to evaluate a multi R-join query graph G, against a database graph G. We briefly outline
the procedure of searching such plans and its execution to evaluate G,.

Given a query graph G, only left-deep tree plans are searched as a common prac-
tice for a reasonable search space. Recall: in G4, a node represent a label and an edge
represents —. An R-join, A—D, is represented as an edge from A to D. Initially, sub-
graphs G, with two nodes connected by an edge are considered. Here, V(G,) = {v,u}
and E(Gy) ={(v,u)} or E(G2) = {(u,v)} depending on whether it is for ve—u or u—v.
In the next step, it considers to add one more edge. That is, it considers a subgraph
G5 with three edges, such that E3 includes all the edges in E(G3) plus one edge which
connects at least one incident node in V(G5 ). The last step repeats until it includes all
the nodes and edges in the original query graph G, and we can get a sequence of sub-
graphs (G2, G3, ...,G,,) and a sequence of edges being added (ez, 2, ..., en ). Regarding
a subgraph in the sequence, say, G; and the edge to be added to the subgraph, which
should be ¢; or more specifically, (u;,v;), there are 3 cases:

— Only u; exists in V(G;), in this case, an o operation is needed and followed by a
join for u;~—v; and the cost is calculated as

Cr =Cq - |R(Gi)|+Ce (- |R(G;)| + |Dlisty,|)
— Only v; exists in V(G;j), in this case, an § operation maybe needed and followed

by a join for u;——v;, since the Dlist for v; maybe obtained by the output from the
preceding join. When & operation is needed, the cost is calculated as

Cir = G- |R(Gi)| + C (|R(Gi)| + [Alisty|)

The first term in Cj; can be eliminated if no & operation needed.
— Both u; and v; exist in V(G;), in this case, an G operation is needed. The cost is
calculated as Cjj; = Co - |R(G)))).

In these cost formulae, values for |Alist,,| and |Dlist,,| are obtained from the sta-
tistics in database catalog. The intermediate result by evaluating the query graph G; is
represented as R (G;). We estimate the value of |R (G;)| according to section 4.3 The
explanation for other factors are as follows,

— Cy: factor to approximate the cost of o operation by the cardinality of the node
vectors;

— Cs: factor to approximate the cost of & operation by the cardinality of the node
vectors;

So |Start|End|R-join[Result Size]Cost]
/\ S0 sy | I—R 3 10
._5,»: :_SL.I so | $2 |R—T 3 10
_ 5| [sp [R=T| 1 21
S s2 | sp1 |[I—R 1 19

Fig. 5. Searching for an Optimal Plan using DP Fig.6. DPon G,
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— Cg: factor to approximate the cost of ¢ operation by the cardinality of the node
vectors;

— C-,: factor to approximate the cost of R-join operation by the sum of two lists’
length;

— ¢&: factor to approximate the length of an Alist by the cardinality of the node vectors.

4.5 Our Dynamic Programming Algorithm

In our dynamic programming style optimization, two basic components in the solution
space are statuses and moves.

— A status, S, specifies a a subquery, Gy, as an intermediate stage in generating a query
plan. To be more specific, a subquery of G, is a subgraph G, where V(Gs) CV(Gy)
and E(G;,) C E(G,). Note: G, does not necessarily be a connected graph if without
the left-deep tree restriction.

— A move from one status (subquery Gg;) to another status (subquery G‘Yj) considers
an additional edge (R-join) in G‘Yj that does not appear in Gy, toward finding the en-
tire query plan for G,. The next status is determined based on a cost function which
results in the minimal cost, in comparison with all possible moves. The process of
moving from one status to another results in a left-deep tree which is the R-join
order selection result.

We can estimate the cost for each move by those cost formulae in Sec.[£.4] Each status
S is associated with a cost function, denoted cost(S), which is the minimal accumulated
estimated cost to move from the initial status Sy to the current status S. Such accumu-
lated cost of a sequence of moves from Sy to S is the estimated cost for evaluating the
subquery Gg being considered under the current status S. Our goal for dynamic pro-
gramming is to find the sequence of moves from the initial status Sp toward the final
status Sy with the minimum cost, cost(Sy), among all the possible sequences of moves.
This method is quite strait forward and its search space is bounded by 2.

Our algorithm is outlined in Algorithm[Il We simply apply Dijkstra’s algorithm for
the shortest path problem into our search space, aiming to find a “’shortest” path from
So to any Sy, where nodes represent statues, edges represent moves, and the length of
an edge is the cost of one move. We omit further explanation about Algorithm[Tl

Algorithm 1. DP Algorithm to Generate Plan

1 is a priority queue of status, sorting statues in the increasing order of cost(S).

1: Initialize queue / as &;

2: Add S(J; into [;

3: while! is NOT empty do

4:  S=1first;

5: Deetel.first from [

6: if SisaFinal Statusthen

7 Output plan P backward from /; Terminate this Algorithm;
8:  for each move from S to ' do
9: if §' ¢ I then

10: Insert S’ into [;

11: else

12: Update cost(S') and [;
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Example 3. For our running example, Figure[dshows two alternative plans for evalu-
ating the query I[=R—T, both containing two moves. The status Sy is associated with
a NULL graph, while S| and S are respectively associated with two two graphs with
two connected nodes, and S3 is associated with the G, and thus to be a final status.
Details steps in the searching for an optimal plan is showed in Figurel@l where each
row of the table lists a move in the solution space. The first column is the status where
to start the move and the second column is the status where the move reaches. The third
column is the R-join that will be processed in that move, while the number of results
generated after the R-join is the fourth column.

5 Performance Evaluation

In this section, we conducted two sets of tests to show the efficiency of our approach.
The first set of tests is designed to compare our dynamic programming approach (de-
noted DP) with algorithm [S]] (denoted TSD). The second set of tests further confirms the
ability to scale of our approach. We implemented all the algorithms using C++ on top
of a Minibase-based? variant deployed in Windows XP. We configure the buffer of the
database system to be 2MB. A PC with a 3.4GHz processor, 2GB memory, and 120G
hard disk running Windows XP is used to carry out all tests.

. | |Dataset| \VH \EH 1] HI\/\VH

! N, 20M | 307,110 352,214] 453,526 | 1.478

. ;/H ¢ / 40M | 610,140 700,250[ 901,365 | 1.477

IR P 3 . 60M | 916,800(1,003,437|1,360,559| 1.484

80M |1,225,216(1,337,378|1,816,493| 1.483

(@ Q1 (b)Q (¢c)Q3 () Q4 100M |1,666,315(1,756,509(2,269,465| 1.485
Fig.7. R-join Query Graphs Fig. 8. Datasets Statistics

We generated 20M, 40M, 60M, 80M and 100M size XMark datasets [9]] using 5
different factors, 0.2, 0.4, 0.6, 0.8, and 1.0 respectively, and named each dataset by its
size. In these XML documents, we treat parent-child edges and ID/IDREF edges with-
out difference to obtain graphs and collapse the strong connected components in graphs
to get DAGs. The details of the datasets are given in Fig.[8] In Fig.[8] the first column is
the dataset name. The second and third columns are the node number and edge number
of the resulting DAG respectively. The forth column is the multiple interval labeling
size, while the last column shows the average number of intervals per node in the DAG.
Throughout all experiments, we use the 4 multi R-join join queries listed in Fig. [7
where the label I stands for interest, C for category, L for listitem,D for description and
P for parlist.

5.1 TwigStackDv.s. DP

We test all queries over the same dataset described in Section [3] for the purpose of
compare TwigStackD algorithm to our approach. We show two set of figures that show
the elapsed time, number of I/Os and memory used to process each query.

2 Developed at Univ. of Wisconsin-Madison.
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Fig. 9. Compare on the DAG with 10% and 50% Remaining Edge Included

The first set of figures shows the performance on the DAG with 10 percent remaining
edges added, which are listed in Fig. [0 (a)-(c), and the second set of figures show the
performance on the DAG with 50 percent remaining edges added, which are listed in
Fig.@l(d)-(f).

As shown in Fig.[9] our approach significantly outperforms TwigStackD, in terms of
elapsed time, number of I/O accesses, and memory consumption. The sharp difference
becomes even greater for a denser DAG, due to the rapid performance degradation of
TwigStackD when the edge number in the DAG increases. For example, consider Q3,
TwigStackD used 16.7 times of elapsed time and 8.7 times of I/O accesses than those
for our approach when 10 percent remaining edges being added, but when 50 percent
remaining edges being added, the two rates become 2922.3 and 266.4 respectively.
The memory usage of TwigStackD is unstable, and can range from 60MB to 900MB
for the 4 queries, because TwigStackD needs to buffer every node that can potentially
participate in any final solution and thus largely depends on the solution size. And it
can also be observed that the larger query needs more memory for the increased needs
of buffer pools by TwigStackD generally.

5.2 Scalability Test of Our Approach

Because TwigStackD does not scale well, in this section, we report the scalability of
DP. With the size of the dataset increasing from 20M to 100M, we tested the scalability
performance for our approach and Fig.[I0 shows the results.

Both the number of I/Os and memory usage increase evenly as the size of underly-
ing DAGs increases. However, for the processing time of each query when the data size
increased, its variation is not so uniformly. A main reason for this observation is the
CPU overhead caused by sorting which is required in o and 8 operations, for different
distribution of the data may result different join processing order, hence different num-
ber of those operations for the same query. However, there is no abrupt change for the
processing and the overall performance is still acceptable and all queries can be done
within tens of seconds.
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Fig. 10. Scalability Test on DP

6 Conclusion

In this paper, we studied query processing of multi reachability joins (R-joins) over a
large DAG. The most up-to-date approach, TwigStackD algorithm, uses a single interval
encoding scheme. TwigStackD assigns to each node in a DAG a single interval based on
a spanning tree it obtains from the DAG, and builds a complimentary index called SSPI.
It uses a twig-join algorithm to find matches that exist in the spanning tree and buffers
all nodes that belong to any solution, in order to find all matches in the DAG, with
the help of SSPI. TwigStackD has good performance for rather sparse DAGs. But, its
performance degrades noticeably when DAG becomes dense, due to the high overhead
of accessing edge transitive closures.

We present an approach of using an exisiting multiple interval encoding scheme
that assigns to each node multiple intervals. With the multiple encoding scheme, no
additional data structure is needed. We show that optimizing R-joins (R-join order se-
lection), using dynamic programming with a primitive implementation of R-join, can
significantly improve the performance, even though such an approach may introduce
overhead for feeding the intermediate result of an R-join to another. We conducted ex-
tensive performance studies and confirmed the efficiency of our DP approach. DP sig-
nificantly outperforms TwigStackD, and is not sensitive to the density of the underneath
DAG.
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Abstract. There has been much research on XML query processing.
However, there has been little work on the evaluation of XML queries
involving not-predicates. Such queries are useful and common in many
real-life applications. In this paper, we present a model called XQuery
tree to model queries involving not-predicates and describe a path-based
method to evaluate such queries efficiently. A comprehensive set of ex-
periments is carried out to demonstrate the effectiveness and efficiency
of the proposed solution.

1 Introduction

Research on XML query processing has been focused on queries involving struc-
tural join, e.g., the query ”//dept|[/name="CS"]//professor” retrieves all the
professors in the CS department. However, many real world applications also
require complex XML queries containing not-predicates. For example, the query
7/ /dept[NOT(/name="CS”)]//professor” retrieves all the professors who are
not from the CS department. We call this class of queries negation queries.

A naive method to evaluate negation queries is to decompose it into several
normal queries involving structural join operation. Each decomposed query can
be evaluated using any existing structural join method [AGITISIT2TT], followed
by a post processing step to merge the results. This simplistic approach is expen-
sive because it requires repeated data scans and overheads to merge the inter-
mediate results. The work in [I0] propose a holistic path join algorithm which is
effective for path queries with not-predicates, while [I4] develop a method called
TwigStackList— to handle a limited class of twig queries with not-predicates,
i.e., queries with answer nodes above any negative edge.

In this paper, we propose a path-based approach to handle a larger class
of negation queries efficiently, i.e., queries with answer nodes both above and
below negative edges. We introduce a model called XQuery tree to model queries
involving negated containment relationship. We utilize the path-based labeling
scheme in [I1] for queries involving not-predicates. Experiment results indicate
that the path-based approach is more efficient than TwigStackList—[14].

The rest of the paper is organized as follows. Section 2 reviews related work.
Section 3 illustrates the drawback of the TwigStackList— method. Section 4
describes the proposed path-based approach. Section 5 gives the experimental
results and we conclude in Section 6.

R. Kotagiri et al. (Eds.): DASFAA 2007, LNCS 4443, pp. 31-#2] 2007.
© Springer-Verlag Berlin Heidelberg 2007
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2 Related Work

The structural join has become a core operation in XML queries [4U6I7ISO/T2ITT].
The earliest work [12] use a sort-merge or a nested-loop approach to process the
structural join. Index-based binary structural join solutions employ BT -tree[7],
XB-tree[6], XR-tree[8] to process queries efficiently. Subsequent works extend
binary structural join to holistic twig join. Bruno et al. [6] propose a holistic twig
join algorithm, TwigStack, which aims at reducing the size of the intermediate
result and is optimal for ancestor-descendent relationship, while [I3] design an
algorithm called TwigStackList to handle parent-child relationships. The work
in [I1] design a path-based labeling scheme to reduce the number of elements
accessed in a structural join operation.

Al-Khalifa et al. [5] examine how the binary structural join method can be
employed to evaluate negation in XML queries. Algorithm PathStack— [I0] uti-
lizes a boolean stack to answer negation queries. The boolean stack contains a
boolean variable ”satisfy” which indicates whether the associated item satisfies
the sub-path rooted at this node. In this way, a negation query does not need to
be decomposed, thus improving the query evaluation process.

Algorithm TwigStackList— [I4] extends the algorithm TwigStackList [I3] to
handle holistic twig negation queries. TwigStackList— also avoids decomposing
holistic negation queries into several sub-queries without negations. However,
TwigStackList— can only process a limited class of negation queries and suffer
from high computational cost (see Section [3]). In contrast, our approach utilizes
the path-based labeling scheme in [T1] to filter out unnecessary element nodes
efficiently and handles a larger class of negation queries.

3 Motivating Example

TwigStackList— [14] defines a query node as an output node if it does not appear
below any negative edge, otherwise, it is a non-output node. Consider query
Ty in Fig. where {B} is an output node and {D, E, F} are non-output
nodes. Suppose we issue query T over the XML document Docy in Fig.
whose element nodes have been labeled using the region encoding scheme [4].
TwigStackList— associates a list Ly and a stack Sp for the output node B.
Element B; in the XML document is first inserted into the list Lp. Since B;
satisfies the not-predicate condition in query 77, it is also pushed into the stack
Sp. Next, element Bs is inserted into Lp. Bs is subsequently deleted from Lp
since its descendent element D; has child nodes E5 and F}, thus satisfying the
sub-query rooted at D in T;. The final answer for T} is Bj.

There are two main drawbacks in Algorithm TwigStackList—. First, the class
of negation queries which can be processed is limited to output nodes occurring
above any negative edge. Hence, it cannot handle meaningful complex queries
such as T in Fig. which retrieves all the matching occurrences of elements
B and C such that B is not a child of A and B has child nodes C and D while D
has a child node E but does not have a descendant node F' (we call nodes B and
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Fig. 1. Example XML document and queries

C projected nodes). Second, TwigStackList— may access elements which are
not answers to a query. For example, to answer query 17, a series of operations
is also carried out on element Bs which is not in the final answer. Our proposed
path-based approach aims to overcome these two drawbacks.

4 Path-Based Approach

The proposed approach to evaluate XML negation queries utilizes the path-based
labeling scheme proposed in [11]. We will first review the scheme and introduce
the XQuery tree model to represent negation queries. Then we describe the
algorithms PJotn— and N Join— which removes the unnecessary elements and
carries out structural join operation respectively.

4.1 Path-Based Labeling Scheme

The path-based labeling scheme [IT] identifies each element node by a pair of
(path id, node id). Each text node is identified by a node id. The node id can be
assigned using any existing node labeling scheme, e.g, interval-based [12]. A path
id is composed of a sequence of bits. We first omit the text nodes from an XML
document. Then we find distinct root-to-leaf paths in the XML document by
considering only the tag names of the elements on the paths. We use an integer
to encode each distinct root-to-leaf path in an XML document. The number of
bits in the path id is given by the number of the distinct root-to-leaf element
sequences of the tag names that occur in the XML document. Let k& denote the
number of distinct root-to-leaf paths, hence the path id of an element node has
k bits. For a leaf element node, all the bits except for the ith bit, are set to 0,
where ¢ is the encoding of the root-to-leaf path on which the leaf node occurs.
The path id of a non-leaf element node is given by a bit-or operation on the path
ids of all its child element nodes.

Fig. shows the XML document Doc; labeled using the path-based label-
ing scheme. The corresponding encoding table is given in Fig.
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A1
(111, 1)
B1 B2
(100,2) (011,5)
|
C1 C2
(100,3) (011,6)
| \ Root-to-leaf Path Encoding
a0 Root/A/B/C/E 1
N Root/A/B/C/D/E 2
E2 F
(010,28) (01)119) Root/A/B/C/D/F 3
(a) XML document (b) Encoding Table

Fig. 2. Example to illustrate Path Labeling Scheme and XQuery Tree

Let Pids and Pidp be the path ids for elements with tags A and D respec-
tively. If (Pida & Pidp) = Pidp, then we say Pida contains Pidp. This is
called Path ID Containment. Li et al. [I1] prove that the containment of two
nodes can be deduced from the containment of their path ids.

Property I: Let Pida and Pidp be the path ids for elements with tags A and
D respectively. If Pida contains Pidp and Pida # Pidp, then each A with
Pid s must have at least one descendant D with Pidp.

Consider the element nodes By and FEs in Doc;. The path id 011 for Bs
contains the path id 010 for E5 since the bit-and operation between 011 and 010
equals to 010 and they are not equal. Therefore, Bo must be an ancestor of Fs.

If two sets of nodes have the same path ids, then we need to check their
corresponding root-to-leaf paths to determine their structural relationship. For
example, the nodes By and E; in Doc; have the same path id 100. We can
decompose the path id 100 into one root-to-leaf path with the encoding 1 since
the bit in the corresponding position is 1. By looking up the first path in the
encoding table (Fig. 2(b)), we know that B; is an ancestor of Ej.

4.2 XQuery Tree

In this section, we define a model called XQuery tree to model queries involving
not-predicates. This is accomplished by augmenting the standard XML query
pattern tree with two new features: node projection and not operator.

Definition 1 (XQuery Tree). An XQuery Tree is defined as a tree T = (V, E)
where V and E denote the set of nodes and edges respectively.

1. A single edge denotes a parent-child relationship while a double edge denotes
an ancestor-descendant relationship.

2. Nodes to be projected are circled.

3. A negated containment relationship between two nodes is specified by putting
the symbol “=” next to the edge. We call such an edge a negated edge.
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Fig. shows an example negation query modeled using the XQuery tree. The
equivalent query specified using the XQuery language is as follows:

For $v In //B

Where exists($v/C) and exists($v/D/E) and
count(A/$v) =0 and count($v/D//F)=0

Return {$v} {$v/C}

Note that negated edges cannot occur between the projected nodes of a query
since they would result in queries that are meaningless, e.g., retrieve all the
elements A and B such that A does not contain B. Therefore, we can deduce
that given an XQuery tree T, there exists some subtree T’ of T such that T’
contains all the projected nodes in T and all edges in 7" are not negated edges.

Definition 2 (Projected Tree Tp). Let T = (V, E) be an XQuery tree, and
S be the set of subtrees T' = (V' E') of T, such that

1. V' CV and
2. V' contains all the projected nodes in T, and
3. for any e € E', e is not a negated edge.

The largest T' in S is defined as the projected tree Tp of T.

The projected tree of the XQuery tree in Fig. is shown within the dashed
circle. Given an XQuery tree T, we define the subtree above Tp as tree 75 and
the subtree below Tp as T respectively.

Definition 3 (Tree T3). Given an XQuery tree T, let R be the root node of
Tp, and e be the incoming edge of R. We define T as the subtree obtained from
T -Tg - e, where Tr denotes the subtree rooted at R.

Definition 4 (Tree T%). Given an XQuery tree T, we define TS as the subtree
rooted at C, where C denotes a child node of the leaf nodes of Tp.

In Fig. the nodes A and F form the trees T and T% of T respectively.
Note that an XQuery tree T has at most one T% and possibly multiple T5. A
tree T3 or TIZS may contain negated edges. However, queries with negated edges
inTH or Tllé may have multiple interpretations. For example, the query “A does
not contain B, and B does not contain C', where C' is the projected node” has
different semantics depending on the applications. Here, we focus on queries
whose subtrees T and T do not contain any negated edges.

4.3 Algorithm PJoin—

Algorithm PJoin [11] filters out unnecessary path ids for queries involving struc-
tural join. The main operation in PJoin is the binary path join. A binary path
join takes as input two lists of path ids, one for the parent node and the other
for the child node. A nested loop is used to find the matching pairs of path ids
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based on the path id containment property. Any path id that does not satisfy
the path id containment relationship is removed from the lists of path ids of
both the parent node and the child node. However, this algorithm does not work
well for queries involving not-predicates.

Consider query T3 in Fig. where the lists of path ids have been associ-
ated with the corresponding nodes. We assume that the path ids with the same
subscripts satisfy the path id containment relationship, i.e., bs contains cs, etc.

Mlalaz Mlal Mlalaz
TEROA - AGE TR TERGA |
| | |
Ghoennded) Ghonnoaed Ghoeaed
PN PN PN
o . o N " \_
ol T lezeied ol lezeied ol L
T didoeny 1Az 45,44 | LA L I
Query Tc Query Tc after PJoin Query Tc after PJoin™
(a) (b) (c)

Fig. 3. Example to illustrate Algorithm PJoin—

Algorithm PJoin will first perform a bottom-up binary path join. The path id
lists for nodes C' and D are joined. Since the path id ds, d3 and d4 are contained
in the path id co, c3 and ¢4 respectively, d; is removed from the set of path ids
of D. The path id list of node C' is joined with the path id list of node E. No
path id is removed since each path id of E is contained in some path id of C.
We join the path id list of node B with that of node C. The path ids c; and c3
are contained in the path id by and bs respectively. Since there is a not-predicate
condition between nodes B and C, the path id by and b3 need to be removed
from the set of path ids of B. Finally, a binary path join between nodes A and
B is carried out and the path id as is removed.

Next, Algorithm P.Join carries out a top-down binary path join on T3 starting
from the root node A. The final result is shown in Fig. The optimal sets of
path ids for the nodes in T3 is shown in Fig.|3(c)l The difference in the two sets
of path ids shown in Fig. and Fig. ecause Algorithm PJoin does
not apply the constraint that is imposed on nodes A and B to the entire query.

The above example illustrates that the proper way to evaluate a negated
containment relationship between path ids is to only update the path ids of the
nodes in the projected tree. This leads to the design of Algorithm PJoin—.

The basic idea behind PJoin— (Algorithm[]) is that given a query T', we first
apply PJoin on T and T%. The path ids of the leaf node of T4 and the root
node(s) of T3 are used to filter out the path ids of the corresponding nodes in
Tp. The input to Algorithm PJoin— is an XQuery tree T" with a set of pro-
jected nodes. We first determine the projected tree Tp of T. Then the PJoin
algorithm is carried out on 7% and T (if any) respectively (lines 4-5). Next, a
bottom-up binary path join and a top-down binary path join are performed on Tp
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Algorithm 1. PJoin—

: Input: T - An XQuery-tree
Output: Path ids for the nodes in T

Associate every node in T with its path ids;

Perform a bottom-up binary path join on T% and T'8;

Perform a top-down binary path join on 7% and Tg;

Perform a path anti-join between the root node(s) of T% and their parent node(s)
if necessary;

Perform a bottom-up binary path join on Tp;

Perform a path anti-join between the leaf node of T'5 with its child node if necessary;
9: Perform a top-down binary path join on Tp;

(lines 7, 9). Each binary path join operation is followed by a path antijoin op-
eration (lines 6, 8). A path antijoin takes as input two lists of path ids, but one
list of path ids is for reference; only path ids in the other list need to be removed
if necessary. In line 6(8), the Algorithm PJoin— utilizes the root(leaf) nodes of
Th(T4) to filter out the path ids of their parent(child) node(s).

Note that if the set of path ids for the root node (leaf node) of TS (T%)
contains some path id whose corresponding element node is not a result of T
(super Pid set), then the path antijoin operation in Lines 6 (8) of Algorithm [I]
is skipped. This is because the super Pid set of the root node (leaf node) of T8
(T'%) could erroneously remove path ids from its parent node (child node), and
we may miss some correct answers in the final query result.

Consider again query T3 in Fig. The projected tree is the subtree rooted
at node C. A PJoin is first performed on tree T8 which contains nodes A and
B. The set of path ids for B obtained is {b;, b2}. Next, bottom-up path join is
carried out on Tp. Since T3 is a simple path query without value predicates, the
path id set associated with B is not a super Pid set according to the discussion
n [I1]. Then we can perform a path anti-join between nodes B and C. This step
eliminates co from the path id set of C since ¢y is contained in bs. Finally, a
top-down path join is performed on Tp, which eliminates d; and do from the set
of path ids for D, and ey from the set of path ids for E. The final result after

PJoin— is shown in Fig.

4.4 Algorithm NJoin—

We retrieve the elements with path ids output by Algorithm P.Join— and apply
Algorithm N Join— on these elements to obtain the result of the negation queries.
Algorithm [21 shows the details of NJoin— method. If the negation query with
T{ is null, Algorithm N Join— will use the method TwigStackList— [I4] to cal-
culate the final result. This is because TwigStackList— cannot handle queries
with T} as illustrated in Section[8l Otherwise, we will use the holistic structural
join in [6] to evaluate the trees T3, T5 and Tp, and then merge the results.
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Algorithm 2. N.Join—
: Input: T - An XQuery-tree
: Output: All occurrences of nodes in Tp

if T3 is null then
Perform TwigStackList— on Tj

else
Perform holistic structural join on T&, T% and Tp;
Merge the intermediate result;

end if

N A

4.5 Optimality of Path-Based Approach

The optimality of the proposed solution is due to Algorithm P.Join—. This step
can greatly reduce the number of elements accessed by Algorithm N Join—.

Consider the query T3 (Fig. issued over the XML document Doc; in
Fig. The path ids of each node is shown in Fig. When Algorithm
PJoin— is applied on 77, the path id {100} is removed from the path id set of
node E and {011} is removed from the path id set of node B (see Fig. [A(b)).
There is only one path id left for node B after PJoin—, which corresponds to
element B;. Further processing of element Bs is not needed. Experimental results
in the next section indicate that the relatively inexpensive PJoin— can greatly
filter out the irrelevant element nodes.

The other advantage of our approach is that by decomposing negation queries
into three parts (Tp, T4 and T%), we can handle an additional class of queries
compared to the method TwigStackList—.

B {100, o011} B {100}
Hﬁ Hﬁ
D {o11} D {o11}
EF(oo1) by Floon
{100, 010} (010}

(a) (b)

Fig. 4. Example to illustrate optimality of path-based approach

5 Experiment Evaluation

In this section, we examine the performance of the proposed path-based solution
for negation queries. We also compare our method with TwigStackList—[I4].
Both approaches are implemented in C++. All experiments are carried out on
a Pentium IV 2.4 GHz CPU with 1 GB RAM. The operating system is Linux
2.4. The page size is set to be 4KB.
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We use three real world datasets for our experiments. They are Shakespeare’s
Plays (SSPlays) [1], DBLP [2] and XMark benchmark [3]. Table [I] shows the
characteristics of the datasets and Table [2] gives the query workload.

Table 1. Characteristics of Datasets

Datasets Size #(Distinct Elements) | f#(Elements)
SSPlays 7.5 MB 21 179,690
DBLP | 60.7 MB 32 1,534,453
XMark |61.4 MB 74 959,495

Table 2. Query Workload

Query Dataset Nodes in Result
Q1| //PLAY[ NOT(/PROLOGUE)]/EPILOGUE//TITLE| SSPlays 13
Q2| //dblp/article] NOT(//url)] DBLP 14
Q3| //person] NOT(/creditcard)] XMark 7618
Q4| //people/person] NOT(/age)]/profile/education XMark 9568

5.1 Effectiveness of PJoin—

We first evaluate the effectiveness of PJoin— in filtering out irrelevant elements
for the subsequent N Join— operation. The following metrics are used:

I . NP
Filtering Ef ficiency = &—
> Vil
i >IN
Selectivity Rate = &=——
> [Vl

where |[N?| denotes the number of instances for node N; after P.Join— operation,
|N*| denotes the number of instances for node N; in the result set after N Join—
operation and |N;| denotes the total number of instances for node N; in the
projected tree of the query.

Fig. shows the Filtering Efficiency with Selectivity Rate for queries Q1
to Q4. The closer the two values are, the more effective PJoin— is for the query.
We observe that Algorithm PJoin— is able to remove all the unnecessary ele-
ments for queries Q1, Q2 and Q3 and the subsequent N Join— will not access
any element that does not contribute to the final result, leading to optimal query
evaluation. Query Q4 has a higher Filtering efficiency value than Query Selectiv-
ity because the query node person which is the root node of the subtree rooted
at node age is a branch node. The set of path ids for person is a super Pid set.
Nevertheless, Algorithm PJoin— remains effective in eliminating unnecessary
path ids even for such queries.

Fig. BI(b) and (c) show that the I/O cost and elapsed time of Algorithm
PJoin— are marginal compared with NJoin— for queries Q1 to Q4. This is
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because the sizes of the path lists are much smaller than that of node lists. The
time cost of PJoin— for queries Q3 and Q4 is slightly more compared to Q1 and
Q2 due to a larger number of distinct paths,; as well as longer path ids for the

XMark dataset.
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Fig. 5. Effectiveness of PJoin—
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5.2 Comparative Experiments

In this set of experiments, we compare our solution with TwigStackList—[I4].
Fig. [0l shows the results. The path-based solution outperforms TwigStackList—
because Algorithm PJoin— is able to greatly reduce the actual number of el-
ements retrieved while TwigStackList— is designed to reduce the intermediate
result sizes and may access all the elements involved in the queries. For example,
TwigStackList— must read in the full sets of elements when evaluating Q1.

6 Conclusion

In this paper, we have described a path-based approach to evaluate negation
queries. We introduced a model called XQuery tree to model queries involving
negated containment relationship. The proposed approach utilizes a path-based
labeling scheme to filter out irrelevant elements. Experimental results indicate
that the path-based approach is more efficient than TwigStackList— and is ef-
fective for a larger class of negation queries.
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Abstract. Progressive join algorithms are join algorithms that produce
results incrementally as input data is available. Because they are non-
blocking, they are particularly suitable for online processing of data
streams. Reference algorithms of this family are the symmetric hash join,
the X-join and more recently, the rate-based progressive join (RPJ).

While the symmetric hash join introduces the idea of a symmetric
processing of the input streams but assumes sufficient main memory, the
X-Join suggests that the processing can scale to very large amounts of
data if main memory is regularly flushed to disk, and a reactive/cleanup
phase is triggered for disk-resident data. The X-join flushing strategy
is based on a simple largest-first strategy, where the largest partition is
flushed to disk. The recently proposed RPJ predicts the main memory
tuples or partitions that should be flushed to disk in order to maximize
throughput by computing their probabilities to contribute to a result.

In this paper, we discuss the limitations of RPJ and propose a novel
extension, called Result Rate-based Progressive Join (RRPJ), which ad-
dresses these limitations. Instead of computing the probabilities from
statistics over the input data, RRPJ directly observes the output (result)
statistics. This not only yields a better performance, but also simplifies
the generalization of the algorithm to non-relational data such as multi-
dimensional data and hierarchical data. We empirically show that RRPJ
is effective and efficient and outperforms the state-of-art RPJ. We also
investigate the relevance and performance of an adaptive version of these
algorithms using amortization parameters.

Keywords: Query Processing, Join Algorithms, Data Streams.

1 Introduction

The universe of network-accessible information is expanding. It is now common
practice for applications to process streams of data incoming from remote sources
(repositories continuously publishing or sensor networks producing continuous
data). An essential operation is the equijoin of two data streams of relational
data. Designing an algorithm for such an algorithm must meet a key requirement:
the algorithm must be non-blocking (or progressive), i.e. it must be able to
produce results as soon as possible, at the least possible expense for the overall
throughput.

R. Kotagiri et al. (Eds.): DASFAA 2007, LNCS 4443, pp. 43-54] 2007.
© Springer-Verlag Berlin Heidelberg 2007
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Several non-blocking algorithms for various operators in general and for the
relational equijoin in particular have been proposed [TI2I345]. These algorithms
can be categorized as heuristic or probabilistic methods. Heuristic methods rely
on pre-defined policies for the efficient usage of the available memory; whereas
probabilistic methods [6l7] attempt to model the incoming data distribution (val-
ues and arrival parameters) and use it to predict the tuples or partitions that
are kept in memory in order to produce the maximum number of result tuples.
The main thrust in all these techniques lies in the simple idea of keeping useful
tuples or partitions (i.e. tuples or partitions likely to produce more results) in
memory. Amongst the many progressive join algorithms introduced, one of the
state-of-art hash-based progressive join algorithm is the Rate-based Progressive
Join (RPJ) [6]. One of the limitations of RPJ is that it is not able to perform
well if the data within the partitions are non-uniform, and that it is not straight-
forward to generalize it for non-relational data. In this paper, we propose the
Result-Rate based Progressive join (RRPJ) which overcomes these limitations.

The rest of the paper is organized as follows: In Section 2] we discuss related
work and focus on two recent progressive join algorithms, and their strengths
and limitations. In Section [B] we present a novel method, called Result Rate-
based Progressive Join (RRPJ), which uses a model of the result distribution
to determine which tuples to be flushed. We conduct an extensive performance
study in Section [l We conclude in Section

2 Progressive Join Algorithms

In the literature, many equijoin algorithms [2I3J45IRIOTO/TT] have been pro-
posed. Most of these algorithms considered local datasets, and do not generalize
easily to handle unpredictable data arrival common in data streams environment.
Many of these equijoin algorithms are based on the seminal work on symmetric
hash join’s (SHJ) [12]. SHJ assumes the use of in-memory hash tables; an insert-
probe paradigm is used to deliver results progressively to users. In the literature,
many subsequently proposed progressive relational join algorithms are based on
an extended SHJ model, where both in-memory and disk-resident hash parti-
tions are used to store tuples. Whenever memory becomes full, some in-memory
tuples need to be flushed to disk to make space for new-arriving tuples. XJoin
[3] uses a simple heuristics that flushes the largest partitions. Throughput can
be improved if the sacrificed tuples are those with the smallest probability of
joining with future tuples, i.e. of contributing to the production of results. This
heuristics is the basis of two recent proposals [6l7] that attempt to extrapolate
stochastic models of the data and their productivity from the observation of
incoming tuples.

2.1 Problem Definition

We consider the problem of performing a relational equijoin between two re-
lational datasets, which are transmitted from remote data sources through an
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unpredictable network. Let the two sets of relational data objects be denoted by
R={ri,r2,...,m}, and S = {s1,82,..., Sm}, where r; and s; denotes the i-th
and j-th data object from the remote data source respectively. When performing
a relational equijoin, with join attribute A, a result is returned when r;.A is
equal to s;.A. Formally, (r;, s;) is reported as the result if r;. A is equal to s;.A.
The goal is to deliver initial results quickly and ensure a high result-throughput.

2.2 Rate-Based Progressive Join (RPJ)

RPJ [6] is a hash-based join. It builds a stochastic model based on the tuples’
arrival pattern. Whenever memory becomes full, the model is used to determine
probabilistically which tuples are least likely to produce tuples with the other
incoming data, and hence flushed from memory to disk.

In order to compute the conditional probability that an incoming tuple ¢ be-
longs to the j-partition, given that ¢ belongs to relation R;, RPJ keeps track of
the total number of tuples from relation ¢ that have arrived and falls into parti-
tion 7, denoted by nf°*®[j] By dividing nf°**[j] over the total number of tuples

that have arrived in the system so far, the conditional probability P(j|R;) can be

totaly »
derived as P(j|R;) = — U To reduce the need to track conditional prob-

Npart
]le ntotel[4]
abilities for each values in the domain of the join attribute, RPJ assumes that
the data in each partition is uniformly distributed. (i.e. local uniformity assump-
tion). The probability P(R;) and P(Rz) are estimated by maintaining counters
ni<" for each relation R; (initially set to the number of arriving R; tuples be-
tween the initial time interval [0,1]). Subsequently, RPJ counts the number of
tuples, denoted by «;(t), between the interval [t,t41]. To more accurately reflect
current arrivals, and to reduce the impact from historical arrivals, RPJ updates
the value of n[“" to X-n7" + (1—\)-q;(t), where \ is a user-tunable parameter
(varies between [0,1]).
Thus, the arrival probability p¢™

K2

(v) of a tuple belonging to relation R; and

i n e (Refer

. i
Mpart n;‘cnt_"_ngcnt

El nfi,atal []]
j=

nﬁotal[

has the value v is then computed as P*""[j] =
to [6] for the complete proof).

2.3 Locality-Aware (LA) Model

[7] observes that a data stream exhibits reference locality when tuples with spe-
cific attribute values have a higher probability of re-appearing in a future time
interval. Leveraging this observation, a Locality-Aware (LA) model was pro-
posed, where the reference locality caused by both long-term popularity and
short-term correlations are captured. This is described by the following model:

Xy = Tp—; (with probability a;); x,, = y (with probability b, where 1 <i < h and
h
b+ > a; = 1. y denotes a random variable that is independent and identically

=1
distributed (IID) with respect to the probability distribution of the popularity, P.
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Using this model, the probability that a tuple ¢ will appear at the n-th position
h

of the stream is given by Prob(x,, = t|Tn—1,...,Zn—p) =bP(t)+ > a;6(zn_;,1)
j=1

(6(xg,c) = 1if x = ¢, and it is 0 otherwise). Using the LA model, the marginal
utility of a tuple is then derived, and is then used as the basis for determining
the tuples to be flushed to disk whenever memory is full.

2.4 Limitations of RPJ and LA Model

In this section, we discuss the limitations of RPJ and the LA model. RPJ rely
on the availability of an analytical model deriving the output probabilities from
statistics on the input data. This is possible in the case of relational equijoins
but embeds some uniformity assumptions that are not necessarily true. It is not
able to efficiently handle scenarios in which the data within each partition is
non-uniform, which breaks the local uniformity assumption. Consider the two
partitions, belonging to dataset R and S respectively, presented in Figure[Il The
grayed area is used to denote ranges of data. Suppose in both Figure (a) and
(b), N tuples have arrived. In Figure[I[(a), the N tuples is uniformly distributed
across the entire partitions of each dataset; whereas in Figure[I(b), the N tuples
is distributed within a specific numeric range (i.e. areas marked grey). Assume
the same number of tuples have arrived for both cases, then P(1|R) and P(1]S)
would be the same. However, it is important to note that if partition 1 is selected
to be the partition to be kept in memory, the partitions in Figure [[[(a) would
produce results as predicted by RPJ; whereas the partitions in Figure[I{b) would
fail to produce any results. Though RPJ attempts to amortize the effect of
historical arrivals of each relation, it assumes that the data distribution remains
stable throughout the lifetime of the join, which makes it less useful when the
data distribution are changing (which is common in long-running data streams).

The LA model is applied to deal with the approximate sliding window join on
relational data Based on the LA model given in the earlier section, we can see
that it relies on determining whether a similar tuple appears in a future position
in the data stream. For relational data, a similar tuple could be one that has the
same value as a previous tuple. However, for non-relational data, such as spatial
data, the notion of similarity between two tuples is more complex, and hence it
is not straightforward to extend the LA model to deal with non-relational data

types.

Pariiion 1 Partiion 1 Partiion 1 Partiion 1
from R from's. from R froms

(a) Uniform Data (b) Non-Uniform Data
within partition within partition

Fig. 1. Data in a Partition
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3 Result-Rated Based Progressive Join (RRPJ)

In this section, we present a novel method of maintaining statistics over the result
distribution, instead of the data distribution. This is motivated by the fact that
in most progressive join scenarios, we are concerned with delivering initial results
quickly and maintaining a high overall throughput. Hence, the criteria used to
determine which tuples need to be flushed to disk whenever memory becomes
full should be ‘result-motivated’. In addition, the number of results produced by
a partition is reflective of the data distribution of the partitions.

3.1 RRPJ

We propose a novel join algorithm, call Result-Rate Based Progressive Join
(RRPJ) (Algorithm [), which uses information on the result throughput of the
partitions to determine the tuples or partitions that are likely to produce results.
In Algorithm [, an arriving tuple is first used to probe the hash partitions of the
corresponding data stream in order to produce result tuples. Next, it will check
whether memory is full (line 2). If memory is full, it will first compute the Th;
values (i.e value computed by Equation[3)) for all the partitions. Partitions with
the lowest Th; values will then be flushed to disk, and the newly arrived tuple
inserted. The main difference between the RRPJ flushing and RPJ is that the
Th; values are reflective of the output (i.e. results) distribution over the data
partitions; whereas the RPJ values are based on input the data distribution.

To compute the Th; values (computed using Equation [B]), we track the total
number of tuples, n; (for each partition), that contribute to a join result from
the probes against the partition. Intuitively, RRPJ tracks the join throughput
of each partition. Whenever memory becomes full, we flush n .5 (user-defined
parameter) tuples from the partition that have the smallest T'h; values, since
these partitions have produced the least result so far. If the number of tuples
in the partition is less than nfy,sn, we move on to the partition with the next
lowest Th; values.

Given two timestamps ¢ and to (t2 > t¢1)and the number of join results
produced at t; and o are n; and ns respectively. A straightforward definition
of the throughput of a partition 4, denoted by Th;, is given in Equation [

ng —n

Th; = (version 1) (1)

o — 11

From Equation [[I we can observe that since (¢t — t1) is the same for all
partitions, it suffice to maintain counters on just the number of results produced
(i.e. n1 and ng). A partition with a high Th; value will be the partition which
have higher potential of producing the most results. However, it is important to
note that Equation [l do not take into consideration the size of the partitions and
its impact on the number of results produced. Intuitively, a large partition will
produce more results. It is important to note that this might not always be true.
For example, a partition might contain few tuples, but produces a lot of results.
This partition should be favored over a relatively larger partition which is also
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Algorithm 1: RRPJ Join Algorithm
Data :t- Newly Arrived tuple
Result : Result Tuples
1 Use t to probe hash partitions from other data stream
2 If ( Memory is full() ) {
3 ComputeThValue() ;
4 FlushDataToDisk() }
5 Insert ¢ into hash table HT;

producing the same number of results. Besides considering the result distribution
amongst the partitions, we must also consider the following: (1) Total number
of tuples that have arrived, (2) Number of tuples in each partition, (3) Number
of result tuples produced by each partition and (4) Total results produced by
the system. Therefore, we use an improved definition for Th;, given below.

Suppose there are P partitions maintained for the relation. Let N; denote
the number of tuples in partition ¢ (1 < i < P), and R; denote the number of
result tuples produced by partition 7. Then, the T'h; value for a partition ¢ can
be computed. In Equation 2, we consider the ratio of the results produced to
the total number of results produced so far (i.e. numerator), and also the ratio
of the number of tuples in a partition to to the total number of tuples that have
arrived (i.e. denominator).

Rix(f N;)
Thi = ( PRi )/( PNi ) = 7 i (VeI'SiOH 2) (2)
jgl R jgl Nj (j; Rj)xN;

Since the total number of results produced and the total number of tuples
is the same for all partitions, Equation 2] can be simplified. This is given in
Equation 3]

Th; = % (version 2 - after simplification) (3)

Equation ] computes the Th; value w.r.t to the size of the partition. For
example, let us consider two cases. In case (1), suppose N; = 1 (i.e. one tuple
in the partition) and R; = 100. In case (2), suppose N; = 10 and R; = 1000.
Then, the Th; values for case (1) and (2) are the same. This prevents large
partitions from unfairly dominating the smaller partitions (due to the potential
large number of results produced by larger partitions) when a choice needs to
be made on which partitions should be flushed to disk.

3.2 Amortized RRPJ (ARRPJ)

In order to allow RRPJ to be less susceptible to varying data distributions,
we introduce Amortized RRPJ (ARRPJ). Suppose there are two partitions Py
and P, each containing 10 tuples. If P; produces 5 and 45 result tuples at
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timestamp 1 and 2 respectively, the Thy value is 5. If partition P, produces
45 and 5 result tuples at timestamp 1 and 2 respectively, the The value for P,
will also be 5. From the above example, we can observe that the two scenarios
cannot be easily differentiated. However, we should favor partition P; since it is
obviously producing more results than P, currently. This is important because
we want to ensure that tuples that are kept in memory are able to produce more
results because of its current state, and not due to a past state.

To achieve this, let o be a user-tunable factor that determines the impact of
historical result values. The amortized RRPJ value, denoted as Al for a partition
i at time ¢ is presented in Equation[@ When o = 1.0, then the amortized RRPJ
is exactly the same as the RRPJ. When o = 0.0, then only the latest RRPJ
values are considered. By varying the values of o between 0.0 to 1.0 (inclusive),
we can then control the effect of historical RRPJ on the overall flushing behavior
of the system.

At o Jtr$+at’1rg+ot72ri2+ ...... +01r571+00rf j=0
(2 N; N;

4 Performance Study

In this section, we study the performance of the proposed RRPJ against RPJ. All
the experiments were conducted on a Pentium 4 2.4GHz CPU PC (1GB RAM).
We measure the progressiveness of the various flushing policies by measuring the
number of results produced and the response time.

Table 1. Experiment Parameters

Dataset Parameter Default Values
Number of Tuples Per Page 85

Available Memory 1000 pages
Domain of Join attribute [1, 10000]

Tuple Inter-arrival 0.001s

Dataset Size (Relation R1 4+ Relation R2)|2 million tuples
Percentage of tuples flushed 10%

The experimental parameters are given in Table [Il Unless otherwise stated,
the datasets used in the experiments uses the default values given in the table.

4.1 Effect of Uniform Data Within Partitions

We generated the datasets HARMONY and REVERSE based on the dataset
generation techniques described in [6]. We used the same arrival pattern HAR-
MONY and REVERSE. In this experiment, we evaluate the performance of the
RRPJ against RPJ. We measure the response time (x-axis) and the number of
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result tuples generated (y-axis). From Figure 2 we can observe that the per-
formance of RRPJ is comparable to RPJ using the same datasets from [6], and
hence is at least as effective as RPJ for uniform data.
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Fig. 2. Effect of Uniform-Data Within Partitions

4.2 Effect of Non-uniform Data Within Partitions

In this experiment, we evaluate the performance of RRPJ against RPJ for non-
uniform datasets. We used the same arrival pattern HARMONY and REVERSE.
Similar to Figure [Il we restrict the domain for the join attribute for 50% of the
tuples from one dataset (R1) to be in the range [1,5000] and the domain of the
join attribute for 50% of the other dataset (R2) to be in the range [5001,10000].
We measure the response time (x-axis) and the number of result tuples generated
(y-axis). From FigureB(a) and BIb), we can observe that the RRPJ outperforms
RPJ by alarge margin. This is because RPJ’s local uniformity assumption breaks
when the data within each partition is non-uniform. Comparatively, since RRPJ
tracks the number of results, it is able to identify the partitions that are not
producing any results, and hence avoid keeping tuples belonging to these non-
productive partitions in memory.

4.3 Varying Data Arrival Distribution

The datasets are generated as follows: We make use of a zipfian distribution (with
tunable parameter ) to determine the partition for assigning a newly-arrived
tuple. When 6 = 0.0, the data distribution is uniform (i.e. a newly-arrived tuple
have equal probability of belonging to any of the partitions). When 6 increases,
the arrival distribution becomes more skewed (i.e. a newly-arrived tuple have
higher probability to belong to specific partitions). In order to simulate a vary-
ing data arrival distribution, we re-order the partitions probabilities whenever
every « tuples have arrived. The partitions are randomly re-ordered. For exam-
ple, when 6 = 2.0, Table 2] shows the arrival probabilities. During the initial
stage, the probability that a newly arrived tuple will belong to partition 1,2,3,4
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Fig. 3. Effect of Non-Uniform-Data Within Partitions

and 5 are 0.68, 0.17, 0.08, 0.04 and 0.03 respectively. During each reorder, these
probabilities for a newly arrived tuple to belong to a specific partition change.

In this experiment, we evaluate the performance of the Amortized RRPJ
(ARRPJ) against RPJ and RRPJ, when the data arriving exhibits varying data
arrival distribution (i.e the probability that a newly arrived tuple belongs to a
partition changes). We vary the amortization factor, o, for ARRPJ between 0.0
to 1.0. We call the corresponding algorithm ARRPJ-o. When o = 0.0, only the
latest RRPJ values (i.e. number of results produced and size of data partition
since the last flush) are used; whereas when o = 1.0, ARRPJ is exactly RRPJ
(it computes the average of the statistics over time).

Table 2. Arrival Probabilities, § = 2.0

Arrival Probabilities, P Initial|1st Reorder|2nd Reorder
Partitions Assigned
0.68 1 2 3
0.17 2 3 4
0.08 3 4 5
0.04 4 5 1
0.03 5 1 2

The results are shown in Figure @(a)-(f). In addition, we summarize the
throughput (i.e. number of result tuples produced over time) of each algorithm
in table[3l In Table[3] we can observe that an amortization factor = 0.0 need not
necessarily be the best (highlighted in bold). There is a need to balance between
the impact of past and current results. From Figure[d|(a)-(e), we can observe that
ARRPJ (with different amortization factor) performs much better than RRPJ.
Also, when the data distribution changes frequently (e.g. Figure l(f), o = 0k),
the performance of RRPJ and ARRPJ are similar.

When « = 0k, the data arrival distribution is re-ordered aggressively (changes
each time a tuple arrives). Thus, all the methods (including RPJ and XJoin)
perform similarly. This is because none of the methods can make use of the
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statistics gathered to do effective prediction of which tuples to keep in memory
combined with a generally smaller number of possible results. However, when
a increases from 4k to 32k, we can observe that ARRPJ (with different «)
outperforms RRPJ. This is because ARRPJ was able to better reduce the impact
of the past results by amortizing the RRPJ values. RRPJ do not perform as
well, since RRPJ does not differentiate between past and current results. From
FigureM] we can also observe that as the data changes less frequently (i.e. when «
varies from 0K to 32K), the total number of result tuples significantly increases.
This is because when the data distribution changes less often, the statistics
computed could be used for more effective prediction of which tuples need to be
kept in memory.

In addition, we also varied p (percentage of pages flushed each time memory is
full, and 6 (skewness of the data distribution). Similar trends are observed. When
6 is 0.0 (i.e. uniform data), all methods (i.e. RPJ, RRPJ, ARRPJ) performs
the same. The results are omitted due to space constraints. These experiments
suggest however that several factors influence the correct evaluation of the output
statistics when data distribution is changing over time. The amortization formula
must be tuned with respect to the size of the buffer, the percentage and size of
the replaced partitions as well as the frequency of the replacement. While the
purpose of this paper is to introduce the idea of amortization and illustratively
quantify its potential, such fine tuning is left to future work.

5 Conclusion

We proposed a new adaptive and progressive equijoin algorithm for relational
data streams. The algorithm is of the X- and symmetric hash join family. Its
originality is twofold.

Firstly, the algorithm implements a replacement strategy for main memory
partitions that estimates the probability of partition to produce results directly
from the observation of output statistics. Previous proposals, such as the RPJ
and LA algorithms, have attempted to analytically construct such a model from
the statistics on the input streams. We showed that our algorithm is equivalent to
RPJ in the cases for which RPJs performance was evaluated by its inventors (we
use the same data sets). We showed that our algorithm significantly outperforms
RPJ, when the uniformity hypothesis necessary to the estimation by the RPJ
algorithm does not hold. We therefore showed that our algorithm is globally
better than RPJ empirically.

Secondly, we proposed an adaptive version of our algorithm that makes use of
amortization in order to incrementally weight out the influence of past statistics.
The same principle can be incorporated in previously proposed algorithms such
as RPJ and LA. This allows the algorithm to cater for changes over time in
the input data distributions. We showed that this technique leads to significant
performance increase in some cases, thus proving the concept. However, the
results we obtained compel further studies in order to understand the impact of
the different parameters. Future and ongoing work includes the practical tuning
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of such parameters: amortization formula, buffer size, frequency of replacements
and percentage/size of replaced partitions.

Finally we underline that, as we had preliminarily shown in [I3], as opposed
to RPJ and LA, our approach rather gracefully generalizes to non-relational
data as it does not require the complex analytical modeling of the probabilities
of partitions to produce results from a model of the input data distribution
but rather directly observes a statistical model of the output distribution. We
are currently investigating the performance of RRPJ against RPJ and LA in
non-relational domains.
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Abstract. To provide complex query processing in peer-to-peer systems has at-
tracted much attention in both academic and industrial community. We present
GChord, a scalable technique for evaluating queries with multi-attributes. Both
exact match and range queries can be handled by GChord. It has advantages over
existing methods in that each tuple only needs to be indexed once, while the query
efficiency is guaranteed. Thus, index maintenance cost and search efficiency are
balanced. Additional optimization techniques further improves the performance
of GChord. Extensive experiments are conducted to validate the efficiency of the
proposed method.

1 Introduction

Peer-to-peer (P2P) systems provide a new paradigm for information sharing in large-
scale distributed environments. Though the success of file sharing applications has
proved the potential of P2P-based systems, the limited query operators supported by
existing systems prevent their usage in more advanced applications.

Much effort has been devoted to provid fully featured database query processing
in P2P systems [[1i2l3l4]. There are several differences between query processing for
file sharing and database queries. Firstly, the types of data are much more complex
in databases than those in file names. Basically, numerical and categorical data types
should be supported. Secondly, files are searched via keywords. Keyword search is
often implemented by using exact match query. However, for numerical data types,
both exact match queries (or point queries) and range queries should be supported. The
last but not the least, user may issue queries with constraints on variant number of at-
tributes for database applications. This last requirement poses additional challenges for
database style query processing in P2P systems. Some existing methods, such as VBI-
Tree [2]], can only support user queries with constraints on all attributes. Some other
methods, namely Mercury [3] and MAAN [4]], separately index data on each attribute.
Though they can support multi-attribute queries with constraints on arbitrary number
of attributes, they are not efficient for indexing data with more than three attributes for
two reasons. The first one is that the maintenance cost increases with the number of
attributes. Another reason is that the selectivity of indexes on one attribute decreases
drastically when the number of attributes increases.

We present GChord, a Gray code based Chord, as a new index scheme supporting
multi-attribute queries (MAQ) in P2P environment. It distinguishes itself from other
methods in the following aspects:

R. Kotagiri et al. (Eds.): DASFAA 2007, LNCS 4443, pp. 55166l 2007.
(© Springer-Verlag Berlin Heidelberg 2007
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— GChord utilizes the property of one-bit-difference of Gray code to encode numer-
ical data. This encoding scheme, together with the traditional hash-based indexing
technique for categorical data, transforms the MAQ problem to multicast problem
in a large-scale network. Fully utilizing the finger table links provided by Chord [3]],
a general purpose P2P overlay network, GChord provides a solid base for index-
ing data without modification on the underlying overlay network structure. Thus, it
provides a convenient solution to work with existing efficient P2P technologies.

— In GChord, each data tuple only needs to be indexed once. Thus, performance of our
method does not directly rely on the number of attributes of data. Compared with
other Chord-based methods, it is more efficient in terms of maintenance overhead
and search performance.

— In additional to the basic indexing and query processing scheme, GChord intro-
duces optimization techniques called multicast tree clustering and index buddy.
The former provides an efficient implementation of multicast in P2P network for
the MAQ problem. The latter shows that by consuming a small portion of storage
space for caching index entries, GChord outperforms methods with index duplica-
tion in terms of storage cost and query processing.

The remainder of this paper is organized as follows. Section 2 is for related work of
GChord. After the problem statement given in Section 3, we introduce the basic GChord
in detail in Section 4. In Section 5, we present the optimization techniques of GChord.
After the experimental result shown in Section 6, Section 7 is for concluding remarks.

2 Related Works

MAQ is widely studied in centralized database systems. One solution of indexing data
for MAQ is hB -tree [6], which is a combination of multi-attribute index hB-tree [7]]
and abstract index IT-tree[8]. hB!/-tree achieves low storage cost and efficient point-
and range-query processing for various data types and data distribution. However, the
different setting of large-scale distributed systems prevents the application of existing
technique in centralized systems in P2P systems.

In large-scale P2P systems, distributed hash tables (DHTs), such as Chord [3]], Pas-
try [9l], and CAN [10], are widely used. However, it can only support key-word-based
search lookup(key) and these hash-based methods usually cannot preserve the locality
and continuity of data.

The methods supporting MAQ in structured P2P systems can be classified into two
categories. The first one introduces traditional tree-structured index scheme into P2P
systems. BATON [1] is P2P index structure based on balanced binary tree. BATON*
[[L1] substitute the binary tree in BATON with an m-way tree. These two can well sup-
port single dimensional range query. VBI-tree [2] provides a framework for indexing
multi-dimensional data in P2P systems with hierarchical tree-structured index in cen-
tralized systems. However, these structures cannot support queries with constraints on
arbitrary number of attributes efficiently.

The other category of research work is based on extending DHT-based overlay net-
works. The basic idea behind these methods is to use one overlay network for each
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attribute that needs to be indexed, and to use locality-preserving hash to index numeri-
cal attributes. Mercury [3] and MAAN [4] belong to this category. Both of them index
each attribute separately on Chord ring and the index with the best selectivity power is
used to prune the search to support MAQ. Therefore, both of them have high stor-
age cost and index maintenance cost. Furthermore, the search efficiency decreases
drastically when the dimensionality of data increases.

3 Problem Statements

A tuple of data is represented by a set attribute-value pairs: t{attr;,v;},i =1,---, N.
The domain A? of attribute attr; is either numerical or categorical. A numerical domain
is supposed to be continuous or sectionally continuous, and bounded. Given a data set,
the set of domains A : {A%} fori = 1,2,---, N is supposed to be known in advance.
We believe that even with this assumption, many applications can be fit into our MAQ
model.

A multi-attribute query (MAQ) is a conjunction of a set of predicates of the form
(attr;, op,v;), it = 1,---,m, in which, attr; is the attribute name, op is one of <, <, >,
>, = for numerical attributes and = for categorical ones. Note that a query may have ar-
bitrary number of predicates, and the predicates may be on arbitrary attributes. Figure[I]
shows a simple example of data and queries.

film name(c) | price(n) | duration(n) | premiere(n) | cinema(c) —100 .
Lordof War | 50 90 05-06-1 Yongle | ‘minio
Garfield 60 75 06-07-12 Guang -1
XMan 90 100 05-11-4 Yonghua 11
Thinking 100 125 06-05-09 | Yonghua L,,Z?,lx“;’ﬁ"’
The Break 90 110 05-12-17 Yonghua —1o
Silther 90 100 06-10-30 Guang —010
Records L];:ﬁlx‘“,’:hL
Q1: fn="Lord of War” /\ price>40 /\ price<80 1
Q2:premiere>06-05-4 /\ premiere<06-07-09 /\ cinema="Yongle” —001
Q3:duration>80 /\ price<90 /\ cinema="Guang” /\ premiere>06-06-17 L;:g;‘;g‘t
Q3:fn="XMan” A price<70 A\ premiere>06-03-12 /\ cinema="Guang” 000
Q4:fn="Thinking” A\ price=50 /\ premiere>06-07-05 OPO 0?1 0‘1 1 0}0 1 10 1 1‘1 191 IQO
Queries Level with prefix 0 Level with prefix 1
Fig. 1. Data Item and Query Fig. 2. Two Attributes Domain Partition

The results to a MAQ are the set of tuples satisfying all predicates presented in the
query. Note that there is no constraints on the values of attributes missed in the query.

The problem of MAQ in a P2P environment is that a set of peers each may share
(or publish) a set of tuples. Each peer may issue a MAQ to be evaluated in a P2P
style, which means there is no centralized server, and the peers work in a collaborative
mechanism. To collaborate with others, a peer devotes some storage space for indexing
data shared by others, and supports index lookup and maintenance.

The difficulty of query processing for MAQ in P2P systems lies in the following
three aspects: 1) one query may involve attributes with different data types, and point
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constraint and range constraint may appear simultaneously in one query, 2) arbitrary
number of attributes may presented in a query, and 3) index maintenance is especially
expensive in P2P systems. Since there are N! — 1 possible combinations of attributes
in a query, any method using index structure that can only answer queries with fixed
number of attributes will fail to handle MAQ in P2P environment, for the high cost of
index maintenance in distributed environments.

In the next section, we present GChord, a Gray code based indexing scheme that
can be distributed over Chord like overlay network. By fully utilizing the network links
provided by the underlying network, it indexes each tuple only once, and can support
MAQ with arbitrary number of attributes using the sole index.

4 The Basic GChord Mechanism

4.1 Data Indexing

Each attribute is assigned a set of bits in the 128-bit bitstring to store its code. The

number of bits of a code is proportional to the size of the domain. Note that it is assumed

all domains are known in advance. Intuitively, the larger a domain is, the stronger is

the selectivity power of that attribute. Thus, more bits should be devoted to index that

attribute.Numerical and categorical attributes are encoded differently in GChord.
Numerical and categorical attributes are encoded differently in GChord.

Encoding Numerical Attributes. As the domain of each numerical attribute is pre-
defined, GChord partitions the domain equally and continuously. For those sectionally
continuous attribute domains, it concatenates all the sections together first, and then
makes equally partition among them. For example, if one attribute domain is composed
of three continuous sections, (1,4), (5,17), (31, 36), the four equally partitioned parts
are {(1,4),(5,71}, {(7,121},{(12,17)} and {(31,36)}. Obviously, each part contains a
interzone with same length.

All partitioned parts of one attribute domain are encoded by Standard Binary Re-
flected Gray Code [[12])(Gray code for short) continuously and sequently, as Figure 2]
shows. Obviously, the two Gray codes that represent two adjacent partition parts differ
in one bit. To make Gray code be fully used, we restrict the number of partitioned parts
to be 2%, where k is the number of bits in Gray code.

It’s hard to compute the Gray Code from attribute value directly, while it is easy
to compute the sequence number of the partitioned part that attribute value fills in by
simply using equation, SN (v) = (v=v;min) X (2" 1)

i=0 ('Ui maxz —Vimin

) ,where v is the attribute value

andv € ['Uj min, Uj maz), and m is the Gray Code length. The corresponding Gray Code
which is the sub index key on the attribute is converted from the sequence number using
algorithm[Il

Encoding Categorical Attributes. Since only exact match query is to be supported
for categorical attributes in MAQ, it is much easier to encode categorical attributes. A
hash-based method is used to determine the code of a categorical value,like code(v) =
hash(v) mod 2™ in which m is the number of bits assigned to the categorical attribute,
and hash is a general purpose hash function such as SHA-1.
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Algorithm 1: SN2GC(BitString sequencenumber|n])

1 BitString graycode[n] //output Gray code which contains n bits
2 graycode[0]«— sequencenumber|0]
3 for each i from1ton — 1 do
if sequencenumber[i] = sequencenumber/[i-1] then
| graycodeli]— 0
else
L graycode[i]— 1

N S A

8 return graycode

Generating the Index Key for a Tuple. As the number of peers that participant in
the network is much less than the number of peers that network can accommodate,
one peer in the network have to manage many index keys. If the index key is simply
constructed by concatenating all N codes, the attribute encoded at the right side will
lose its distinguishability. All values of the attribute that is encoded on the right side
may be mapped to the same peer. It results in the index on that attribute useless.

GChord provides a shuffling-based method to generate the index key of a tuple. The
shuffled index key is constructed by concatenating a bit of code of one attribute by that
of another. The order of the attributes is pre-determined using the descending order of
the size of the domains.

Analysis to the Index Key Generation Method. Since two adjacent Gray codes only
differs in one bit, the adjacent relationships between two sections of numerical attributes
are preserved by any structured overlay network protocols that maintains one-bit differ-
ent links in routing tables, such as Chord and Pastry.

Property 1. Two index keys have one bit difference if the two corresponding tuples
have adjacent values on one numerical attribute and same values on other attributes.

Thus, our indexing scheme preserves locality of numerical attributes.

Property 2. The index keys stored on one peer are constituted by a set of continuous
partitions on each numerical attribute.

Property [1l means adjacent values on each attribute are linked by the links in routing
table of the overlay network like Chord and Pastry. Query message can be routed ef-
ficiently for index keys of adjacent data are one hop away. Property 2 means that part
of the queried region may addressed by accessing one peer. As the overlay is not fully
filled, routing hops may be saved if index keys are inserted into the predecessor.

As the index key is shuffled, load balancing can achieved simultaneously. Since the
distribution of real data are always skewed and the sections of attribute domain are
encoded by equally partition, the data tuple filled in one section may skewed. Some
new strategies need to adopt to keep load balancing among peers in the network.

Lemma 1. The prefixes of a set of Gray codes, which have a same bit length, construct
the Gray Code sequence either.
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Property 3. The index keys stored on each peer constitute a similar size portion on
each attribute.

Property 4. The process of node join is the process of the attribute domain repartition.

As known from Property [l load balancing can be achieved by selecting some suitable
Id for node at the time of node join.

4.2 Query Processing

To evaluate a MAQ, a set of nodes with index entries satisfying the query should be
visited. Intuitively, attributes presented in the MAQ should satisfy the predicates in the
query. Therefore, their corresponding bits in the peer identifier, i.e. the codes of those
attributes, should satisfy the constraints. There are no constraints on other bits. Thus, the
query processing procedure can be transformed into a multicast problem. The targeted
peers are peers taking care of the identifiers satisfying the following constraints:

1. For each predicate attr op v on a numerical attribute attr, code(attr) op’ code(v);
2. For each predicate attr = v on a categorical attribute attr, code(attr) = code(v);
3. All other bits can be either O or 1.

Thus, a multicast task can be represented by a set of strings with the same length as
that of the identifier (index key). Each element in the string is either 0, 1 or x, in which
x means either O or 1.

Multicast trees (MCTs) are constructed to forward the query to indexing peers. A
MCT is a virtual tree whose edges are routing paths of the query. A MCT corresponding
to the multicast of 10zz 1z is shown in Fig.[3l

O 1011111

1000110

o @ o

A
1010110 O‘
& o

1000100

(2) (b)

Fig. 3. Multicast Tree of 10zx1xx

Multicast Tree Construction. As the links in the finger table of overlay network are di-
rected, one single MCT without irrelevant indexing nodes for MAQ may not exist. The
MCTs should be constructed on-the-fly when a query is issued. A modified Karnaugh
Map [13]] construction algorithm is employed for this task.
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Karnaugh Map is a graphical way of minimizing a boolean expression based on the
rule of complementation. Preventing processing a Karnaugh Map of large size, we com-
pute Multicast Tree Proportion (MTP) of two attributes at each time. We need compute
[42] times to get all the MTPs. If m is odd, the last MTP is computed on single at-
tribute. Attribute that is not present in the query has a MTP in the form of “zx - - - 2”
which has a same length with the code represented the attribute partition. After all MTPs
are computed, they are shuffled and put together using the method we generate the
index keys.

Supposing the number of MTPs on each attribute that contains constraints in the
MAQ is n1,n2, ..., Ny, the number of MTPs of the MAQ is n1 X ng X ... X Ny
The procedure to compute MTP is as follows: (1)Initialize an empty Karnaugh Map:
each side of the map has the length equal to the length of the code of the corresponding
attribute. (2)For the cells satisfying all constraints given by the predicates on attributes
presented in both sides, they are marked by “1”. All other cells are marked by “0”. Each
cell forms a rectangle of size 1. (3)Two adjacent rectangles containing cells all marked
by “1” are merged to generate a rectangle with size 2. Note that Karnaugh Map is
a torus. Thus a leftmost cell and a rightmost cell in the same column are considered
adjacent. And likewise is to the top and bottom cells. (4)The step 3 iterates until there
is no larger rectanges can be generated.

Fig. @ shows a Karnaugh Map with three MTPs corresponding to multicast tasks
< 20z, 20x >, < zlz,11x >, and < xlzx, 101 >.
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wo| 1] a]foo]o]o ‘1 1 W o 0 0
Index Buddy
Fig. 4. Karnaugh Map on Two Attributes Fig. 5. Index Buddy

Property 5. Supposing query region on two attributes is a A x B rectangle, where
A and B are the numbers of partition parts contained in query. Supposing the binary
forms of A and B contains m,n ”1”s respectively. The query rectangle can be divided
into % + 1(if m > n) MTPs.

Proof: As the number of cells which contained in the MTP rectangle must be power
of two, the number of cells on each side of the rectangle must be power of two either.
Obviously the A cells on one attribute is divided into m parts. The B cells on the other
side of Karnaugh Map is divided into n parts. After once division, we get m +n — 1
MTPs and one (A — 2%1) x (B — 2%1) rectangle that haven’t been divided, where a; and
by are the position of first ”’1” in A’s and B’s binary form. Then we do it recursively. (]
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After all the MTPs having been generated, we could shuffle these MTPs on each
attribute like constructing index key to constructe the MCT.

Our Karnaugh Map based MCT construction techniques can be generalized to handle
multiple queries. Targeted index peers from different MAQs may be grouped together
into one MCT using the same technique introduced above. Thus, the queries may share
the same message to retrieve the index entries. This may further reduce the network
transmitting cost.

Query Multicasting. After all the MCTs correspoding to the query have been gener-

ated,multicasting of a query is conducted as follows: (1)Query message is sent to the

root of each MCTwhich is a peer with identifier by substituting all zs in the MCT repre-

sentationwith Os. (2)When a query is received by a peer, it is evaluated on its localindex,

and forwarded to all peers whose identifier is substituting one of the zs in MCT repre-

sentation from 0 to 1. (3)This is conducted recursively until their is no = remains 0.
Fig. 3l (b) illustrates a multicast process.

Property 6. The query message routing hops can be boundedto O(log o N+ M), where
N is the number of nodes that overlay network can accommodate and M is the number
of xs in the MTP representation.

5 Performance Enhancement

The number of attributes which contain constraints in query could vary form 1 to N.
More MCTs will be generated, if there are more range constraints on attributes con-
tained in query. The number of MCTs is a product of the number of MTPs on each
attribute. The cost of multicasting a large number of MCTs involved in the query sepa-
rately is very high.

On the other hand, the query range will be very large if there are fewer attributes
which contain constraints in the query. A large number of peers have to be accessed
to process such MAQ. If MAQ is addressed by accessing a large number of peers, the
number of query message routing hops and query messages will be high. In the two
scenarios above, performance can be enhanced by multicast tree clustering and index
buddy respectively.

5.1 Multicast Tree Clustering

Peers scattered on the overlay network are sparse, so each peer needs to manage a set of
continuous index keys. A portion of continuous results to the query may be indexed on
the single peer, but these index keys may be accessed by different MCTs for constraints
of MCT computing strategy. In this scenario, a number of messages have to be sent to
the same peer to get result for the query. If these MCTs is clustered together, and sent
within single message, lots of network traffic will be saved.

MCT clustering strategy clusters MCTs which are close to each other together. Be-
fore doing MCT clustering, peers in the network need to know the approximately peer
density of overlay network. Avoiding network traffic, we estimate the peer density us-
ing local density which is the reciprocal of the index key range that peer maintained.
No matter how inaccurate the density estimation is, it has no impact on query results.
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MCT clustering only sends multi-MCTs in single query message, but it does not affect
the query evaluation to each MCT.

The clustering procedure is as follows: (1)Query submitter clusters all the MCTs to-
gether, which contain close root keys. Namely the difference of each two root keys is
less than the index range that maintained by the peer. (2)Query message is sent accord-
ing to the root key which is thesmallest one within the MCT cluster. (3)Peer received
the MCT cluster clusters all adjacent submuliticast trees together as query submitter
does. (4)Procedure 3 is done recursively until no sub multicast trees exists.

As many MCTs and sub MCTs are sent within one message, the number of message
for one query is reduced dramatically.

5.2 Index Buddy

If MAQ contains a large query region, a large number of peers will be involved to
process the query. The response time and network bandwidth consumption will be en-
larged if more peers are involved. Avoiding to involve too many peers, we adopt index
buddy strategy. An index buddy is tow peers which store adjacent values on the same
attribute and have a same peer Id prefix.

Users may have similar interests at the same time. For example users may submit
similar queries to get match list during the time of Olympic Games. If these frequently
queried index keys are stored on a few peers, reduced number of routing hops and query
messages can be achieved.

As described in Property 2] index keys stored on peer are continuous on each at-
tribute. Adding index keys that is frequently queried to the peer maintains adjacent
values on the attribute, MAQ can be addressed by accessing fewer peers in the net-
work. Fig. 5] shows the index buddy. The frequently queried region is depicted within
the red rectangle. Peers which maintain index keys within this region will manage the
index keys of its index buddy’s either. Obviously, half of the peers can be released from
processing the MAQ. The procedure of doing index buddy is as follows:

— Partition Level Sampling. Before exchanging index keys between index buddies,
we need to know the range of index keys of each attribute stored on the buddies.
We compute the index range using I R = succ.id — id. The number of partitions
managed by the peer is 2¥¢ on the ith attribute, where k; is the number of bits used
to represent partitions on the attribute in I R’s binary form.

— Frequent Query Region Detecting. We maintain one counter to indicate the cur-
rent query frequency for each attribute. The counter is a fade function that records
the number of messages which are relayed to get the adjacent value on the very
attribute through links in the finger table. We use Equation FQA! = FQAua 4

new 2
JTVt 7}:‘; to estimate the query frequency of the ¢th attribute, where N,,,, the number
of messagesthat are sent to get the adjacent index keys on the ith attribute, T3
is a specified interval time. When the frequency of the ith attribute exceed the
threshold FQA?, . .;..14» the region of the attribute stored on the peer is regarded
as frequently queried.
— Index Buddy Establishing and Deleting. When detecting some attribute region

stored on the peer is frequently queried, the peer asks its index buddy to exchange
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their index keys within the region. When detecting region becomes infrequent again,
the two peers will remove these redundant index keys out of the index buddy.

— Index Modification. When index buddy existing, new index to be inserted or ex-
isting index to be modified are need to be processed at both site of the index buddy
in order to keep index consistent.

6 Experimental Study

To evaluate the performance of GChord, we implement one simulator in Java JDK 1.42.
In our implementation, each peer is identified by its peer Id. Like physical peer, it main-
tains two limited message queues, one sending message queue and one receiving mes-
sage queue. The network layer is simulated to control the network communication,
which is the message sending from one peer to another based on peer Ids.

In our experiment, 10000 peers with randomly distributed peer Ids are involved to
construct the Chord ring. The peer Id is a 32-bit string. The data tuple contains 5 numer-
ical attributes and 1 categorical attribute. 100000 data tuples with randomly distributed
values within their attribute domains need to be indexed. Range queries which have
been set maximum query range are generated randomly within the attribute domains.
Point query is generated randomly within the attribute domains.

Impact of Attribute Number in MAQ. The first set of experiments gives the perfor-
mance curves impacted by variable number of attributes which contain constraints in
the query. The maximum query range on each attribute is set to be 10% of its domain.
As showing in Fig. [6(a)] [6(b) and the numbers of maximum routing hops, rout-
ing messages and accessed peers reduce dramatically when the number of attributes
that contain constraints in MAQ increase. The number of routing messages reduces to
about one tenth when using multicast tree clustering strategy. Multicast tree clustering
improves performance pretty well especially when query contains fewer attributes.

5000
4000
3000

2000

Number of Messages

1000

(a) Hops Vary with Number (b) Messages Vary with Num- (c) Accessed Peers vary with
of attributes queried ber of Attributes Queried Number of Attributes Queried

Fig. 6. Performance Comparison with Variable Attributes in Query

Impact of Query Range in MAQ. In this set of experiments, the number of attributes
that contain constraints in query is set to be 4. As showing in Fig. and[7(c) the
numbers of maximum routing hops, routing messages and accessed peers decrease as
except when the query range on each attribute decreases. More MCTs will be generated,
when the query range on each attribute increases. Much more routing messages are
diminished by using multicast tree cluster in this scenario.
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Fig.7. Performance Comparison with Variable Query Range

Impact of Frequently Queried Region. In this set of experiments, the maximum query
range on each attribute is set to be 10% of its domain. As showing in Fig. and
index buddy has evident effort in reducing the number of peers accessed when
the percentage of frequent query increase. Index buddy has a similar impact on the
maximum number of routing hops, especially when query contains less attributes.
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Fig. 8. Performance Comparison with Frequent Queries

Comparison with Mercury. As there are 10000 peers in the network, the number of
maximum hops and accessed peers in Mercury is much bigger than GChord’s. Approx-
imately 1700 peers construct a Chord ring to maintain the index keys on each attribute.
The selectivity power of the attribute is very strong, so Mercury need to accessed a large
number of peers to process MAQ. Index keys are stored continuously on peers, so ac-
cessing adjacent index key need only one more hop. That’s why the number of routing
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messages is smaller than GChord’s. As showing in Fig. and@(c)l the performance
of the GChord exceeds Mercury much in the number of maximum routing hops and
accessed peers.

As the limitation of paper size, the comparison of index cost with Mercury is no
showing in figures. Mercury keeps one index duplication for each attribute, so the index
cost of Mercury is proportional to the number of attributes that data tuple contains. So
the index costs of GChord, including index storage and index messages, are much less
than Mercury’s.

7 Conclusion

In this paper, we present the design of GChord, a P2P-based indexing scheme for pro-
cessing multi-attribute queries. Using Gray code based indexing technique, both point-
and range-query on numerical attributes can be handled. By integrating Gray code and
hash based encoding method, each tuple only need to be indexed once in GChord.
Our index can support queries having constraints on arbitrary number of attributes.
Thus, it is more efficient than previous methods in terms of storage cost and search
performance. Enhancement techniques further improves the performance of GChord.

Our future work on GChord includes the research on supporting keyword-based
queries and aggregate queries over GChord, and the study on more intelligent query
optimization techniques.
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Abstract. Keyword-based search is well studied in the world of text documents
and Internet search engines. While traditional database management systems
offer powerful query languages, they do not alow keyword-based search. In
this paper, we discussed ITREKS, a system that support efficient keyword-
based search over relational database by indexing tuple relationship: A basic
database tuple relationship, FDJT, is established in advance. Then a FDJT-
Tuple-Index table is created, which records relationships between each tuple
and FDJT. At query time, for each of keywords, system first finds tuples in
every relation that contain it, using full text indexes offered by database
management system. Then use FDJT-Tuple-Index table to find the joinable
tuples contain all keywords in the query.

Keywords: keyword search, relational database, full digjunction.

1 Introduction

Keyword-based search is well studied in the world of text documents and Internet
search engines, but Keyword-based search over relational databases is not well
supported. The user of a relational database needs to know the schema of the
database; Casual users must learn SQL and know the schema of the underlying data
even to pose simple searches. For example, suppose we have a DBLP database,
whose schema is shown in Figure 1. We wish to search for an author Bob's paper
related to “relation”. To answer this query, we must know how to join the Author,
Write and Paper relations on the appropriate attributes, and we must know which
relations and attributes to contain “Bob” and “relation”. In keyword-based search, for
the above example a user should be able to enter the keywords ‘Bob relation” and the
associated tuples which are associated with the two keywords are returned.

Enabling keyword search in databases that does not require knowledge of the
schema is a chalenging task. Due to database normalization, logical units of
information may be fragmented and scattered across several physical tables. Given a
set of keywords, a matching result may need to be obtained by joining several tables
on thefly.

In this paper, we have developed a system, ITREKS (Indexing Tuple Relationship
for Efficient Keyword Search), which supports highly efficient keyword-based search

R. Kotagiri et al. (Eds): DASFAA 2007, LNCS 4443, pp. 67478]2007.
© Springer-Verlag Berlin Heidelberg 2007
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over relational databases by indexing tuple relationship. The key features and
advantages of our approach, and the contributions of this paper, are summarized as
follows:

® Most previous approaches perform a significant amount of database
computation at search time to find the connection of tuples which contain
keyword. We do al significant join computing work in advance by create tuple
relation index, so a great amount of computing work is saved in search time.

® We present a novel approach to index the tuple relationship. We construct
basic tuple relationship-FDJT by computing full disunction[1] of the
interconnected relational database. We present an FDJT-Tuple-Index table to
index tuples’ relationship.

® We propose amodular architecture and have implemented I TREK S based onit.

® We present an efficient algorithm which incorporate basic tuples and FDJT-
Tuple-Index table to generate result tuples matching the query.

® Wetake full advantage of existing relational database functions. ITREKS has
been implemented on top of Oracle 9i. Oracle 9i Text use standard SQL to
create full text indexes on text attributes of relations. We completely avoid
reimplementing basic IR capabilities by using Oracle Text as the back end.
Furthermore, ITREKS keep both FDJT and tuple-FDJT in relation tables. Our
searching algorithm is also based on a search table.

Author Whte Paper Cite

Aulhionid Aulhornid // Papend e Papend
Namc Papend Title Cite
Pamaryben Forcign 2o

Fig. 1. DBLP Schema

In Section 2 we provide a thorough survey of related work. The essential formal
background on full disunction and related definition is presented in Section 3.
Section 4 is the core of the paper. It discusses the ITREKS system, including
architecture of the system, functionality, algorithms, and system implementation
details. Section 5 presents our system evaluation of ITREKS, while we give
conclusion and future works in Section 6.

2 Related Work

Oracle [3] , IBM DB2, Microsoft SQL Server, PostgreSQL, and MySQL al provide
text search engine extensions that are tightly coupled with the database engine.
However, in all cases each text index is designed over a single column. Using this
feature alone to do meaningful keyword search over an interconnected database
would require merging the results from many column text indexes.
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Keyword-based search over relational database gets much attention recently. Three
systems, DISCOVER[4] [5] , BANKS[6] , and DBXplorer[7] , share a similar
approach: At query time, given a set of keywords, first find tuplesin each relation that
contain at least one of the keywords, usually using database system auxiliary full text
indexes. Then use graph-based approaches to find tuples among those from the
previous step that can be joined together, such that the joined tuple contains all
keywords in the query. All three systems use foreign-key relationships as edgesin the
graph, and point out that their approach could be extended to more genera join
conditions. A main shortage of the three systems is they spend a plenty of time to find
the candidate tuples that can be joined together.

Four systems share the concept of crawling databases to build externa indexes.
Verity[8] crawls the content of relational databases and builds an external text index
for keyword searches, as well as externa auxiliary indexes to enable parametric
searches. DataSpot[9] extracts database content and builds an external, graph-based
representation called a hyperbase to support keyword search. Graph nodes represent
data objects such as relations, tuples, and attribute values. Query answers are
connected subgraphs of the hyperbase whose nodes contain all of the query keywords.
DbSurfer[10] indexes the textual content of each relational tuple as a virtual web
page. Given a keyword query, the system query and navigate the virtual web pages
and find the results. EKSO[11] indexes interconnected textual content in relational
databases, and do keyword search over this content. A relational database is crawled
in advance, text-indexing virtual documents that correspond to interconnected
database content. At query time, the text index supports keyword-based searches with
interactive response, identifying database objects corresponding to the virtual
documents matching the query.

All the index-data-offline systems have two challenges, how to control the
granularity of the indexed content and how to efficiently find the exact results from
the indexed content.

While a direct empirical comparison between our system and some of the other
approaches mentioned in this section would be very interesting, the comparison is not
feasible for the follow reasons:

® Thesystemsare not publicly available.

® The systemsimplemented different search semantic and different result sets.

® Any effort to implement them well enough for a fair comparison would be
prohibitive.

3 Background

3.1 Basic Tuple Relationship

In our method, we need first to find the closest and the most important connection
among tuples. In genera, if we have any collection of facts that agree on common
attributes (are join-consistent) we would like them to be available in the “result” of
this collection of facts. The problem is related to that of computing the full outerjoin
of many relationsin away that preserves all possible connections among facts. Such a
computation has been termed a “full digunction” by Galindo-Legarig[1] . A full
digunction is a relation with nulls (represented by | ) such that every set of
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join-consistent tuples in our database appears within a tuple of the full disunction,
with either | or a concrete value in each attribute not found among our set of tuples.
Each tuple of full digunction is corresponding to a set of connective tuples, each of
them from a database relation. Naturaly, full disunction reflects the closest and most
important relationship among the tuples that generate them. Through full digunction,
we can build the basic relationship of the tuples that come from different database
relation.

3.2 Full Digunction

We consider a database that has n relations R;,..., R,. The schema graph G is an
undirected graph that captures the primary key to foreign key relationships in the
database schema. It has a hode R; for each relation R; of the database and an edge
from R to R; for each primary key to foreign key relationship. We assume that
schema graph G is connected, which is a reasonable assumption for realistic database
schema design.

Definition 1 (Tuple Subsumption). We say that tuple t subsumes tuple u if t and u
agree in every component whereuisnot L. That is, t is obtained from u by replacing
zero or more nulls by concrete values. Note that a tuple t subsumes itself.

Definition 2 (Full Digunction). Let I'=Ry,R,,...,R, be relations whose tuples do not
have nulls. We say R isthe full digunction for T'if the following hold:

® No redundancy: No tuple of R subsumes any other tuple of R.

® Tuples of R come from connected pieces of T': Let t be a tuple of R. Then
there is some connected subset of the relations of T'such that t, restricted to its
non null components, is the join of tuples from those relations.

®  All connections are represented:

B Let ty,....t be tuples chosen from distinct relations Ril""’Rk ,

respectively, such that the schema graph of {Rl,...,Rik} is

connected.

B Let thet’s be join-consistent, in the sense that for any attribute A, all
the components among the t;’s corresponding to attribute A have the
same value.

B Lett be the tuple that agree with each of the t;’s in those attributes

appearingamong any of R, ..., R and that has L in other attributes
found among the schemes of T".

Thant is subsumed by some tuple of R.

Definition 3 (FDJT). Let t be afull digunction tuple. We call such tuplesty,...,t, Full
Digunction Join Tuples (FDJT) of t, if t can be generated by joining the set of
tuples ty,...,t,. Each full digunction tuple is corresponding to a set of tuples like
ty,....t. Note that tuplesin FDJT doesn’'t have sequence.

Definition 4 (FDJTR). Full Digunction Join Tuples Relation is arelation made up
with FDJTs of al tuples in full disunction. In ITREKS, FDJTR is made up with
relation names and tuplelDs (or rowids) of tuples in FDJT. Each pairs of relation
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name and tuplel D represent a database tuple of a FDJT.
It was proved that full disiunction is unique!® .It is easy to prove that FDJT is also
unique; otherwise there will be two equivalent tuplesin full digunction.

3.3 Computing Full Disunction and FDJTR

We would like to find a simple way of computing the full digunction of a set of
relations. The solution is to compute full disunction by full outerjoin. The full
outerjoin is a variant of the join in which tuples of one relation that do not match any
tuple of the other relation are add to the result, padded with nulls. This operation is
part of the SQL92 standard. This problem of computing full disunction by outerjoin
was studied by Galindo-Legaria in [1]. [1] gave a test for when some order of
outerjoins is guaranteed to produce the full disunction by itself. This test is simple.
Create a graph whose nodes are the relations and whose edges connect relations that
are constrained by one or more comparison; if the graph is acyclic then the full
digunction can be computed applying full outerjoins in any order. For cyclic graphs,
however, the full disunctions don’t exist. Thus we have the Lemma 1.

Lemma 1. For a database which has an acyclic connected scheme graph, we can
compute full disunction by applying full outerjoin of the connected relations in any
sequence.

Now for a database whose scheme graph is acyclic, we can use Lemma 1 to generate
a full outerjoin sequence producing the full disunction. In the above full outerjoin
sequence, each relation appears exactly once. The relation tuples which are
outerjoined to generate a tuple of full disunction is FDJT of this tuple. Algorithm 1
generates FDJTR when computing full disunction of a database.

Algorithm 1. Conputi ng FDJTR
Input: database relations Ry,...,R,, connected acyclic database graph G
Output: FDJTR of the database
1. Do breath-first traversal on G from one of the G’ s leaf node of G, get a sequence
of therelationsRy’,...,R, .
2. Let FDy store full digunction of some connected relations Ry',...,R¢’ (k=2 to n),
F store FDJTR of FD,.
FD]_:R;L,
Add Rito F;
for i=2ton
FD;«FD_ full ouertjoin R/’
foreach tuplet in FDi, add FDJT of t to Fi
end for
return Fi

©ooNO O AW

Algorithm 1 first generates the relations sequence by breath-first traversal over G,
then full outerjoins the relations in turn, computing the full digunction and
corresponding FDJTR of the relations.

We will discuss how to compute FDJTR of database whose schema is cyclic in
Section 4.
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4 Thel TREKS System

The system we have developed, ITREKS, is an instantiation of the general
architecture we propose for keyword search over databases that is shown in Figure 2.
Given a set of query keywords, ITREKS returns all results (sets of joinable tuples
from relations connected by foreign-key relationship) such that each result contains
all keywords. Enabling such keyword search requires (a) a preprocessing step called
Index that enables databases for keyword search by building the table (FDJT-Tuple-
Index) which keeps tuple relationships, and (b) a Search step that gets matching
results from the published database.

| Kevwords |

Indexer Searcher
v
Database IBaSic Tuple Setl
Jatabase FDJTR
R1
R2 /J Search Table ]
. v
R3 \ FDJT-Tuple— // _}
Index TopK Result
Rn Tuple Set

Fig. 2. Architecture of ITREKS

Index step is implemented by model Indexer in Figure 2, where Search step is
implemented by model Searcher.

4.1 Overview of Index and Search Steps

Index: A databaseis enabled for keyword search through the following steps.

Step 1: A database D isidentified, along with its schema graph G.

Step 2: If Giscyclic, turn it into an acyclic schemagraph G’ with Algorithm 2, witch
will be discussed in Section 4.2.

Step 3: Given D and G’, Indexer generates FDJTR of D using Algorithm 1.

Step 4: FDJT-Tuple-Index table is created for supporting keyword searches, which
will be discussed in detail in Section 4.3.

Sear ch: Given aquery consisting of a set of keywords, it is answered as follows.

Step 1: For each keyword k, a Basic Tuple Set (BTS) is established by using database
full text search functions. Keyword k's BTS is a relation recording all
database tuples which have scoresto k.

Step 2: Based on BTSs, FDJT-Tuple-Index table and Search Table (see Section 4.4),
Searcher finds the results (joinable tuples) which include all keywords. We
discuss this step in Section 4.4.
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4.2 Acyclization of Database Schema Graph

Given a database schema graph, ITREKS firstly cut off the cycle if the graph is
cyclic, so we can use Algorism 1 to compute the FDJTR of the database.

Figure 3 (a) is schema graph of DBLP database, where , for simplicity, A, W, P
and C denote relations Author, Write, Paper and Cite respectively. Figure 3 (b) is a
simplest but typical cyclic schema graph. ITREKS revise the cyclic database graph by
two operations: cut-off and duplication.

Cut-off: By erasing a less important edge which belongs to the cycle, we can make
cyclic schema graph acyclic. Figure 4 shows cut-off revised schema graph in Figure 3,
where the schema graph is acyclic but we lost a relation between P and C (in
Figure4 (a)) and relation between B and C (in Figure 4 (b)), which we think is less
important. If thereisn't alessimportant relation, we can remove any edge in graph cycle.

v

(n) DBI.P Schema Graph

ey (a)

=

W P C

/ . B A C
n
(bl A Typcal Cyele Sehen Graoh (h)
Fig. 3. Two Schema Graph Fig. 4. Cut-off Revised Schema Graph
A W P C CP
(a)
B A C B1
(b)

Fig. 5. Duplication Revised Schema Graph

Duplication: By renaming arelation that isin an edge deleted by cut-off operation, we
can keep relationship that is deleted by the operation. Figure 5 shows the duplication
revised schema graph in Figure 4, where CP is a renamed duplication of relation P
(in Figure4 (a)) and B1 is arenamed duplication of relation B (in Figure 4 (b)).

Pure connective relation: In revised DBLP database graph (see Figure 5 (a)), there
are two special relations, W and C, whose attributes are all foreign keys. We call such
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relations pur e connective relations, because the only function of their attributesisto
connect tuple and they don’t contain indispensable keywords for our keyword search.

In ITREKS, we discard pure connective relations in FDJTR once FDJTR is
completely constructed. For example, after computing FDJTR by Algorithm 1 over
revised DBLP schema Graph (Figure 5 (@), the schema of FDJTR is (FDJTid, Aid,
Wid, Pid, Cid, CPid). After discard pure connective relations we get FDJTR (FDJTid,
Aid, Pid, CPid). For simplicity, we use Aid represent the tuple’sid in relation Author.
Similarly Pid and PCid are the tupl€e sid in Paper.

4.3 FDJT-Tuple-Index Table

FDJT-Tuple-Index table index each database tuples with FDJTs. ITREKS builds
tuples' relationships by establishing FDJT-Tuple-Index table.

Extended Schema Graph: To build FDJT-Tuple-Index table, ITREKS extends
FDJTR asfollow:

For each relation in FDJTR, if the relation has edges with other relations in original
database schema graph, add these relations and edges to FDJTR. If new added
relation is pure connective relation, ITREKES continue add the other relations that
have edges with the pure connective relation.

For DBLP database, the extended schema graph of FDJTR is shown in Figure 6.
Extended Schema reflects the relationship between each database relations and
FDJTR. If a relationship is not so important to be indexed, we discard the relative
relations in extended schema. For example, in Figure 6, which papers are cited by
papersin PC in FDJTR need not to be indexed, ITREKS discard relative relations W
and P. Note that extend schema graph is aways atree (is acyclic).

Fig. 6. Extended Schema graph of DBLP

Locator Number: ITREKS gives each relation in extended schema a locator number
to records distance and relationship between tuple and FDJT. The number is used
when ITREKS calculate the results. ITREKS appoints locator number to relations as
follow:
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e Let FDJTR has n relations, ITREKS labels each relation in FDJTR with an integer
from 1 to nin sequence.

e For other relations in extended schema graph, the locator number consists of two
parts divided by a dot. The number in left of the dot (left number) is the number of
FDJTR's relation connected to it; The number in right of the dot (right number) is
integer 1.

FDJT-Tuple-Index Table: In ITREKS, FDJT-Tuple-Index table has 4 columns; the
first two columns are RN and Tid which identify a database tuple' s relation name and
rowid. Column FDJTid is rowid of a FDJT in FDJTR that has connection with the
tuple. Column N is the locator number representing the relationship between the tuple
and the FDJT. The locator number is come from the extended schema graph of the
FDJTR. In FDJT-Tuple-Index table, each row records a tuple- FDJT pair and their
relationship.

Algorithm 2. Conputi ng FDJT- Tupl e- |1 ndex Tabl e

Input: database relations R1,...,Rn, FDJTR of the database

Output: FDJT-Tuple-Index table

1. Extend schemagraph of FDJTR of the database to extended schema graph ESG.
2. For each record Rin FDJTR of ESG

3. Insert rowid, relation name and locator number of tuples in R into FDJT-
Tuple-Index table.

4. Based on ESG, insert rowid, relation name and locator number of tuples that
have relations with R into FDJT-Tuple-Index table.

5. endfor

6. return FDJT-Tuple-Index table

Given adatabase and its FDJTR, Algorism 2 generates FDJT-Tuple-Index table.

4.4 Searching Step

After FDJT-Tuple-Index table created, ITREKS is ready for keyword search. Given a
query consisting of a set of keywords, ITREKS establishes a BTS (Basic Tuple Set)
for each keyword k, recording all database tuples which have scores to k. Then based
on BTSs, FDJT-Tuple-Index table and Search Table, Searcher finds the results
(joinable tuples) which include all keywords.

Definition 5 (BTS). For a keyword k, the Basic Tuple Set is a relation BTSkz{t |
Score (T, k)>0}, which consists of the database tuples with a non-zero score for
keyword k.

ITREKS uses Oracle Text Full Text Search Function to build BTSs for each keyword.
BTS table consists of 3 columns, RN, Tid and Score, which representing relation
name, tuple id and score respectively.

Definition 6 (ST). Search Tableis atable that is dynamically generated by ITREKS
to find joinable tuples at search step. Given keywords Kg,...,k,, ITREKS generates a
ST with 2+k*3 columns. In ST, a keyword k; (i=1,...,n) corresponds to 3 columns,
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ki_RN, ki_Tid and ki_N, which represent tuples and relationship between the tuples.
The other two columns is FDJTid which comes from FDJT-Tuple-Index table and
Score of the result.

Definition 7 (Result Tree). Result Tree is a tree of joinable tuples based on
extended schema graph of FDJTR, where each leaf node of the tree contains at |east
one keyword and the nodes of the tree contain all keywords. The sizeof(T) of a result
tree T isthe number of edgesin T.

Ranking Function: ITREKS uses simple but effective ranking function to rank the
result trees for a given query. ITREKS assigns the score of a result tree T in the
following way:

score(T,Q) =

1 szeof

3 ZScore(tl w, )

where Score(tj,kw;) is the score of a tuple t; towards keyword kw;. ITREKS computes
sizeof(T) asfollow:

Let N bethe tuple' s locator number that is defined in FDJT-Tuple-Index table.

Let max be the largest left number of N in result tree’s leaf nodes; Let min be the
smallest left number of N in result tree’'s leaf nodes. Let r be the sum of the right
numbers of result tree’s nodes.

Computing the size of T asfollow:

Sizeof (T)=max-min-+r

Given a set of query keywords, ITREKS finds the results by algorithm 3 described
below.

Si zeof

Algorithm 3. Generating Results

Input: aquery Q, database D, FDJT-Tuple-Index table of the database FDJTTI

Output: Result Trees

1. For each keyword ki (i=1,...,n) inQdo {Create BTS ki}

2. Sort BTS ki in ascending order by the number of the records in the BTS table.
We might as well let BTS k;,...,BTS k, be the ascending order list of the BTSs
of the keywords

3. Generate search table ST, initially empty

4. Let F=FDJTTI

5. Fy=Fynatura join BTS k1

6. Addrelativeinformation(score, FDJT_id, K1_RN, K1 Tid, K1_N)to ST

7.

8

9

For i=2tondo{
F =Fi.; natural join BTS k;
Insert relative information(Ki_RN, Ki_Tid, Ki_N) into ST and update
relative scores }
10. Remove recordsthat contain null fields from ST
11. Sortrecordsin ST in descending order by their scores
12. For records that have the same values on all fields Ki_RN and Ki_Tid(i=1,...,n)
in ST, only keep the record with the highest score and remove others
13. Retrieve theresults from ST
14. Return result trees
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In Algorithm 3, once F.; natural join BTS k; (i=1,...,n) and put the relative
information into ST, ST records relations of joinable tuples based on FDJT and the
joined tuples contain all keywordsk; (j=1,...,i).

5 System Evaluation

Our system is implemented on a PC with Pentium TV 2.8GHz processor and 4GB of
RAM, running Windows XP and Oracle 9i. ITREKS has been implemented in Java
and connects to the DBM S through JDBC.

We evaluate our tuple relationship indexing and searching system on a 102MB
DBLP[12] data set, which we decomposed into 4 relations according to the schema
shown in Figure 2. Table 1 summarizes the 4 DBLP relations. The BTS* toward
keyword k is produced by merging the tuples returned by Oracle 9i full-text index on
each relation tuple in the database.

Table 2 summarizes FDJTR and FDJT-Tuple-Index (FDJTTI) table which are
produced in preprocessing step. Because the FDJTTI table stores the relations
between all tuples and FDJTs, it is far larger that other tables. Indexing time includes
both FDJT and FDJTTI producing times and only consumes at index step.

Table 1. DBLP dataset characteristics Table2. FDJT and FDJTTI
Relation #Tuples Size(MB) FDJT FDJTTI
Author 294063 8.62 Tuples 1248595 | 39789519
Write 1000126 36 Size(MB) | 42.99 2415.92
Paper 446409 51.1 Time(ms) | 155094 | 3798591
Cite 223013 6.7

We evaluate search performance by submitting conjunctive keyword queries of
length 2, 3, 4 and 5 words. We evaluate returning full ranked result set.

8000
6000 -
4000
2000 —

time (msec)

2 3 4 5

number of keywords

Fig. 7. Query Performance
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In each trial, we generate 50 queries by randomly choosing keywords from the
keywords set. The reported time for a trial is the average of the 50 query execution
times. Figure 7 shows query performance on the DBLP dataset. The performance of
queries returning results at less than 7 seconds and alone with the number of
keywords increase, the query times do not increase sharply.

6 Conclusion and Future Work

We presented a general architecture for supporting keyword-based search over
relational database, and implemented an instantiation of the architecture in our fully
implemented system ITREKS. ITREKS indexes tuple relationships in relationa
database, providing efficient keyword search capabilities over the database. Our
system trades online search and offline indexing method to do efficient keyword
based search over relational database.

In the future, we will extend our method to semi-structured data like XML and
implement our system over more databases.
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Abstract. In this paper we propose a formal approach that transforms
a high-dimensional MBR itself to a low-dimensional MBR directly, and
show that the approach significantly reduces the number of lower-dimen-
sional transformations in similar sequence matching. To achieve this goal,
we first formally define a new notion of MBR-safe. We say that a trans-
form is MBR-safe if it constructs a low-dimensional MBR by containing
all the low-dimensional sequences to which an infinite number of high-
dimensional sequences in an MBR are transformed. We then propose an
MBR-safe transform based on DFT. For this, we prove the original DFT-
based lower-dimensional transformation is not MBR-safe and define a
new transform, called mbrDF T, by extending definition of DFT. We also
formally prove this mbrDFT is MBR-safe. Analytical and experimental
results show that our mbrDFT reduces the number of lower-dimensional
transformations drastically and improves performance significantly com-
pared with the traditional method.

1 Introduction

Time-series data are the sequences of real numbers representing values at spe-
cific points in time. Typical examples of time-series data include stock prices,
exchange rates, and weather data [I3/5I8]. The time-series data stored in a
database are called data sequences, and those given by users are called query
sequences. Finding data sequences similar to the given query sequence from
the database is called similar sequence matching [3I8]. As the distance function
D(X,Y) between two sequences X = {zg, 21, ..., Zn—1} and Y ={yo, y1, ..., Yn—1}
of the same length n, many similar sequence matching models have used L,-

distance (= {/Z?;Ol |z; — y;|P) including the Manhattan distance (= L;), the

Euclidean distance (= Ls), and the maximum distance (= L) [TU2I3J4U7IR9].
Most similar sequence matching solutions have used the lower-dimensional
transformation to store high-dimensional sequences into a multidimensional in-
duced in Agrawal et al.’s whole matching solution [I], and widely used in various
whole matching solutions [2J5] and subsequence matching solutions [3[7I89]. Re-
cently, it was also used in similar sequence matching on streaming time-series
for dimensionality reduction of query sequences or streaming time-series [4]. In

R. Kotagiri et al. (Eds.): DASFAA 2007, LNCS 4443, pp. 79-00] 2007.
© Springer-Verlag Berlin Heidelberg 2007
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this paper we pay attention to the method of constructing an MBR (Minimum
Bounding Rectangle) in similar sequence matching. Previous similar sequence
matching solutions use MBRs to reduce the number of points to be stored in
a multidimensional index. That is, they do not store individual points directly
into the index, but stores only MBRs that contains hundreds or thousands of
the low-dimensional points. For example, a low-dimensional MBR in subsequence
matching is constructed as follows [3/9]: data sequences are divided into windows;
the high-dimensional windows are transformed to low-dimensional points; and
an MBR is constructed by containing multiple transformed points. In summary,
to construct an MBR to be stored in the index, the existing methods transform
tens ~ thousands of high-dimensional sequences (or windows) to low-dimensional
sequences (or points) [3I8]. Likewise, the methods should require a huge number
of lower-dimensional transformations, and thus in this paper we tackle the prob-
lem of how to reduce the number of transformations.

To reduce the number of transformations in constructing low-dimensional
MBRs, we propose the lower-dimensional transformation method for high-
dimensional MBRs. That is, the method transforms a high-dimensional MBR
itself to a low-dimensional MBR directly, where the high-dimensional MBR con-
tains multiple high-dimensional sequences. For this, we first propose a new notion
of MBR-safe. We say that a transform T' is MBR-safe if T satisfies the following
property: suppose MBR M is transformed to M7 by T, and sequence X is con-
tained in M, then the transformed sequence X7 by T should also be contained in
M7 If using the notion of MBR-safe, we can construct a low-dimensional MBR
by transforming a high-dimensional MBR itself rather than a large number of
individual sequences in the MBR. And accordingly, we can reduce the number
of transformations required for constructing low-dimensional MBRs.

In this paper we propose an MBR-safe transform based on DFT (Discrete
Fourier Transform) [I1], which is most widely used as the lower-dimensional
transformation. For this, we first prove the original DFT-based lower-dimensional
transformation is not MBR-safe. We then define a new transform, called mbrDFT,
by extending definition of DFT. We also formally prove this mbrDFT is MBR-
safe. Through analysis and experiments, we show superiority of the proposed
MBR-safe transform. By deriving the computational complexity of constructing
a low-dimensional MBR, we analytically show superiority of our mbrDFT. We
then empirically show that mbrDFT reduces the number of lower-dimensional
transformations drastically and improves performance significantly compared
with the traditional method.

2 Related Work

Similar sequence matching can be classified into whole matching and subsequence
matching [3]. The whole matching[1I25] finds data sequences similar to a query
sequence, where the lengths of data sequences and the query sequence are all
identical. On the other hand, the subsequence matching|37I8] finds subsequences,
contained in data sequences, similar to a query sequence of arbitrary length.
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Also, several transform techniques such as moving average transform, shifting
& scaling, normalization transform, and time warping have been used in similar
sequence matching to solve the problems that the Euclidean distance function
has[9]. We note that most similar sequence matching solutions have used the
lower-dimensional transformation to use a multidimensional index.

Previous similar sequence matching solutions construct MBRs to reduce the
number of points to be stored in the index or to reduce the number of range
queries. For example, solutions in [Bl9] divide data sequences into windows, trans-
form the windows to low-dimensional points, and finally store MBRs containing
multiple transformed points in the index. Similarly, solutions in [7I8] divide a
query sequence into windows, transform the windows to low-dimensional points,
and finally use MBRs containing multiple transformed points in constructing
range queries. Also, recent work for continuous queries on streaming time-series
uses the method of constructing MBRs that contain multiple sequences [4]. Like-
wise, most previous solutions construct MBRs after transforming individual
high-dimensional sequences into low-dimensional sequences (points); in contrast,
our solution transforms a high-dimensional MBR itself to a low-dimensional
MBR directly. Therefore, our solution is quite different from the previous ones
in constructing MBRs.

Various transforms including DFT and Wavelet transform are used as the
lower-dimensional transformation of high-dimensional sequences. DFT is most
widely used in many similar sequence matching solutions [TI3I789]. Wavelet
transform is also used as the lower-dimensional transformation in [2/10]. Be-
sides these transforms, PAA (Piecewise Aggregate Approximation) [5] and SVD
(Singluar Value Decomposition) [6] were introduced as the lower-dimensional
transformation. All these transformations, however, focused on transforming
high-dimensional sequences to low-dimensional ones, and they cannot be directly
applied to the lower-dimensional transformation of high-dimensional MBRs.

3 Definition of MBR-Safe

We first summarize in Table [Il the notation to be used throughout the paper.
We then formally define the notion of MBR-safe as the following Definition [

Definition 1. For an n-dimensional sequence X and an n-dimensional MBR
[L, U], if a transform T satisfies the following Eq. ({l), then we say T is MBR-safe.

Xe[L, U] = XT e [L, U] (1)

Figure [] depicts the concept of MBR-safe. In Figure [l transform 7'1 is MBR-
safe, but T2 is not. The reason why T'1 is MBR-safe is that, if an arbitrary
sequence X is contained in MBR [L,U] (i.e., X € [L,U]), then the transformed
sequence X1 is also contained in the transformed MBR [L,U]™! (i.e., XT! €
[L,U]TY = [A,7]). Analogously, the reason why T2 is not MBR-safe is that,
even though X is contained in [L,U] (i.e., X € [L,U]), X*? is not contained in
[L,U)T2 (le., XT2 ¢ [L,UT? = [A,B]).
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Table 1. Summary of notation

| Symbols | Definitions |
X A high-dimensional sequence. (= {zo, %1, ..., Tn—1})
xT A (low-dimensional) sequence transformed from X by the transform 7.

(={af,2T,.... 2L _1}
[L,U] |A high-dimensional MBR whose lower-left and upper-right points are
L and U, respectively. (= [{lo,l1, .., ln—1}, {0, U1, ..., un—-1}])
[L,U]" |A (low-dimensional) MBR transfromed from [L, U] by the transform T.
= [/1, T] (: [{)\0, )\1, ceny )\n—l}, {’Uo, Uly eeey ’Un_1}])
X € [L,U]|The sequence X is contained in the MBR [L, U].
(i.e., for every 4, I; < z; < uy)

T T1 T :{1) Joeer Oy }
ransform LUl ~[AT] ( o 1 )

Transform T1

X'T1 (:{x}l‘l,.“,xf"}]})

. U(={ug,..,u,,}) A=y ))

(For every i, A, <x]" <v; holds.)

X(={xg,2,4}) Transform T2

L(={ly,rdn})

>e X2 (={xlj)'z ,.4.,1‘72 })

m-1

B(={ﬁo ''''' ﬁm—l})

Transform T2

[L,U]"™ =[A,B]

A(={otg, 00,4 })
(For some i, (x/* <oy)v (x> >B;) holds)

Fig. 1. An MBR-safe transform (7'1) and a non-MBR-safe transform (7'2)

If using an MBR-safe transform, we can drastically reduce the number of
lower-dimensional transformations. In general, previous solutions construct an
MBR after tens ~ thousands of lower-dimensional transformations for individ-
ual sequences [3I7[9]. In contrast, if using the notion of MBR-safe, we can reduce
the number of lower-dimensional transformations since we transform the high-
dimensional MBR itself to a low-dimensional MBR directly. Figure2lshows these
two methods of constructing a low-dimensional MBR.. The upper part of the fig-
ure shows an example of using the traditional transform, and the lower part that
of using an MBR-safe transform. As shown in the figure, if using the traditional
transform, we first transform tens ~ thousands of individual sequences to low-
dimensional sequences, and then construct a low-dimensional MBR by containing
the transformed sequences. In contrast, if using the MBR-safe transform, we can
construct a low-dimensional MBR by simply transforming a high-dimensional
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Low-dimensional sequences A low-dimensional MBR
High-dimensional sequences ooo >

/.\_'/'\/ The traditional transform

A low-dimensional MBR

A high-dimensional MBR

O\~ ‘ ‘MBR-sufe transform

Fig. 2. Two methods of constructing a low-dimensional MBR from high-dimensional
sequences

MBR itself rather than a large number of individual sequences. It means that,
by using the MBR-safe transform, we can reduce the number of transformations
in similar sequence matching.

4 A DFT-Based MBR-Safe Transform

DFT has been most widely used as the lower-dimensional transformation in sim-
ilar sequence matching [T/3[7I89]. DFT transforms an n-dimensional sequence X
to a new n-dimensional sequence Y (= {yo,y1,...,Yn—1}) in a complex number
space, where each complex number y; is defined as the following Eq. (@) [I/11]:

n—1
1
Yi = \/_Zacte*]%”/” 0<i<n-—1. (2)

By Euler’s formula [IT] and definition of complex number, we can rewrite Eq. (2)
to Eq. @) of the real part and imaginary part.

n—1 n—1

1 1
Yyi = —= Y xycos(—2mit/n) + — xgsin(—2mit/n) - j, 0<i<n-—1. (3)

DFT concentrates most of the energy into the first few coefficients, and thus
only a few coefficients extracted from the transformed point Y are used for
the lower-dimensional transformation [1J3]. The following Definition [2] shows the
traditional DFT-based lower-dimensional transformation.

Definition 2. The DFT-based lower-dimensional transformation transforms an
n-dimensional sequence X to a new m(< n)-dimensional sequence XPFT of
{aBFT 2PFT | 2DPFT) where each 2277 is obtained by Eq. ). Also, it trans-
forms an n- dlmensmnal MBR [L,U] to a new m-dimensional MBR [L, U|PrT
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whose lower-left and upper-right points are LPFT and UPFT | respectively, i.e.,
[L,U|PFT = [LPFT UPFT] In Eq. @), 0 = —27|i/2]t/nand 0 <i <m — 1.
1 n—1 e
——= >y xcosB, ifiiseven;
xDFT — {\/EZtO t (4)

) 1 n—1 . p s
T Yot Tesin®, if 7 is odd.

In similar sequence matching, by using the DFT-based lower-dimensional trans-
formation, we transform a high-dimensional sequence with tens ~ hundreds of
dimensions to a low-dimensional sequence with one ~ six dimensions.

The DFT-based lower-dimensional transformation, however, is not MBR-safe.
We give in Example[Il a counterexample to show that it is not MBR-safe.

Ezample 1. Let X be a 4-dimensional sequence of {3.00,2.50,3.50,3.00}, and
[L,U] be a 4-dimensional MBR of L = {2.00,1.00,3.00,2.00} and U = {4.00,
3.00, 5.00,4.00}. Then, for the given X and [L,U], X € [L,U] holds. By using
the DFT-based lower-dimensional transformation, we now transform the given
4-dimensional sequence and MBR to the 2-dimensional sequence and MBR, re-
spectively. Then, by Definition[, we can transform X to a new sequence X P¥'T of
{6.00, —0.25)fI. Similarly, we can also transform [L, U] to a new MBR [L, U]PFT
where LPFT = {4.00,-0.50} and UPFT = {8.00,—-0.50}. Here, we note that
—0.50 < —0.25 £ —0.50, that is, [PFT < oDFT £ oPFT | Thus, for the trans-
formed XPFT and [L,U)PFT, XPFT ¢ [L,U]PFT does not hold. It means that
the DFT-based lower-dimensional transformation is not MBR-safe. (]

As noted in Example[I], the DFT-based lower-dimensional transformation is not
MBR-safe, and thus we cannot use it for the lower-dimensional transformation
of MBRs. Therefore, we introduce a DFT-based MBR-safe transform, called
mbrDFT. The following Definition [3] presents a formal definition of mbrDFT.

Definition 3. For an n-dimensional MBR [L,U], mbrDFT is defined as an
operation that constructs an m(< n)-dimensional MBR [L,U]™"PFT whose
lower-left and upper-right points are A and 7', respectively, in Eq. (&). And, for
an n-dimensional sequence X, the mbrDFT-transformed sequence X ™mPFT ig
identical to XPFT. In Eq. @), 0 = —27|i/2|t/nand 0 <i <m — 1.

- {% ZZ{{ atc.os 0, 1fz %s even; e {% ZZ{{ th(.)S 0, 1fz ?s even; 7
T Do o bisind, if 4 is odd; 7= >oil, desin®, if i is odd;

at = ly,ce = ug, if cos@ > 0;

at = ut,ct = ly, if cos < 0;

by = lt,dy = ue, if sinf > 0;

by = u,dy =1y, if sinf < 0.

where

()

To guarantee MBR-safety of mbrDFT, we intentionally make A and 7" in Eq. (&)
contain every possible sequence that can be transformed from the original MBR
[L,U]. The following Theorem [Ilshows that mbrDFT is an MBR-safe transform.

! In DFT, the imaginary part of the first complex number (i.e., mlDFT) is always 0.

Thus, we use {5, 227"} instead of {7, P} BIF].
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Theorem 1. For an n-dimensional sequence X and an n-dimensional MBR
[L,U], if X € [L,U] holds, then X™PFT ¢ [L U|™"PFT 4iso holds(X €
[L,U] = XmbrPET ¢ [ U)mbDETY | That is, mbrDFT is MBR-safe.

PrOOF: To show X™PFT ¢ [A T](= [L,U]™"PFT) we need to prove that
A < mlmerFT < v; holds for every ¢. We now proceed the proof by two cases: 1)
the first case where i of z/"*"PFT is even, and 2) the second one where i is odd.

K3
1) Assume i is even. Then, \; = ﬁ Z?:_Ol aicosf and v; = \/LFL Zf:_ol cicos .
Here, we note that I} < x; < u; holds for every ¢t (0 < ¢ < n —1) since X €
[L,U] holds by the assumption. Thus, if cos@ is positive, l;cos < zicosf <
ugcos @ holds since I; < xy < uy holds. Similarly, if cosf is negative, uscos <
xycosf < [icosf holds. And accordingly, Z;:Ol azcos B, which is obtained by
adding l;cos @ if cos6 is positive and wuscos@ if cos@ is negative, is less than or
equal to Z?;Ol x¢cos 6. It means that \/LFL Z?;OI arcos @ (= \;) is less than or equal
to o= Sy pcos b (= aPETY. Analogously, 37— ¢;cos 6, which is obtained
by adding uscosf if cos@ is positive and l;cosf if cosf is negative, is greater
than or equal to Z?;Ol x¢cos . Thus, ﬁ Z?;Ol cieos @ (= v;) is greater than or

equal to % Z?:_Ol zicosf (= xP"PET) Therefore, \; < xP"PFT < y; holds for

every case where i of z7*"PFT is even.

2) Assume i is odd. We can also prove that \; < ac;“bTDFT < v; holds by the
similar steps described in the case 1) above.

According to the cases 1) and 2), \; < x*"PFT < ), holds for every i. Therefore,
mbrDFT is MBR-safe by Definition [l O

The following Example [2 shows that mbrDFT is an MBR-safe transform.

Ezample 2. As in Example[l] let X be a sequence of {3.00,2.50, 3.50, 3.00}, and
[L,U] be an MBR of L = {2.00, 1.00, 3.00,2.00} and U = {4.00, 3.00, 5.00, 4.00}.
We now want to transform X and [L, U] using mbrDFT. Then, we can transform
X to anew sequence X "PFT of £6.00, —0.25}. Similarly, we can also transform
[L,U] to anew MBR [A, 7] (= [L, U™ PFT) where A = {4.00,—1.50} and T =
{8.00,0.50}. Here, we note that both 4.00 < 6.00 < 8.00 (\g < af*"PFT < vy)
and —1.50 < —0.25 < 0.50 (A2 < x5*"™PFT < 4)9) hold. Thus, for the mbrDFT-
transformed X™0PFT and [L, U)merPET - xmbrDET ¢ 1, {]mbrDET holds. Tt
means that mbrDFT is an MBR-safe transform. g

The proposed mbrDFT is optimal (i.e., it constructs the smallest MBR) among
the DFT-based MBR-safe transforms that convert a high-dimensional MBR itself
into a low-dimensional MBR directly. It means that there is no DFT-based MBR-
safe transform whose low-dimensional MBR is smaller than that of mbrDFT. We
omit the proof of optimality due to space limitation.

5 Computational Complexity Analysis

In this section we analyze computational complexity required to construct a
low-dimensional MBR. We analyze two DFT-based transformations: 1) the
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traditional method that constructs an MBR after performing the DFT-based
lower-dimensional transformation for individual sequences (we simply call this
method orgDFT and its complexity orgDFT-complexity) and 2) the proposed
mbrDFT (we call its complexity mbrDF T-complezity).

First, orgDFT-complexity depends on the length n and the number m of se-
quences contained in an MBR. That is, if the computational complexity of a DFT
unit operation for a sequence of length n is O(f(n)), we can obtain orgDFT-
complexity for m sequences as O(mf(n)). Here, we know the complexity of one
DFT operation for a sequence of length n as O(nlogn) [11]. Thus, orgDFT-
complexity for an MBR is to be O(mnlogn). Next, mbrDFT requires only
two DFT operations for two sequences, A and 7, respectively. Thus,
mbrDFT-complexity for an MBR is to be O(nlogn).

In summary, we derive orgDFT-complexity as O(mnlogn) and mbrDFT-
complexity as O(nlogn), respectively. Figure [3(a) shows a graph that presents
orgDFT-complexity and mbrDFT-complexity, where we set the length n of se-
quences to 256 and change the number m of sequences in an MBR from 128 to
1024 by multiples of two. Figure Bl(b) shows another graph, where we set m to
256 and change n from 128 to 1024. As shown in the graphs, mbrDFT-complexity
is much lower than orgDFT-complexity. Note that Y axes in the graphs have the
exponential scale. Also, as m or n increases, the complexity difference between
orgDFT and mbrDFT becomes larger. It means that our mbrDFT is very useful
and practical for the case where an MBR contains a large number of sequences
or the length of sequences is large, i.e., it is suitable for large databases.

8.E+05 8.E+05
—&-orgDFT 8- orgDFT /

6.5+05 || ——mbrDFT )2 6.E+05 || ——mbrDFT

4E+05 // 4E+05 //
2.E+05 B/E, 2E+05 /

0.E+00 & n & n & n e 0.E+00 & L Y L 6 —_—

Value (complexity)
Value (complexity)

¢ ¢ < * < + + +
128 256 512 1024 128 256 512 1024
# of sequences per MBR (m) Sequence length (1)
(a) Complexity comparison when varying . (b) Complexity comparison when varying 7.

Fig. 3. Comparison of orgDFT-complexity and mbrDFT-complexity

6 Performance Evaluation

6.1 Experimental Data and Environment

We have performed extensive experiments using two types of synthetic data sets.
The first data set, used in the previous similar sequence matching works [38][9],
contains a random walk series consisting of one million entries: the first en-
try is set to 1.5, and subsequent entries are obtained by adding a random
value in the range (-0.001,0.001) to the previous one. We call this data set
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WALK-DATA. The second data set contains a synthetic streaming time-series
consisting of one million entries: the series is generated using the function y; =
100 [sin(0.1 - &;) + 1.0 +4/1000000] (i = 0..999999) as in [], where we set z; to
the i-th entry of WALK-DATA. We call this data set SINE-DATA.

We generate high-dimensional MBRs by dividing the whole data set into mul-
tiple smaller sequences (i.e., sliding windows in [38]). In the experiments, we use
128, 256, 512, and 1024 as the length n and the number m of sequences contained
in an MBR. As in [I], we transform each high-dimensional sequence, i.e., 128— ~
1024—dimensional sequence, to a 1— ~ 4-dimensional sequence (point). It means
that the number of features extracted by the lower-dimensional transformation
is set to one ~ four [I]. As the experimental methods, we compare orgDFT and
mbrDFT.

The hardware platform for the experiment is a PC equipped with an Intel
Pentium IV 2.80 GHz CPU, 512 MB RAM, and a 70.0GB hard disk. The software
platform is GNU/Linux Version 2.6.6 operating system. For the experimental
results, we measure the number of transformations and the elapsed time for
each method. We also show that, by comparing the boundary-length of the
transformed MBRs, the proposed mbrDFT is practically applicable in similar
sequence matching.

6.2 Experimental Results

We have performed three experiments. Experiment 1) measures the number of
transformations and the elapsed time by varying the number m of sequences in
an MBR for the fixed length n of sequences. Experiment 2) performs the same
experiment by varying the length n for the fixed number m. Finally, Experi-
ment 3) compares orgDFT and mbrDFT in the boundary-length of MBRs.

Experiment 1) Figure M shows the experimental results of orgDFT and
mbrDFT. Here, we set the length n of sequences to 256, but change the number
m of sequences in an MBR from 128 to 1024 by multiples of two. We set the
number of extracted features to two as in [I]. In the experiment, we measure
the total number of transformations and the average elapsed time for trans-
forming an MBR. Figure [d(a) shows the numbers of transformations for both
WALK-DATA and SINE-DATA; Figures d(b) and [(c) show the elapsed times
for WALK-DATA and SINE-DATA, respectively. As shown in Figure @ (a), our
mbrDFT drastically reduces the number of transformations over orgDFT. It is
because orgDFT has to consider all the individual sequences in an MBR;; in con-
trast, mbrDFT requires only two transformations for an MBR. Figures[l(b) and
M (c) show that mbrDFT also reduces the elapsed time significanlty over orgDFT.
As we analyzed in Figure[3(a) in Section 5, the more number of sequences in an
MBR causes the more performance difference between orgDFT and mbrDFT.
In summary, mbrDFT drastically reduces the number of transformations to ﬁ
of that for orgDFT on the average, and also significantly improves performance
by 31 times that for orgDFT on the average.
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Fig. 4. Experimental results when varying the number m of sequences in an MBR

Experiment 2) Figure [l shows the results when we set the number m of se-
quences in an MBR to 256, but change the length n of sequences from 128 to
1024 by multiples of two. As in Experiment 1), we measure the total number of
transformations and the average elapsed time for transforming an MBR. From
Figure Bl(a), we note that the numbers of transformations are not changed even
as the length of sequences increases. It is because the numbers are dependent on
the number of sequences in orgDFT or the number of MBRs in mbrDFT, but
are not dependent on the length of sequences in both orgDFT and mbrDFT.
As shown in Figures Bl(b) and Bl(c), mbrDFT significantly reduces the elapsed
time over orgDFT. In particular, as we analyzed in Figure Bl(b) in Section 5,
the larger length of sequences causes the more performance difference between
orgDFT and mbrDFT.

1.E+06 & = =) =3 _ LE+05 1.E+05
] ] Fl
- =& orgDFT g =8 orgDFT ﬁ =8 orgDFT
£ 1.E+05[—| —#=mbrDFT 2 s.E+0q| —$=mbrDFT 2 804 mbrDFT|
s =l g
b7 b
5 1.E+04 & 4.E+04 < 4.E+04]
5 < E/z/ < B/z/
—— ] )
#*
= = -
1.E+0: ' 0.E+00! + 4 0.E+00 * 4
128 256 512 1024 128 256 512 1024 128 256 512 1024
Sequence length (1) Sequence length (1) Sequence length (1)
(a) Number of transformations (b) The elapsed time (WALK-DATA) (c) The elapsed time (SINE-DATA)

Fig. 5. Experimental results when varying the length n of sequences

Experiment 3) In this experiment, we compare the methods in the average
boundary-length of MBRs. Here, the boundary-length of an MBR is defined as
the sum of the length of each dimension in the MBR, i.e., the boundary-length
of [L,U] is defined as 327" (u; — I;). Figure [l compares orgDFT and mbrDFT
in the average boundary-length of MBRs. Here, we set both the length n and
the number m of sequences in an MBR to 256, but increment the number of
extracted dimensions (features) from one to four. As shown in the figure, the av-
erage boundary-length in mbrDFT is longer than that in orgDFT if the number
of extracted dimensions is greater than two. It is because our mbrDFT considers
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Fig. 6. Comparison of orgDFT and mbrDFT in the average boundary-length of MBRs

an infinite number of every possible sequence that can be contained in a high-
dimensional MBR, while orgDFT does a finite number of real sequences in the
MBR. On the other hand, if the number of extracted dimensions is one, there
is only a little difference (0.2%~2.6%) in the boundary-length. As experimented
in [1], DFT concentrates most of energy into the first dimension, and thus we
can say that our mbrDFT is much more useful if we extract only one or two
dimensions.

7 Conclusions

In this paper we have proposed a formal approach that transforms a high-
dimensional MBR itself to a low-dimensional MBR, directly. We have noted
that most similar sequence matching solutions required a huge number of lower-
dimensional transformations to construct low-dimensional MBRs to be stored
in the index. To solve this problem, we have introduced a new notion of MBR-
safe and proposed MBR-safe transforms that can reduce the number of lower-
dimensional transformations drastically.

We can summarize our work as the following three contributions. First, we
formally defined the notion of MBR-safe. If using the notion of MBR-safe, we
can construct a low-dimensional MBR by transforming a high-dimensional MBR,
itself rather than a large number of individual sequences. Second, we proposed a
DFT-based MBR-safe transform. For this, we first proved the traditional DFT-
based lower-dimensional transformation is not MBR-safe. We then introduced a
new transform, called mbrDFT, and formally proved in Theorem [ it is MBR-
safe. Third, through analysis and experiments, we showed superiority of our
MBR-safe transform.

These results indicate that our MBR-safe transforms will provide a useful
framework for a variety of applications that require the lower-dimensional trans-
formation of high-dimensional MBRs. Therefore, as the further research, we will
try to apply the MBR-safe transform to real applications such as similarity
search, multimedia data retrieval, and GIS.



90

Y.-S. Moon

Acknowledgements

This work was supported by the Ministry of Science and Technology (MOST)/
Korea Science and Engineering Foundation (KOSEF) through the Advanced In-
formation Technology Research Center (AITrc).

References

10.

11.

Agrawal, R., Faloutsos, C., and Swami, A., “Efficient Similarity Search in Sequence
Databases,” In Proc. the 4th Int’l Conf. on Foundations of Data Organization and
Algorithms, pp. 69-84, Oct. 1993.

. Chan, K.-P., Fu, A. W.-C., and Yu, C. T., “Haar Wavelets for Efficient Similar-

ity Search of Time-Series: With and Without Time Warping,” IEEE Trans. on
Knowledge and Data Engineering, Vol. 15, No. 3, pp. 686-705, Jan./Feb. 2003.
Faloutsos, C., Ranganathan, M., and Manolopoulos, Y., “Fast Subsequence Match-
ing in Time-Series Databases,” In Proc. Int’l Conf. on Management of Data, ACM
SIGMOD, pp. 419-429, May 1994.

Gao, L. and Wang, X. S., “Continually Evaluating Similarity-based Pattern Queries
on a Streaming Time Series,” In Proc. Int’l Conf. on Management of Data, ACM
SIGMOD, pp. 370-381, June 2002.

. Keogh, E. J., Chakrabarti, K., Mehrotra, S., and Pazzani, M. J., “Locally Adaptive

Dimensionality Reduction for Indexing Large Time Series Databases,” In Proc. of
Int’l Conf. on Management of Data, ACM SIGMOD, pp. 151-162, May 2001.
Korn, F., Jagadish, H. V., and Faloutsos, C., “Efficiently Supporting Ad Hoc
Queries in Large Datasets of Time Sequences,” In Proc. of Int’l Conf. on Man-
agement of Data, ACM SIGMOD, pp. 289-300, June 1997.

Lim, S.-H., Park, H.-J., and Kim, S.-W., “Using Multiple Indexes for Efficient
Subsequence Matching in Time-Series Databases,” In Proc. of the 11th Int’l Conf.
on Database Systems for Advanced Applications (DASFAA), pp. 65-79, Apr. 2006.
Moon, Y.-S., Whang, K.-Y., and Han, W.-S., “General Match: A Subsequence
Matching Method in Time-Series Databases Based on Generalized Windows,” In
Proc. Int’l Conf. on Management of Data, ACM SIGMOD, pp. 382-393, June 2002.
Moon, Y.-S. and Kim, J., “A Single Index Approach for Time-Series Subse-
quence Matching that Supports Moving Average Transform of Arbitrary Order,”
In Proc. of the 10th Pacific-Asia Conf. on Knowledge Discovery and Data Mining
(PAKDD), pp. 739-749, Apr. 2006.

Natsev, A., Rastogi, R., and Shim, K., “WALRUS: A Similarity Retrieval Algo-
rithm for Image Databases,” IEEE Trans. on Knowledge and Data Engineering,
Vol. 16, No. 3, pp. 301-316 , Mar. 2004.

Press, W. H., Flannery, B. P., Teukolsky, S. A., and Vetterling, W. T., Numerical
Recipes in C: The Art of Scientific Computing, Cambridge University Press, 2nd
Ed., 1992.



Mining Closed Frequent Free Trees
in Graph Databases

Peixiang Zhao and Jeffrey Xu Yu

The Chinese University of Hong Kong, China
{pxzhao, yu}@se.cuhk.edu.hk

Abstract. Free tree, as a special graph which is connected, undirected
and acyclic, has been extensively used in bioinformatics, pattern
recognition, computer networks, XML databases, etc. Recent research
on structural pattern mining has focused on an important problem of
discovering frequent free trees in large graph databases. However, it can
be prohibitive due to the presence of an exponential number of frequent
free trees in the graph database. In this paper, we propose a computa-
tionally efficient algorithm that discovers only closed frequent free trees
in a database of labeled graphs. A free tree t is closed if there exist
no supertrees of ¢t that has the same frequency of ¢t. Two pruning algo-
rithms, the safe position pruning and the safe label pruning, are proposed
to efficiently detect unsatisfactory search spaces with no closed frequent
free trees generated. Based on the special characteristics of free tree, the
automorphism-based pruning and the canonical mapping-based pruning
are introduced to facilitate the mining process. Our performance study
shows that our algorithm not only reduces the number of false positives
generated but also improves the mining efficiency, especially in the pres-
ence of large frequent free tree patterns in the graph database.

1 Introduction

Recent research on frequent pattern discovery has progressed from mining item-
sets and sequences to mining structural patterns including (ordered, unordered,
free) trees, lattices, graphs and other complicated structures. Among all these
structural patterns, graph, a general data structure representing relations among
entities, has been widely used in a broad range of areas, such as bioinformatics,
chemistry, pattern recognition, computer networks, etc. In recent years, we have
witnessed a number of algorithms addressing the frequent graph mining prob-
lem [591416]. However, discovering frequent graph patterns comes with expensive
cost. Two computationally expensive operations are unavoidable: (1) to check if
a graph contains another graph (in order to determine the frequency of a graph
pattern) is an instance of subgraph isomorphism problem, which is NP-complete
[3]; and (2) to check if two graphs are isomorphic (in order to avoid creating a
candidate graph for multiple times) is an instance of graph isomorphism prob-
lem, which is not known to be either P or NP-complete [3].

With the advent of XML and the need for mining semi-structured data, a
particularly useful family of general graph — free tree, has been studied and

R. Kotagiri et al. (Eds.): DASFAA 2007, LNCS 4443, pp. 91-{I02] 2007.
© Springer-Verlag Berlin Heidelberg 2007
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applied extensively in various areas such as bioinformatics, chemistry, computer
vision, networks, etc. Free tree — the connected, undirected and acyclic graph, is
a generalization of linear sequential patterns, and hence reserves plenty of struc-
tural information of databases. At the same time, it is a specialization of general
graph, therefore avoids undesirable theoretical properties and algorithmic com-
plexities incurred by graph. As the middle ground between two extremes, free
tree has provided us a good compromise in data mining research [82].

Similar to frequent graph mining, the discovery of frequent free trees in a
graph database shares a common combinatorial explosion problem: the number
of frequent free trees grows exponentially although most free trees deliver nothing
interesting but redundant information if all of them share the same frequency.
This is the case especially when graphs of a database are strongly correlated.

Our work is inspired by mining closed frequent itemsets and sequences in [7].
According to [TITT], a frequent pattern 7 is closed if there exists no proper super-
pattern of Z with the same frequency in the dataset. In comparison to frequent
free trees, the number of closed ones is dramatically small. At the same time,
closed frequent free trees maintain the same information (w.r.t frequency) as
that held by frequent free trees with less redundancy and better efficiency.

There are several previous studies on discovering closed frequent patterns
among large tree or graph databases. CMTreeMiner [I] discovers all closed
frequent ordered or unordered trees in a rooted-tree database by traversing an
enumeration tree, a special data structure to enumerate all frequent (ordered or
unordered) subtrees in the database. However, some elegant properties of or-
dered (unordered) trees do not hold in free trees, which makes infeasible to apply
their pruning techniques directly to mine closed frequent free trees. CloseGraph
[10] discovers all closed frequent subgraphs in a graph database by traversing
a search space representing the complete set of frequent subgraphs. The novel
concepts of equivalent occurrence and early termination help CloseGraph prune
certain branches of the search space which produce no closed frequent subgraphs.
We can directly use CloseGraph to mine closed frequent free trees because free
tree is a special case of general graph, but CloseGraph will introduce a lot of in-
efficiencies. First, all free trees are computed as general graphs while the intrinsic
characteristics of free tree are omitted; Second, the early termination may fail
and CloseGraph may miss some closed frequent patterns. Although this failure
of early termination can be detected, the detection operations should be applied
case-by-case, which introduce a lot of complexities.

In this paper, we fully study the closed frequent free tree mining problem and
develop an efficient algorithm, CFFTree which is short for Closed Frequent, Free
Tree mining, to systematically discover the complete set of closed frequent free
trees in large graph databases. The main contributions of this paper are: (1) We
first introduce the concept of closed frequent free trees and study its properties
and its relationship to frequent free trees; (2) Our algorithm CFFTree depth-
first traverses the enumeration tree to discover closed frequent free trees. Two
original pruning algorithms, the safe position pruning and the safe label prun-
ing are proposed to prune search branches of the enumeration tree in the early
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stage, which is confirmed to output no desired patterns; (3) Based on the intrin-
sic characteristics of free tree, we propose the automorphism-based pruning and
the canonical mapping-based pruning to alleviate the expensive computation of
equivalent occurrence sets and candidate answer sets during the mining process.
We carried out different experiments on both synthetic data and real applica-
tion data. Our performance study shows that CFFTree outperforms up-to-date
frequent free mining algorithms by a factor of roughly 10. To the best of our
knowledge, CFFTree is the first algorithm that, instead of using post-processing
methods, directly mines closed frequent free trees from graph databases.

The rest of the paper is organized as follows. Section 2] provides necessary
background and detailed problem statement. We study the closed frequent free
tree mining problem in Section B and propose a basic algorithmic framework
to solve the problem. Advanced pruning algorithms are presented in Section [l
Section [0l formulates our algorithm, CFFTree. In Section [G] we report our per-
formance study and finally, we offer conclusions in Section [7}

2 Preliminaries

A labeled graph is defined as a 4-tuple G = (V, E, X, \) where V is a set of
vertices, F is a set of edges (unordered pairs of vertices), X is a set of labels,
and A is a labeling function, A : VU E — X, that assigns labels to vertices and
edges. A free tree, denoted ftree, is a special undirected labeled graph that is
connected and acyclic. Below, we call a ftree with n vertices a n-ftree.

Let ¢t and s be two ftrees, and g be a graph. ¢ is a subtree of s (or s is the
supertree of t), denoted ¢ C s, if ¢ can be obtained from s by repeatedly removing
vertices with degree 1, a.k.a leaves of the tree. Similarly, ¢ is a subtree of a graph
g, denoted t C g, if t can be obtained by repeatedly removing vertices and edges
from g¢. Ftrees t and s are isomorphic to each other if there is a one-to-one
mapping from the vertices of ¢ to the vertices of s that preserves vertex labels,
edge labels, and adjacency. An automorphism is an isomorphism that maps from
a ftree to itself. A subtree isomorphism from t to ¢ is an isomorphism from ¢ to
some subtree(s) of g.

Given a graph database D = {g1, g2, ..., gn} where g; is a graph (1 <i < N).
The problem of frequent ftree mining is to discover the set of all frequent ftrees,
denoted F'S, where t € F'S iff the ratio of graphs in D that has ¢ as its subtree
is greater than or equal to a user-given threshold ¢. Formally, let ¢ be a ftree
and g; be a graph. We define

1 ift C g
s(t,gi) = {0 otherwise W
and
o(t,D) =3 s(t,g0) @
9:€D

where o(t,D) denotes the frequency or support of t in D. The frequent ftree
mining problem is to discover the ftree set F'S of D which satisfies

FS={t]|o(t,D)>¢N} (3)
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The problem of closed frequent ftree mining is to discover the set of frequent
ftrees, denoted C'F'S, where t € CFS iff ¢ is frequent and the support of ¢ is
strictly larger than that of any supertree of t. Formally, the closed frequent ftree
mining problem is to discover the ftree set C'F'S of D which satisfies

CFS={t|te FSAVt Dt,o(t,D)> ot D)} (4)

Since CF'S contains no ftree that has a supertree with the same support, we
have CFS C F'S.

3 Closed Frequent Ftree Mining: Proposed Solutions

Based on the definition in Eq.[#]), a naive two-step algorithm of discovering
CFS from D can be easily drafted. First, using current frequent ftree mining
algorithms to discover F'S from D; Second, for each t € F'S, examining all ¢’ €
FS where ¢t C t' to tell whether ¢’ satisfies o(t', D) < o(t, D). This algorithm is
straightforward, but far from efficient. It indirectly discovers C'F'S by computing
F'S in the first place whose size is exponentially larger than that of CFS. The
postprocessing operation of filtering non-closed frequent ftrees from F'S also
incurs unnecessary computation. We want an alternative method which directly
computes C'F'S instead of computing F'S in advance, i.e., under the traditional
search space for mining frequent ftrees, efficient pruning algorithms should be
proposed to detect branches that do not correspond to closed frequent ftrees
as early as possible, and prune them to avoid unnecessary computation, which
finally facilitate the total mining process.

In [12], we demonstrate F3TM, a fast frequent ftree mining algorithm, which
outperforms up-to-date algorithms FreeTreeMiner[2[8] by an order of magni-
tude. In F3TM, an enumeration tree representing the search space of all frequent
ftrees is built by a pattern-growth approach. Given a frequent n-ftree t, the
potential frequent (n 4 1)-ftree ¢’ originated from ¢ is generated as

t'=toepv,veX (5)

where ef means pattern growth can be conducted on the extension frontier of
t instead of each vertex of ¢, while at the same time ensuring the completeness
of frequent ftrees discovered from the graph database . Figure [l illustrates the
extension frontier of a ftree, which is composed of vertices 3, 4, 5 and 6, and the
candidate generation of ¢, based on Eq.

For each frequent ftree in the enumeration tree discovered by F3TM, we can
check the closeness condition in Eq. dl Given a frequent n-ftree t, its immediate
supertree set, denoted CS(t), which contains all (n + 1)-ftrees t' D t can be
generated as

CSHt)={t' |t =to,v,ve€ X} (6)
where z means v can be grown on any vertex of ¢, which is shown in Figure 2l
t’s immediate frequent supertree set, denoted F'S(t), which contains all frequent
(n + 1)-ftrees t' O t can be generated as

FS@t)={t'|t' e CS(t) Ao(t,D) > ¢N} (7)
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Fig. 1. t' =topv Fig.2. t' =to, v

Given a frequent ftree t' € F'S(t), we denote the vertex which is grown on ¢ to
get ' as (t' —t), and the vertex of ¢ at which (¢’ —¢) is grown on as p, i.e., the
parent of (¢’ —t) in ¢'.

The basic algorithmic framework for mining closed frequent ftrees can be
formalized as follows: if for every ¢’ € FS(t), o(t',D) is strictly smaller than
o(t,D), then t is closed; Otherwise, ¢ is non-closed, i.e., we can tell the closeness
of t by checking the support values of all its immediate frequent supertrees in
FS(t) during the traversal of the enumeration tree for mining frequent ftrees.

4 Pruning the Search Space

In the previous section, we traverse the enumeration tree to discover all frequent
ftrees in a graph database. However, the final goal of our algorithm is to find
only closed frequent ftrees. Therefore, it is not necessary to grow the complete
enumeration tree, because under certain conditions, some branches of the enu-
meration tree are guaranteed to produce no closed frequent ftrees and therefore
can be pruned efficiently. In this section, we introduce algorithms that prune
unwanted branches of the search space.

4.1 Equivalent Occurrence

Given a ftree t and a graph g € D, let f(t,g) represents a subtree isomorphism
from ¢ to g. f(t, g) is also referred to as an occurrence of ¢ in g. Notice that ¢ can
occurs more than once in g. Let w(t, g) denote the number of occurrences of ¢ in g.
The number of occurrences of ¢ in a graph database D can be formally defined as

Definition 1. Given a ftree t and a graph database D = {g1,92,...,9n}, the
number of occurrence of t in D is the sum of the number of subtree isomorphisms
of t in g; € D, i.e., Zij\ilw(t,gi), denoted by O(t, D).

Suppose a ftree t' = t o, v, f is a subtree isomorphism of ¢ in g and f’ is a
subtree isomorphism of ¢’ in g. If Jp, p is subtree isomorphism of ¢ in t/, i.e.,
Yo, f(v) = f'(p(v)), we call t and t' simultaneously occur in graph g. Intuitively,
as we can derive ¢’ from ¢ by ' = to, v, we can get ¢’ in the same pattern-growth
way from ¢ in g. We denote the number of such simultaneous occurrences of t'
w.r.t t in g by w(t,t’, g). Similarly, the number of simultaneous occurrences of
t' w.r.t t in D is defined as

Definition 2. Given a ftree t’ = to,v and a graph database D={g1,92,...,9n},
the number of simultaneous occurrence of t' w.r.t. t in D is the sum of the number
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of simultaneous occurrences of t' w.r.tt in g; € D, i.e., Zf\il w(t,t', gi), denoted
by SO(t,t', D).

Definition 3. Given t' =t o, v and a graph database D = {g1,92,...,9n}, if
O(t,D) = SO(t,t', D), we say that t and t' have equivalent occurrences.

Lemma 1. For a frequent ftree t in the enumeration tree, if there exists a t' €
FS(t) such that (1)t and t' have equivalent occurrences; (2) the vertex (t' —t)
18 not grown on the extension frontier of any descendants of t, including t, in
the enumeration tree, then (1)t is not a closed frequent ftree and (2) for each
child t" of t in the enumeration tree, there exists at least one supertree t'"" of t”,
such that t'"" and t"" have equivalent occurrences.

Proof. The first statement can be easily proved. Since ¢ and ¢’ have equivalent
occurrences in D, then O(t', D) = O(t, D). For the second statement, we notice
that (¢’ —t) occurs at each occurrence of ¢ in D, so it occurs at each occurrence of
t” in D. In addition, the vertex (¢’ — t) never be grown on the extension frontier
of any descendant of ¢, so it will not be a vertex of ¢’ (Notice t” is a child of ¢ in
the enumeration tree by growing a vertex on t’s extension frontier). Therefore,
we can obtain ¢ by adding (¢ —t) on t”, so that ¢ and ¢ have equivalent
occurrences.

By inductively applying Lemmal[llto ¢ and all ¢’s descendants in the enumeration
tree, we can conclude that all branches originated from ¢ in the enumeration tree
are guaranteed to produce no closed frequent ftrees. However, the conditions
mentioned in Lemmal [I] especially the condition (2) is hard to be justified. Since
when mining frequent ftree t, we have no information of all ¢’s descendants in the
enumeration tree. The following sections will present more detailed techniques
to prune the search space.

4.2 The Safe Position Pruning
Given a ftree t and a vertex v € t, the depth of v can be defined as follows

1 if v is a leaf
Minyet,u is child of v{depth(u) + 1} otherwise

depth(v) = { (8)
Intuitively, the depth of a vertex v is the minimum number of vertices from v
to the nearest leaf of ¢. For a frequent ftree t' € FS(t) where ¢ and t' have
equivalent occurrences, the vertex (¢ — t) can be grown at different positions,
i.e., there are the following possibilities for the position of p in ¢. (1)depth(p) < 2
and p is on the extension frontier of ¢; (2) depth(p) < 2 but p is not on the
extension frontier; (3) depth(p) > 2.

If p occurs in position (1), vertex(t’ — t) is grown on the extension frontier of
t. If p occurs in position (2), there are possibilities that for some descendant ¢”
of t in the enumeration tree, the vertex p can still be on the extension frontier of
t”. A example is shown in FigureBl In frequent ftree t, depth(p) = 2 and p is not
located on the extension frontier. After the vertex a is grown on the extension
frontier (vertex b), we get another frequent ftree ¢ in which p is now located on
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the extension frontier. So the first two possible positions of p are unsafe when

growing vertex (¢’ — t), which disallows the conditions mentioned in Lemma [T}
The following theorem shows that only position (3) of p is safe to grow the

vertex (¢’ — t), while not violating the conditions mentioned in Lemma [T

Theorem 1. For a frequent ftree t' € FS(t) such that t and t' have equivalent
occurrences in D. If depth(p) > 2, then neither t nor any t’s descendants in the
enumeration tree can be closed.

Proof. Since for every vertex u on the extension frontier of a ftree, it is located
at the bottom two levels, i.e., depth(u) < 2. If depth(p) > 2, the vertex p can
never appear on the extension frontier of any ftree, i.e., the vertex (¢’ — t) will
not be grown on the extension frontier of any descendant of ¢, including ¢, in the
enumeration tree. According to Lemma [Tl the branches originated from ¢ can
not generate closed frequent ftrees.

The pruning algorithm mentioned in Theorem [l is called the safe position prun-
ing, since the vertex (¢’ — t) can only be grown on a safe vertex p € t, where
depth(p) > 2. Given a n-ftree, the depth of every vertex of ¢ can be computed in
O(n), so the safe position pruning is quite efficient to testify whether a certain
branch in the enumeration tree should be pruned or not.

4.3 The Safe Label Pruning

If p is on the extension frontier of ¢, obviously, depth(p) < 2. We can not prune
t from the enumeration tree. However, depending on the vertex label of (¢’ —¢),
we can still possibly prune some children of ¢ in the enumeration tree.

Theorem 2. For a frequent ftree t' € FS(t) such that t and t' have equivalent
occurrences in D, if p is located on the extension frontier of t, we do not need
to grow t by adding to p a new vertex with label lexicographically greater than
(t' —t).

Proof. For any t” € FS(t) such that p is the parent of(t” —¢) and (¢ —t) is
lexicographically greater than (¢’ —t), a ftree t"”" =t" o, (t' — t) have equivalent
occurrence with ¢’ and ¢ € FS(t"). Note t” o, (' — t) means growing vertex
(' —t) on p of ftree t”. According to Lemmal[Il ¢’ is not closed. And for every
descendant of ¢ in the enumeration tree, (¥ — t) never be grown on its exten-
sion frontier. Because during frequent ftrees mining, we generate candidates in
a lexicographical order. Since (¢ — t) is lexicographically greater than (¢ — t),
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the vertex (¢' —t) will not be reconsidered to be grown on ¢ and all t"’s descen-
dants in the enumeration tree. According to Lemma [ neither ¢ nor any of its
descendants can be closed.

The pruning algorithm mentioned in Theorem 2] is called the safe label pruning.
The vertex label of (t' —t) is safe because all vertices with labels lexicographically
greater than (¢’ —t) can be exempted from growing on p of ¢, and all descendants of
corresponding ftreesin the enumeration tree are also pruned. An example is shown
in Figured p is located on the extension frontier of t and v = (¢’ —t). If v"’s label
is lexicographically greater than v’s label, the frequent ftree ¢/ = t o, v" and the
frequent ftree t"” = t” o, v have equivalent occurrences, so that " is not closed.
Similarly, all #"’s descendants in the enumeration tree are not closed, either.

4.4 Efficient Computation of FS(t)

Based on the above analysis, both candidate generation and closeness test of the
frequent ftree, t, need to compute F'S(t). Depending on if ¢ can be pruned from
the enumeration tree during closed frequent ftree mining, we can divide F'S(t)
into the following mutually exclusive subsets:

EO(t) = {t' € FS(t) | t' and t have equivalent occurrences}
EN(t)={t' € FS(t) | o(t,D) = o(t', D)}
F@)={t' € FS(t) | t' is frequent}

Based on Theorem [Ml and Theorem [ the set FO(t) can be further divided
into the following mutually exclusive subsets:

EO:(t) = {t' € EO(t) | p € t is safe}
EO»(t) = {t' € EO(t) | p is on the extension frontier of ¢}
EOs(t) = EO(t) — EO1(t) — EO2(t)

When computing the sets mentioned above, we map ¢ to each occurrence in
gi € D and select the possible vertex (¢’ — t) to grow. However, this procedure
is far from efficient since a lot of redundant ¢’ are generated. Now we study how
to speed up the computation of F'S(t) based on the characteristics of ftree. The
detailed analysis can be found in [12].

Automorphism-based Pruning: In the example shown in Figure[Bl The left-
most ftree t is a frequent 7-ftree, where vertices are identified with a unique
number as verter id. When growing a new vertex v on vertex 3 of ¢, we get a
8-ftree t' € CS(t), shown in the middle of Figure fl However, when growing
v on vertex 5 of ¢, we get another 8-ftree t” € CS(t), shown on the right of
Figure Bl Notice t' = t" in the sense of ftree isomorphism, so t”” can be pruned
when computing F'S(t).

Based on the observation mentioned above, We propose an automorphism-
based pruning algorithm to efficiently avoid redundant generation of ftrees in
FS(t). Given a ftree, all vertices can be partitioned into different equivalence
classes based on ftree automorphism. Figure [l shows how to partition vertices
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of ¢ in Figure [l into four equivalence classes. When computing F'S(t), only one
representative for each equivalence class of ¢ is considered, instead of growing
vertices on every position within an equivalence class.

Canonical Mapping-based Pruning: When computing F'S(t), we maintain
mappings from t to all its occurrences in g; € D. However, there exist redundant
mappings because of ftree automorphism. Given a n-ftree t, and assume that
the number of equivalence classes of ¢ is ¢, and the number of vertices in each
equivalence class C; is n;, for 1 < ¢ < ¢. The number of mappings from ¢ to an
occurrence in g; is computed as w(t, g;) = [[;_, (n;)!. When either the number
of equivalence classes, or the number of vertices in some equivalence class is
large, w(t, g;) can be huge. However, among all mappings describing the same
occurrence of ¢ € g;, one out of [[;_, (n;)! mappings is selected as canonical
mapping and all computation of F.S(t) is based on the canonical mapping of ¢ in
D. While other ([];_, (n;)!—1) mappings can be pruned so that the computation
of F'S(t) can be greatly facilitated.

5 The CFFTree Algorithm

In this section, we summarize our CFFTree algorithm, which is short for Closed
Frequent Ftree Mining. Algorithm 1 illustrates the framework of CFFTree. The
algorithm simply calls CF-Mine which recursively mines closed frequent ftrees of
a graph database by a depth-first traversal on the enumeration tree.

Algorithm [2] outlines the pseudo-code of CF-Mine. For each frequent ftree t,
CFFTree check all candidate frequent ftree t' = ¢ o, v, to obtain SO(t,t', D),
which is useful to compute EO(t) (Line 1) and EN(t) (Line 2). However, for
t' € F(t), CFFTree only grows t on its extension-frontier, i.e. ' = ¢ 0.y v, which
ensures the completeness of frequent ftrees in D (Line 7-12). Automorphism-
based pruning and canonical mapping-based pruning can be applied to facilitate
the computation of the three sets EO(t), EN(t) and F'(t). For the frequent ftree
t, if there exists ¢ € EO;(t), then neither ¢ nor any of ¢’s descendants in the
enumeration tree can be closed, and hence can be efficiently pruned (Line 3-4).
If EO1(t) = 0 but there exists t' € FO2(t), although we cannot prune ¢ from the
enumeration tree, we can apply Theorem 2] to prune some children of ¢ in the
enumeration tree (Line 11-12). If EO(t) = (), then no pruning is possible and we
have to compute EN (t) to determine the closeness of ¢, i.e., the naive algorithm
mentioned in Section Bl (Line 2). If EN(t) # 0, t is not closed, otherwise, ¢
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Algorithm 1. CFFTree (D, ¢)

Input: A graph database D, the minimum support threshold ¢
Output: The closed frequent ftrees set CF

1: CF « 0

2: F « frequent 1-ftrees;

3: for all frequent 1-ftree t € F do

4:  CF-Mine(t, CF, D, ¢);

5: return CF

Algorithm 2. CF-Mine (t, CF, D, ¢)
Input: A frequent ftree t, the set of closed frequent ftrees, CF, A graph database D
and the minimum support threshold ¢
Output: The closed frequent ftrees set CF
1: Compute EO(t);
2: if FO(t) = 0 then Compute EN(¢);
3: if 3’ € EO4(t) then

4:  return; // The safe position pruning;

5: else

6:  F(t) 0

7 for each equivalence class ec; on the extension frontier of ¢t do

8: for each valid vertex v which can be grown on ec; of t do

9 t' + to.f v, where p, a representative of ec;, is v’s parent

10 if support(t') > ¢|D| then

11: if ;" € EOx(t), where (t” —t) is p and the label of (t' — t) is lexico-
graphically greater than that of (¢ —t) then

12: F(t) « F(t)U{t'} // the safe label pruning

13:  for each frequent ' in F(¢) do

14: CF-Mine(t', CF, D, ¢)

15:  if EO(t) =0 and EN(t) = 0 then

16: CF—CFU{t}

is closed (Line 15-16). The set F(¢) is computed by extending vertices on the
extension frontier of ¢, which grows the enumeration tree for frequent ftree mining
(Line 8-12). This procedure proceeds recursively (Line 13-14) until we find all
closed frequent ftrees in the graph database.

6 Experiments

In this section, we report a systematic performance study that validates the
effectiveness and efficiency of our closed frequent free tree mining algorithm:
CFFTree. We use both a real dataset and a synthetic dataset in our experiments.
All experiments were done on a 3.4GHz Intel Pentium IV PC with 2GB main
memory, running MS Windows XP operating system. All algorithms are imple-
mented in C++ using the MS Visual Studio compiler. We compare CFFTree
with F3TM plus post-processing, thus, the performance curve mainly reflects the
effectiveness of pruning techniques mentioned in Section [4]
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Fig. 8. Mining patterns in synthetic datasets

The real dataset we tested is an AIDS antiviral screen chemical compound
database from Developmental Theroapeutics Program in NCI/NIH. The database
contains up to 43,905 chemical compounds. There are total 63 kinds of atoms
in this database, most of which are C, H, O, S, etc. Three kinds of bonds are
popular in these compounds: single-bond, double-bond and aromatic-bond. We
take atom types as vertex labels and bond types as edge labels. On average, com-
pounds in the database has 43 vertices and 45 edges. The graph of maximum
size has 221 vertices and 234 edges.

Figure [[(a) shows the number of frequent patterns w.r.t. the size of patterns
(vertex number). We select 10000 chemical compounds from the real database
and set the minimum threshold ¢ to be 10%. As shown, most frequent and closed
frequent ftrees have vertices ranging from 8 to 17. While the number of small
ftrees with vertex number less than 5 and large ftrees with vertex number greater
than 20 is quite limited. Figure[@(b) shows the number of patterns of interest with
¢ varying from 5% to 10% and the running time is shown in Figure [7[(c) on the
same dataset. As we can see, CFFTree outperforms F3TM by a factor of 10 in aver-
age and the ratio between frequent ftrees and closed ones is close from 10 to 1.5. It
demonstrates that closed pattern ming can deliver more compact mining results.

We then tested CFFTree on a series of synthetic graph databases, which are
generated by the widely-used graph generator [5]. The synthetic dataset is char-
acterized by different parameters, which is described in detail in [5]. Figure[|(a)
shows the number of patterns of interest with ¢ varying from 5% to 10% and
the running time is shown in Figure B(b) for the dataset D10000/107'30V50.
Compared with the real dataset, CFFTree has a similar performance gain in
this synthetic dataset. We then test the mining performance by changing the
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parameter 7' in the synthetic data, while other parameters keep fixed. The ex-
perimental results are shown in Figure B(c). Again, CFFTree performs better
than F3TM.

7 Conclusion

In this paper, we investigate the problem of mining closed frequent ftrees from
large graph databases, a critical problem in structural pattern mining because
mining all frequent ftrees are inherently inefficient and redundant. Several new
pruning algorithms are introduced in this study including the safe position prun-
ing and the safe label pruning to efficiently prune branches of the search space.
The automorphism-based pruning and the canonical mapping-based pruning are
applied in the computation of candidate sets and equivalent occurrence sets,
which dramatically facilitate the total mining process. A CFFTree algorithm is
implemented and our performance study demonstrates its high efficiency over
the up-to-date frequent ftree mining algorithms. To our best knowledge, this is
the first piece of work on closed frequent ftree mining on large graph databases.

Acknowledgment. This work was supported by a grant of RGC, Hong Kong
SAR, China (No. 418206).
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Abstract. We study the problem of finding time-delayed associations
among types of events from an event dataset. We present a baseline algo-
rithm for the problem. We analyse the algorithm and identify two meth-
ods for improving efficiency. First, we propose pruning strategies that can
effectively reduce the search space for frequent time-delayed associations.
Second, we propose the breadth-first* (BF*) candidate-generation order.
We show that BF*, when coupled with the least-recently-used cache re-
placement strategy, provides a significant saving in I/O cost. Experiment
results show that combining the two methods results in a very efficient
algorithm for solving the time-delayed association problem.

1 Introduction
Developments in sensor network technology have attracted vast amounts of re-

search interest in recent years [TI2I3I6/7I8I9]. One of the research topics related to
sensor networks is to find correlations among the behaviour of different sensors.

A AAA B BB c cC
time
0 3 4 5 7 9 10 13 15
(a) Network topology (b) Alerts issued by a network monitoring system

Fig. 1. An example showing a network monitoring system

Consider a network monitoring system designed for collecting traffic data of
a network of switches and links as shown in Figure In the figure, nodes
represent switches, whereas edges are links connecting switches. Under normal
conditions, the time needed to pass through a link is represented by the number
on the corresponding edge. When the traffic at Switch X exceeds certain capac-
ity, a congestion alert is raised. Figure shows an example of alert signals.

* This research is supported by Hong Kong Research Grants Council Grant HKU
7138/04E.
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By analysing an alert sequence, one may discover interesting correlations
among different types of alerts. For example, one may find that a Switch-A alert
is likely followed by a Switch-B alert within a certain time period. One may also
find that if such an A-B pattern occurs, a Switch-C alert is likely to occur soon
after. Such association information would be useful, for example, in congestion
prediction, which could be applied to intelligent traffic redirection strategies.

In this paper, we model correlations of events in the form of time-delayed
associations. In our model, an event e is a pair (E,, t.) where E, is its type and
te is the time at which e occurs. We are interested in associations among events
whose occurrences are time-constrained. A time-delayed association thus takes
the form "L J, where I, J are event types and u, v are two time values such
that 0 < u < v. The association captures the observation that when an event 4
of type I occurs at some time ¢;, it is likely that an event j of type J occurs at
time ¢; such that ¢; + v < t; < t; +v. If such an event j exists, event 7 is said to
match the association and we call j a consequence of ¢ w.r.t. the association.

Associations can be “chained” to form longer associations that involve more
than two event types. Chained associations can help detecting risk of unfavourable
conditions early. Here, we can treat an association 1-“"LJ as a complex event
type I. An association between a complex event type I and an event type K has
the form 1L K. Intuitively, such an association refers to the observation that
if an event of type I occurs and is followed by one or more event of type J within
a certain constrained time period, then at least one of the type-J consequences
is likely followed by a type-K event within a constrained time period.

In [5], Mannila et al proposed the concept of episode, which is an ordered
list of events. They proposed the use of minimal occurrences to find episode
rules in order to capture temporal relationships between different event types. A
minimal occurrence of an episode is a time interval [ts,t.) such that the episode
occurs in the interval but not in any proper sub-interval of [ts,t.). Let o and 3
be two episodes. An episode rule has the form afw;] = Bws], which specifies
the following relationship: “if @ has a minimal occurrence in the interval [ts, t.)
such that ¢, — ts < wy, then there is a minimal occurrence of ( in [ts,t.) such
that ¢, —t; < ws”. The goal is to discover episodes and episode rules that occur
frequently in the data sequence.

In a sense, our problem is similar to episode discovery in that we are looking
for frequently occurring event sequences. However, we remark that the use of
minimal occurrence to define the occurrence of an episode might in some cases
fail to reflect the strength of an association. As an example, consider Figure
again. It is possible that the three type-B events that occur at time t = 7,9 and
10 are “triggered” respectively by the three preceding A’s that occur at t = 3,4
and 5. Hence, the association A — B has occurred three times. However, only
one period ([5,8)) is qualified as a minimal occurrence of the episode A — B. In
other words, out of all 4 occurrences of A in the figure, there is only 1 occurrence
of the episode A — B, even though 3 of the A’s have triggered B.

A major difference between our definition of time-delayed association and the
episode’s minimal occurrence approach is that, under our approach, every event
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that matches an association counts towards the association’s support. This fairly
reflects the strength of correlations among event types. Also, our definition allows
the specification of a timing constraint [u, v] between successive event types in
an association. This helps removing those associations that are not interesting.
For example, if it takes at least 2 time units for a packet to pass through a
switch, then any type-B alert that occurs 1 time unit after a type-A alert should
not count towards the association A — B (See Figure[Il). We can thus use the
timing constraint to filter false matches. The minimal occurrence approach used
in episode does not offer such flexibility.

A straightforward approach to finding all frequent associations is to generate
and verify them incrementally. First, we form all possible length-2 associations
X — Y, where X and Y are any event types in the data sequence. We then
scan the data to count the associations’ supports. Those associations with high
supports are considered frequent. Next, for each frequent association X — Y, we
consider every length-3 extension, i.e., we append every event type Z to X — Y
forming (X — Y) — Z. The support of those length-3 associations are counted
and those that are frequent will be used to generate length-4 associations, and so
on. The process stops when we can no longer obtain any new frequent sequences.
In Section Bl we will show how the above conceptual procedure is implemented
in practice. In particular, we show how the computational problem is reduced
to a large number of table joins. We call this algorithm the baseline algorithm.

The baseline algorithm is not particularly efficient. We address two methods to
improve its efficiency. First, the baseline algorithm extends a frequent association
I — Y by considering all possible extensions (I — Y) — Z. Many of such
extensions could be infrequent and the effort spent on counting their supports
is wasted. A better strategy is to estimate upper bounds of the associations’
supports and discard those that cannot meet the support requirement. Second,
as we will explain later, the baseline algorithm generates (I — Y) — Z by
retrieving and joining the tables associated with two sub-associations, namely,
I - Y and Y — Z. Since the number of such associations and their associated
tables is huge, the tables will have to be disk-resident. A caching strategy that
can avoid disk accesses as much as possible would thus have a big impact on the
algorithm’s performance. In this paper we study an interesting coupling effect
of a caching strategy and an association-generation order.

The rest of the paper is structured as follows. We give a formal definition of
our problem in Section[2l In Section[3] we discuss some properties of time-delayed
associations and propose a baseline algorithm for the problem. In Section [, we
discuss the pruning strategies and the caching strategies. We present experiment
results in Section Bl and conclude the paper in Section [6l

2 Problem Definition

In this section we define the problem of finding time-delayed associations from
event datasets. We define an event e as a 2-tuple (E., t.) where E. is the event
type and t. is the time e occurs. Let D denote an event dataset and £ denote
the set of all event types that appear in D. We define a time-delayed association
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as a relation between two event types I,J € & of the form [ Lol 7. We call T
the triggering event type and J the consequence event type of the association.
Intuitively, 72 J captures the observation that if an event i such that E; = I
occurs at time ?;, then it is “likely” that there exists an event j so that E; = J
and t;+u < t; < t;+v, where v > u > 0. The likelihood is given by the confidence
of the association, whereas the statistical significance of an association is given
by its support. We will define support and confidence shortly.

For an association r = I-""L J an event i is called a match of r (or i matches )
if E; = I and there exists another event j such that £; = J and ¢; +u < ¢; <
t; +v. The event j here is called a consequence of r. We use the notations M, to
denote the set of all matches of r, ¢, ; to denote the set of all consequences that
correspond to a match ¢ of r and m,. ; to denote the set of all matches of r that
correspond to a consequence j. Also, we define Q, = J ¢, Vi € M,.. That is, Q,
is the set of all events that are consequences of r. The support of an association
r is defined as the ratio of the number of matching events to the total number of

events (i.e., If\gil ). The confidence of r is defined as the fraction %, where Dy

is the set of all type-I events in D. We use the notations supp(r) and conf(r) to
represent the support and confidence of r, respectively. Finally, the length of an
association r, denoted by len(r), is the number of event types contained in r.
We can extend the definition to relate more than two event types. Consider an
association r = 1L J as a complez event type I, an association between I and
an ordinary event type K is of the form r’ = [“*L K. Here, I is the triggering
event type and K is the consequence event type. Intuitively, the association says
that if an event of type I is followed by one or more event of type J within
certain time constraints v and v, then at least one of the J’s is likely to be
followed by a type K event. A match for the association 7’ is a match ¢ for r
such that, for some j where j € ¢, ;, there exists an event k such that Ej, = K
and t; +u <t < t; +v. We say that event k£ is a consequence of event ¢
w.r.t. the association /. The support of v’ is defined as the fraction of events
in D that match " (i.e., “l\%’l). The confidence of 1 is defined as the ratio of
the number of events that match 7’ to the number of events that match r (i.e.,

||A]€['||). Given two user-specified thresholds ps and p. and a timing constraint

[u, v], the problem of mining time-delayed associations is to find all associations
r such that supp(r) > ps and conf(r) > pe.

In our model, we use the same timing constraint [u,v] for all associations.
Therefore, we will use a plain arrow “—” instead of ““*.” in the rest of the
paper when the timing constraint is clear from the context or is unimportant.

3 The Baseline Algorithm

We start this section with two properties based on which the baseline algorithm
is designed.

Property 1: If |Dy|, i.e., the number of occurrences of type I events, is smaller
than ps x| D], then any association of the form » = I — J must be infrequent.
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Fig. 2. Algorithm BASELINE Fig.3. M-QQ mappings for various
time-delayed associations

Proof: By definition, the set of matches of » must be a subset of D;. Hence,
|M.| < |Dr| < ps x |D]. O

Property 2: For any associations « and y = — K, supp(x) > supp(y).
Proof: By definition, M, D M,. Hence, supp(z) > supp(y). O

From Property 2, we know that if an association y is frequent, so is x. In other
words, if an association x is not frequent, we do not need to consider any associ-
ations that are right extensions of z. The baseline algorithm (Figure[2]) generates
associations based on this observation.

First, the algorithm collects into the set F all frequent event types (Line 2).
The algorithm then maintains two sets: C is a set of candidate associations which
are to be verified, and L is a set that contains all frequent associations discovered.
The set C is initialized to contain all possible length-2 associations (Lines 3-5).
The support of a candidate association r is determined. (We will discuss how
to compute the support shortly.) If r is verified to be frequent, we extend r to
r — K for each event type K € £ and add them to C. The algorithm terminates
when all candidates are evaluated and no new candidates can be generated.

To compute an association’s support, consider an association r = (I — J) —
K. By definition, an event i is a match of r if ¢ is a match of ry =1 — J and
for some consequence j of i, there exists an event k such that E; = K and
t; +u <t <tj +v. In other words, j is both a consequence of r; and a match
of ro = J — K. The set of all such events is given by @, N M,,. We call this
the connecting set between r; and 9. We then have the following properties.

Property 3: For any event j € Q,, N M,,, every ¢ € m,, ; is a match of r and
every k € gy, j is a consequence of event ¢ w.r.t. r for every i € m,, ;.

Proof: By definition, every ¢ € m,., ; is a match of r because there exists k such
that t; +u < tp < t; +v. Indeed, every k € g,,,; fulfils this requirement.
Hence, every k € g, ; is a consequence of ¢ w.r.t. r for every i € m,, ;. O
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Property 4: For any event j € Q,, N M,,, Ai € m,, j,k € g, ; such that i is
a match and k is a consequence of i w.r.t. r.

Proof: (i) Any event j € @Q,, cannot be a consequence of any ¢ € M, for the
association r1. So m,, ; = (. (ii) For any j € Q,, but j & M,,, gr,; =0. O

Given an association r and a match i of r, we can determine all consequences
j of ¢ w.r.t. r. If we put all these match-consequence i-j pairs in a relation, we
obtain an M- mapping of the association r. Let us consider the network switch
example again (Figure ). If » = A-2°L B, then the matching type-A event at
t = 4 leads to two consequence type-B events at ¢ = 7 and 9. Hence the tuples

(4,7) and (4,9) are in the M-Q mapping of the association. Figures and
show the M-Q mappings of the associations AL B and B-22L.C respectively.
By Property 3, given the M-Q mappings for 1 and ry, denoted respectively
by T7 and Ts, we can derive the M-Q mapping of r by performing an equi-
join on T7 and T, so that T1.¢q = Ts.m, where the join result is projected on
Ty.m and T5.q. removing the duplicate tuples in the mapping. Figure shows
the resultant M-Q mapping of (AMB)MC. Given the M- mapping of an
association r, the support supp(r) can be computed by counting the number
of distinct elements in the m column. The confidence of r can then be easily
determined by the supports of its sub-associations. In this paper, we focus on
computing the supports of associations and extracting those that are frequent.

4 Improving the Baseline Algorithm

The baseline algorithm described in the previous section offers a method to
find frequent time-delayed associations. In this section, we propose methods to
improve the efficiency of the algorithm by investigating two areas, namely the
search space for frequent associations and the handling of intermediate results.

4.1 Pruning Strategy

For our problem of mining time-delayed associations, Properties 1 and 2, de-
scribed in Section B}, are the only base for trimming the search space for frequent
time-delayed associations. So, the baseline algorithm takes all possible extensions
of a frequent association as candidates. A better strategy would be to estimate
an upper-bound for the support of each candidate, without actually joining the
M-@Q mappings of its sub-associations, and trim those that cannot be frequent.

Multiplicity of consequences. With respect to a time-delayed association,
an event can be a consequence of one or more matches. We define, for an associ-
ation r, the multiplicity of a consequence ¢ as the number of matches such that
q is a consequence. Getting the multiplicity values is easy. By sorting the M-Q
mapping of an association r by the g column, rows for a particular consequence
are arranged consecutively. The multiplicity of each consequence ¢ is thus ob-
tained by the number of consecutive rows corresponding to ¢. Figure shows
an example. Based on multiplicity, we propose two methods, namely, GlobalK
and SectTop, for efficiently identifying candidates that cannot be frequent.
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Fig. 4. Multiplicity of consequences and SectTop

GlobalK. The notion of multiplicity implies that, for an associationr; = I — J,
the sum of the multiplicities of n distinct consequences gives an upper-bound on
the number of matches associated. Given that ry is frequent. To verify whether
an association r = (I — J) — K is frequent, we consider ry and r, = J — K.
It is clear that the connecting set between r; and ro contains at most r =
min(|Qr, |, |Mr,|) events, which in turn are associated to at most y matches of
r1 where y is the sum of the top x multiplicity values w.r.t. r1. If y is smaller
than ps X |D|, r cannot be frequent. In general, for a time-delayed association
r1 = I — J, we call the minimum number of consequences such that the sum of
their multiplicity values is not smaller than the support threshold the GlobalK
threshold for the association. Any extension of ry of the form (I — J) — K
cannot be frequent if |M;_ k| is smaller than the GlobalK threshold of r;.

SectTop. GlobalK is a simple method for pruning candidates that cannot be
frequent. However, the GlobalK threshold, which is derived from the highest
multiplicities for an association, can be too generous as a pruning condition as
those consequences with top multiplicities may not all enter the connecting set.

We address this issue in SectTop. In simple words, we conceptually divide
the whole length of time represented by D into a number of segments. For a
frequent association r; = I — J, for each segment, we capture information on
the multiplicities of the consequences occurring within the segment in a SectTop
vector. Then, when checking whether an association r = (I — J) — K can be
frequent, for each segment, we get an upper-bound on the number of matches
that associate to the consequences in the segment. The sum of the upper-bounds
for each segment thus gives an overall upper-bound on the number of matches of
r. If the overall upper-bound is smaller than ps x |D|, then r cannot be frequent.

For an association r1, the SectTop vector for a segment is obtained as follows.
First, the multiplicities for the consequences of r; occurring within the segment
are sorted inversely. Then, we keep the x highest multiplicity values such that x
is minimum and the sum of the x multiplicities exceeds ps x |D|. If the sum of
all x values does not exceed ps x |D|, we keep all multiplicities. The multiplicity
values are then transformed to a vector such that the y-th element is the sum of
the top-y multiplicities in the segment. Figure shows the SectTop vectors
derived from the M-Q mapping in Figure if the length of time represented
by the dataset is divided in segments of 5 time units.
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Fig. 5. Candidate generation schemes

To check whether an association r = (I — J) — K can be frequent, we count
the number of distinct matches for the sub-association 7, = J — K appearing in
each segment. If there are y matches for J — K in the i-th segment, then, in the
segment, at most y consequences of r; may appear in the connecting set. Hence,
an upper-bound on the number of matches associated to the consequences is
given by the y-th element of the SectTop vector for the segment. We get the
upper-bounds for each segment and their sum gives an overall upper-bound on
the number of matches of r. As an example, the table on the left in Figure is
the M-Q mapping of J — K, while that on the right lists the number of matches
of J — K appearing in each segment. When evaluating whether r = (I — J) —
K can be frequent, we check the number of matches of J — K in each segment
against the SectTop vectors of I — J. It turns out that the overall upper-bound
on the number of matches for r is (0 + 3 + 0) = 3. If the support threshold is
4 matches, then we know immediately that r cannot be frequent.

4.2 Cache Management

The baseline algorithm generates a lot of associations during execution. Some of
them are repeatedly used for evaluating other candidates later on. Because the
volume of data being processed is often very large, keeping all such associations
in main memory is not feasible. Maintaining a cache is thus a compromise so
that, while keeping some of the intermediate results in memory and reduce I/0
accesses, memory can be made available for other operations.

When the cache overflows, part of the cached data is replaced by data fetched
from disk. Two commonly used strategies for choosing data for replacement
are “Least recently used” (LRU), i.e., data that have not been accessed for
the longest time are replaced, and “Least frequently used” (LFU), i.e., least
frequently accessed data in the cache are replaced.

The effectiveness of cache, i.e., the likeliness that the data accessed is in the
cache, is often mentioned as the hit-rate. We argue that the hit-rate is related
to the order that candidates are evaluated and the cache replacement strategy
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chosen. Figure [Bf(a) and (b) shows two candidate generation schemes commonly
used in level-wise algorithms. Figure Bl(a) illustrates a depth-first (DF) candi-
date generation, i.e., after an association r = I — J is evaluated as frequent,
the algorithm immediately generates candidates by extending r and evaluates
them. Figure Bi(b) illustrates a breadth-first (BF) candidate generation that all
candidates of the same length are evaluated before longer candidates. These
candidate generation schemes would not work well with the LRU strategy. For
example, in Figure Bla), A — B is referenced when evaluating the candidates
(A—- A) — A) - Band (B — C) — A) — B. Between the accesses,
a number of other candidates are evaluated, which means that many different
associations are brought into the memory and cache overflows are more likely.
When A — B is accessed the second time, its M-@) mapping may no longer
reside in the cache. Similar problem exists in the BF scheme (see Figure B(b)).
It is noteworthy that, in the baseline algorithm, length-2 associations are
repeatedly referenced for candidate evaluation. In particular, when evaluating
extensions of an association I — J, each of length-2 associations of the form
J — K isreferenced. By processing as a batch all associations in L; with the same
consequence event type (see Figure[Bl(c)), we ensure that length-2 associations of
the form J — K are accessed closely temporally, which favours the LRU strategy.
This observation can be easily fitted into the BF candidate generation scheme.
At the end of each iteration, we sort the associations in L; by their consequence
event type. Then the sorted associations are fetched sequentially for candidate
generation. We call this the breadth-first* (BF*) candidate generation scheme.

5 Experiment Results

We conducted experiments using stock price data. Due to space limitation, we
leave the discussion on how the raw data is transformed into an event dataset
in [4]. The transformed dataset consists 99 event types and around 45000 events.

5.1 Pruning Strategy

In the first set of experiments, we want to study the effectiveness of the pruning
strategy “GlobalK” and “SectTop”. The effectiveness is best reflected by the
number of candidate associations being evaluated. Figure [0l shows the number of
candidate associations evaluated when py is set at different values. We comment
that a candidate is regarded as “evaluated” only if the M-@ mapping of the
candidate is enumerated. The lines labelled “NoOpt”, “GlobalK” and “ST32”
represent respectively the case that no pruning strategy (i.e., the original baseline
algorithm) is used, that “GlobalK” is chosen and that “SectTop” is chosen with
the time covered by D divided into 32 segments.

Figure [6fa) shows the results when « and v are set to ¢ (i.e., a value just
bigger than 0) and 1 respectively. As shown in the figure, both GlobalK and
SectTop save a major fraction of candidate evaluations performed. At high sup-
port (0.6%), savings of 55% and 82% are observed respectively with GlobalK and
SectTop over the baseline algorithm while, at low support (0.3%), the savings are
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32% and 63%. Similar trend is observed when we changed v to 2 (Figure Bl(b)).
Although the savings are not as dramatic as in the case when v = 1, at low
support (0.7%), GlobalK and SectTop achieve savings of 26% and 41%, while at
high support (0.9%), the savings are around 39% and 44% respectively.

As shown by the figures, SectTop always outperforms GlobalK in terms of
number of candidates being evaluated. A reason is that, for each candidate
¢, SectTop obtains an upper-bound on supp(c) by estimating the number of
matches that are associated to the consequences in each segment. A reasonably
fine segmentation of the time covered by D thus ensures that the upper-bound
obtained is relatively tight. For GlobalK, however, the GlobalK threshold for a
frequent association is calculated from the highest multiplicity values without
considering where these values actually exist in the whole period of time covered
by D. So, the pruning ability of GlobalK is not as good as that of SectTop.

5.2 Candidate Generation, Cache Replacement Strategy and I/0
Costs

In the second set of experiments, we want to study the effect of candidate gen-
eration orders on different cache replacement strategies. We plot the number of
M-@Q mapping tuples read from disk, reflecting total I/O requirement, against
the size of the cache in Figures [ and Bl

We start the analysis with the LRU strategy and ps set to a relative low
value at 0.3%. Figureshows the I/O performance when no pruning strategy
is applied. From the figure, we find that the I/O performance of breadth-first
and that of depth-first strategies are very close to each other. For BF* strategy,
the I/O cost begins to drop at 16000 tuples and then drops dramatically. The
improvement levels down when the cache size is increased to 24000 tuples.

The sharp improvement here is no coincidence. Recall that in BF* candidate
generation, at the end of each iteration, we sort the newly found frequent asso-
ciations by their consequence event type. Candidates are formed and evaluated
by extending each of the sorted associations sequentially. In other words, after
candidates of the form (I — J) — K are evaluated (for some simple or complex
event type I;), next evaluated are those of the form (Iy — J) — K, if such I,
exists. The whole set of length-2 associations with triggering event type J are



Mining Time-Delayed Associations from Discrete Event Datasets 113

3 3
S 1e+09 - S le+09 [ LRU-BF ——
z e e : LRU-DF ===~
5 : S LRU-BF* ----ox
= 8e+08 - H LRU-BF —— = 8e+08 -
§ : LRU-DF === §
Y= )
> ge+08 | LRU-BF > e+08 | _
o o T
o o .
2 4e+08 - = 4e+08 L
k] k]
L 2e+08 L 2e+08 |-
£ H £ -
3 B =3 .
z 0 I L 4 I b4 0 I TH L L
4 16 64 256 4 16 64 256
Cache size ('000 tuples) Cache size ('000 tuples)
(a) LRU, ps = 0.3%, “NoOpt” (b) LRU, ps = 0.3%, “ST32”

Fig. 7. 1/O requirement for LRU ([u,v] = [, 1], ps = 0.3%)

% %
° i 2 L LFU-BF
'; 1e+09 z 1le+09 LFUDF —mmmr
S S LFU-BF* «+-ees
= 8et+08 - = 8e+08 |-
e =
5 LFU-BF 8
g 6e+08 - LFU-DF =memimr é 6e+08 -
= LFU-BF* «+eeees a2
= 4e+08 2 4e+08 |
kel k<]
L 2e+08 2 2e+08 |-
£ £
=1 =1
z 0 I I I I b4 0 I I I I
4 16 64 256 4 16 64 256
Cache size ('000 tuples) Cache size ('000 tuples)
(a) LFU, ps = 0.3%, “NoOpt” (b) LFU, ps = 0.3%, “ST32”

Fig. 8. I/O requirement for LFU ([u,v] = [§,1], ps = 0.3%)

accessed multiple times for these candidates. If the cache is big enough to hold
the M-@Q mappings of all such length-2 associations, it is likely that the M-Q
mappings are in the cache after they are referenced for the first time. For the
dataset used in the experiment, we find that the maximum sum of the sizes of
all M-Q mappings of a particular triggering event type is about 22000 tuples. A
cache with 24000-tuple capacity is thus big enough to save most I/O accesses.
Figure shows the case when “ST32” is applied. The curves are similar
in shape compared to those in the “NoOpt” case. A big drop in I/O access is
also observed with the curve of BF* and the big drop begins at the cache size of
10000 tuples. This is because SectTop avoids evaluating candidates that cannot
be frequent. So, for a frequent association I — J, it is not necessary to evaluate
every candidate of the form (I — J) — K. A smaller cache is thus enough to
hold the M- mappings of length-2 associations used for candidate evaluation.
Figure [§ shows the case of LFU. From the figure, all three candidate gener-
ation methods are very similar in terms of I/O requirement. Both depth-first
and breadth-first generation performed slightly better when LFU was adopted
instead of LRU. However, the “big drop” with BF* is not observed and so the
performance of BF* is much worse than the case with LRU. It is because the
LFU strategy gives preference to data that are frequently accessed when decid-
ing on what to keep in the cache. This does not match the idea of BF* candidate
generation, which works best when recently accessed data are kept in the cache.
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In addition, associations entered the cache early may reside in the cache for a
long time because, when they are first used for evaluating candidates, a certain
number of accesses have been accumulated. Associations newly added to the
cache must be accessed even more frequently to stay in the cache.

6 Conclusion

We propose time-delayed association as a way to capture time-delayed depen-
dencies between types of events. We illustrate how time-delayed associations can
be found from event datasets in a simple baseline algorithm.

We identify in the simple algorithm two areas for improvement. First, we can
get upper-bounds on the supports of candidate associations. Those that cannot
be frequent are discarded without finding their actual supports. We proposed
two methods, namely, GlobalK and SectTop, for getting an upper-bound on a
candidate’s support. Experiment results show that these methods reduce signif-
icantly the number of candidates being evaluated.

Second, some of the intermediate results generated are repeatedly used for
candidate evaluation. Since the volume of data being processed is likely to be
high, such intermediate results must be disk-resident and are brought into main
memory only when needed. Caching of the intermediate results is thus important
for reducing expensive I/O accesses. We find that the order that candidate as-
sociations are formed and evaluated would affect the performance of the cache.
Experiment results show that the BF* candidate generation scheme, coupled
with a reasonably-sized cache and the LRU cache replacement strategy, can
comprehensively reduce the I/O requirement of the algorithm.
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Abstract. Recent research shows that ontology as background knowledge can
improve document clustering quality with its concept hierarchy knowledge.
Previous studies take term semantic similarity as an important measure to
incorporate domain knowledge into clustering process such as clustering
initialization and term re-weighting. However, not many studies have been
focused on how different types of term similarity measures affect the clustering
performance for a certain domain. In this paper, we conduct a comparative
study on how different semantic similarity measures of term including path
based similarity measure, information content based similarity measure and
feature based similarity measure affect document clustering. We evaluate term
re-weighting as an important method to integrate domain ontology to clustering
process. Meanwhile, we apply k-means clustering on one rea-world text
dataset, our own corpus generated from PubMed. Experiment results on 8
different semantic measures have shown that: (1) there is no a certain type of
similarity measures that significantly outperforms the others, (2) Several
similarity measures have rather more stable performance than the others; (3)
term re-weighting has positive effects on medical document clustering, but
might not be significant when documents are short of terms.

Keywords: Semantic Similarity Measure, Document Clustering, Domain
Ontology.

1 Introduction

Recent research has been focused on how to integrate domain ontology as background
knowledge to document clustering process and shows that ontology can improve
document clustering performance with its concept hierarchy knowledge [2, 3, and 16].
Hotho et al. [2] uses WordNet synsets to augment document vector and achieves
better results than that of “bag of words’ model on public domain. Yoo et al. [16]
achieves promising cluttering result using MeSH domain ontology for clustering
initialization. They first cluster terms by calculating term semantic similarity using
MeSH ontology (http://www.nlm.nih.gov/mesh/) on PubMed document sets [16].

R. Kotagiri et al. (Eds): DASFAA 2007, LNCS 4443, pp. 115-f12, 2007.
© Springer-Verlag Berlin Heidelberg 2007



116 X.Zhang et al.

Then the documents are mapped to the corresponding term cluster. Last, mutual
reinforcement strategy is applied. Varelas et al. [14] uses term re-weighting for
information retrieval application. Jing et al. [3] adopt similar technique on document
clustering. They re-weight terms and assign more weight to terms that are more
semantically similar with each other.

Although existing approaches rely on term semantic similarity measure, not many
studies have been done on evaluating the effects of different similarity measures on
document clustering for a specific domain. Yoo et al. [16] uses only one similarity
measure that calculates the number of shared ancestor concepts and the number of co-
occurred documents. Jing et al. [3] compares two ontology based term similarity
measure. Even though these approaches are heavily relied on term similarity
information and all these similarity measures are domain independent, however, to
date, relatively little work has been done on developing and evaluating measures of
term similarity for biomedical domain (where there are a growing number of
ontologies that organize medical concepts into hierarchies such as MeSH ontology)
on document clustering.

Clustering initialization and term re-weighting are two techniques adopted for
integrating domain knowledge. In this paper, term re-weighting is chosen because: (1)
a document is often full of class-independent “general” terms, how to discount the
effect of general terms is a central task. Term re-weighting may help discount the
effects of class-independent general terms and aggravate the effects of class-specific
“core” terms; (2) hierarchically clustering terms [16] for clustering initiaization is
more computational expensive and more lack of scalability than that of term re-
weighting approach.

As a result, in this paper, we evaluate the effects of different term semantic
similarity measures on document clustering using term re-weighting, an important
measure for integration domain knowledge. We examine 4 path based similarity
measures, 3 information content based similarity measures, and 2 feature based
similarity measures for document clustering on PubMed document sets. The rest of
the paper is organized as follows: Section 2 describes term semantic similarity
measures; section 3 shows document representation and defines the term re-weighting
scheme. In section 4, we present and discuss experiment results. Section 5 concludes
the paper shortly.

2 Term Semantic Similarity Measure

Ontology based similarity measure has some advantages over other measures. First,
ontology is created by human being manually for a domain and thus more precise;
second, compared to other methods such as latent semantic indexing, it's much more
computational efficient; Third, it helps integrate domain knowledge into the data
mining process. Comparing two terms in a document using ontology information
usualy exploit the fact that their corresponding concepts within ontology usually have
properties in the form of attributes, level of generality or specificity, and their
relationships with other concepts [11]. It should be noted that there are many other
term semantic similarity measures such as latent semantic indexing, but it's out of
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scope of our research, our focus here is on term semantic similarity measure using
ontology information. In the subsequent subsections, we classify the ontology based
semantic measures into the following three categories and try to pick popular
measures for each category.

2.1 Path Based Similarity M easure

Path based similarity measure usually utilizes the information of the shortest path
between two concepts, of the generality or specificity of both concepts in ontology
hierarchy, and of their relationships with other concepts.

Wu and Palmer [15] present a similarity measure finding the most specific
common concept that subsumes both of the concepts being measured. The path length
from most specific shared concept is scaled by the sum of IS-A links from it to the
compared two concepts.

2H

Swe.p(C1,C2) “Np TNy 2H Q)

In the equation (1), N, and N,is the number of IS-A links from C;,C, respectively to

the most specific common concept C, and H is the number of IS-A links from C to
the root of ontology. It scores between 1(for similar concepts) to 0. In practice, we set
H to 1 when the parent of the most specific common concept C is the root node.

Li et al. [8] combines the shortest path and the depth of ontology information in a
non-linear function:

o @

where L stands for the shortest path between two concepts, o and S are parameters

scaling the contribution of shortest path length and depth respectively. The value is
between 1(for similar concepts) and 0. In our experiment, the same as [8]’s, we set
o and S to 0.2 and 0.6 respectively.

Leacock and Chodorow [7] define a similarity measure based on the shortest path
d(C;,C,) between two concepts and scaling that value by twice the maximum depth
of the hierarchy, and then taking the logarithm to smooth the resulting score:

SLe.c(C1,C2)=~log(d(Cy,C2)/2D) (3)

where D is the maximum depth of the ontology and similarity value. In practice, we
add 1 to both d(c;,C,)and 2D to avoid log (0) when the shortest path lengthis 0.

Mao et a. [10] define a similarity measure using both shortest path information
and number of descendents of compared concepts.

o
C1.Ca)log2(L+ d(Cy) + d(C2)) (4)

Sl\/lao(cvaZ)= d(

whered(cy,C,) is the number of edges between c; and C,, d(Cy) is the number of
C;'s descendants, which represents the generality of the concept. Here, the constant
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o refers to a boundary case wherec, is the only direct hypernym of c,, C, is the
only direct hyponym of c; and c, has no hyponym. In this case, because the
concepts C; and C,are very close, § should be chosen close to 1. In practice, we set
itto 0.9.

2.2 Information Content Based M easure

Information content based measure associates probabilities with concepts in the
ontology. The probability [11] is defined in equation (5), where freq(C) is the
frequency of concept C, and freq(Root) is the frequency of root concept of
the ontology. In this study, the frequency count assigned to a concept is the sum of the
frequency counts of all the terms that map to the concept. Additionally, the frequency
counts of every concept includes the frequency counts of subsumed conceptsin an IS
A hierarchy.

_ 1o _frealC©)

Ic(C) = Iog[ freq(Root)] ®)
As there may be multiple parents for each concept, two concepts can share parents by
multiple paths. We may take the minimum i1c(c) when there is more than one shared

parents, and then we call concept C the most informative subsumer— 1C,;<(C;,C,).
In another word, 1C;(C;,C,) has the least probability among all shared subsumer
between two concepts.

Sresnik (C1,C2) = ~10g1Cpis(C1,C2) (6)
Syiang(C1,C2) = ~10g1C(Cy) ~10g1C(Cy) + 2109 Cryis(Cy, C2) @)

Resnik [12] presents a similarity measure. It signifies that the more information
two terms share in common, the more similar they are, and the information shared by
two termsis indicated by the information content of the term that subsume them in the
ontology. The measure reveals information about the usage within corpus of the part
of the ontology queried. Jiang [4] includes not only the shared information content
between two terms, but also the information content each term contains.

Lin [9] utilizes both the information needed to state the commonality of two
terms and the information needed to fully describe these two terms. Since
ICpis(C1,C2) >=log IC(Cq) , logIC(C,) the similarity value varies between 1(for similar

concepts) and 0.

2l0g1Cpys(C1,C)) (8)

Stin(C1.C2)= logIC(Cy) +logIC(Cy)

2.3 Feature Based Measure

Feature based measure assumes that each term is described by a set of terms
indicating its properties or features. Then, the more common characteristics two terms
have and the less non-common characteristics they have, the more similar the
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terms are [14]. Asthere is no describing feature set for MeSH descriptor concepts, in
our experimental study, we take all the ancestor nodes of each compared concept as
their feature sets. The following measure is defined according to [5, 9]:

_ |Ans(Cy) N Ans(Cy)|

SgasicFeature(C1,.C2) = m 9

where Ans(C,) and Ans(C,) correspond to description sets (the ancestor nodes) of
terms C; and c2 respectively, C;nC, is the join of two parent node sets and
C, uC, isthe union of two parent node sets.

Knappe [5] defines a similarity measure as below using the information of
generalization and specification of two compared concepts:
y |Ans(Cy) M Ans(Cy)| |Ans(Cy) M Ans(C)|

[Ans(Cy)] |Ans(Cy)|

where p's range is [0, 1] that defines the relative importance of generalization vs.

specialization. This measure scores between 1 (for similar concepts) and 0. In our
experiment, pisset to 0.5.

SKnappe(CerZ): p +(1-p)x (10)

3 Document Representation and Re-weighting Scheme

MeSH. Medical Subject Headings (MeSH) mainly consists of the controlled
vocabulary and a MeSH Tree. The controlled vocabulary contains several different
types of terms, such as Descriptor, Qualifiers, Publication Types, Geographics, and
Entry terms. Among them, Descriptors and Entry terms are used in this study since
they are terms that can be extracted from documents. Descriptor terms are main
concepts or main headings. Entry terms are the synonyms or the related terms to
descriptors. For example, “Neoplasms’ as a descriptor has the following entry terms
{“Cancer”, “Cancers’, “Neoplasm”, “Tumors’, “Tumor”, “Benign Neoplasm”,
“Neoplasm, Benign”}. MeSH descriptors are organized in a MeSH Tree, which can
be seen as the MeSH Concept Hierarchy. In the MeSH Tree there are 15 categories
(e.g. category A for anatomic terms), and each category is further divided into
subcategories. For each subcategory, corresponding descriptors are hierarchically
arranged from most general to most specific. In addition to its ontology role, MeSH
descriptors have been used to index MEDLINE articles. For this purpose, about 10 to
20 MeSH terms are manually assigned to each article (after reading full papers). On
the assignment of MeSH terms to articles, about 3 to 5 MeSH terms are set as
“MagjorTopics’ that primarily represent an article.

With mesh descriptor and MeSH tree, the similarity score between two medical
terms can be easily calculated. Therefore, we first match the terms in each document
abstract to the Entry terms in MeSH and then maps the selected Entry terms into
MeSH Descriptors. We select those candidate terms (1- 6gram) that only match with
MeSH Entry terms. We then replace those semantically similar Entry terms with the
Descriptor term to remove synonyms. We next filter out some MeSH Descriptors that
are too genera (e.g. HUMAN, WOMEN or MEN) or too common in MEDLINE
articles (e.g. ENGLISH ABSTRACT or DOUBLE-BLIND METHOD). We assume
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Fig. 1. The concept mapping from MeSH entry terms to MeSH descriptors

that those terms do not have distinguishable power in clustering documents. Hence,
we have selected a set of only meaningful corpus-level concepts, in terms of MeSH
Descriptors, representing the documents. We call this set Document Concept Set
(DCY), where DCS={C,, C,, ..., C} and C; is a corpus-level concept. Fig.1 shows
that MeSH Entry term sets are detected from “Doc;” and “Doc,” documents using the
MeSH ontology, and then the Entry terms are replaced with Descriptors based on the
MeSH ontology. For a more comprehensive comparative study, we represent
document in two ways: MeSH entry terms, MeSH descriptor terms. At the time of this
writing, there are about 23833 unique MeSH descriptor terms, 44978 MeSH ontology
nodes (one descriptor term might belong to more than one ontology nodes) and
593626 MeSH entry terms.

Re-weighting Scheme. A document is often full of class-independent “general”
words and short of class-specific “core” words, which leads to the difficulty of
document clustering. Steinbach et al. [13] examines on the data that each class has a
“core” vocabulary of words and remaining “genera” words may have similar
distributions on different classes. To solve this problem, we should “discount” general
words and “emphasize” more importance on core words in a vector [17]. [3, 14]
define the term re-wei ghting scheme as below

~ m
in1=in1+Zi2:1 S(inlrxjiZ)'inZ
ip#i

(11)
&(x i1, x;i2)>Threshold

where x stands for term weight, m stands for the number of co-occurred terms, and
S(x iz X jiz) stands for the semantic similarity between two concepts. Through this re-

weighting scheme, the weights of semantically similar terms will be co-augmented.
Here the threshold stands for minimum similarity score between two compared terms.
Since we are only interested in re-weighting those terms that are more semantically
similar with each other, it's necessary to set up a threshold value—the minimum
similarity score between compared terms. Besides, it should be noted that the term
weight can be referred as term frequency (TF), normalized term frequency (NTF) and
TF*IDF (Inverse Document Frequency).
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4 Experiment Setting and Result Analysis

4.1 Datasetsand Indexing Schemes

We conduct experiments on public MEDLINE documents (abstracts). First we
collect document sets related to various diseases from MEDLINE. We use
“MajorTopic” tag along with the disease-related MeSH terms as queries to
MEDLINE. Table 1 shows the 10 document sets (24566 documents) retrieved from
MEDLINE. Then, the collected dataset is indexed using two schemes: MeSH entry
term and MeSH descriptor term. The average document length for MeSH entry term
and MeSH descriptor are 14 and 13 respectively (as shown in table 2). Compared to
the average document length—81 when using bag of words representation, the
dimension of clustering space is dramatically reduced. A general stop word list is
applied to bag of words scheme. Moreover, we collect PubMed documents from
1995-2005 to make MeSH descriptor stop term list for MeSH term and MeSH
descriptor term indexing. Since a MeSH entry term can be mapped to more than one
MeSH descriptor term in MeSH ontology, we then map it to the MeSH descriptor
term which is semantically similar with most of the other terms in the document. For
a better comparative study, we also make the following environmental settings: 1)
the number of clustersis set to 10, the same as the number of the document sets; 2)
documents with length less than 5 are removed from the clustering process; 3) when
conducting k-means clustering, we run ten times with random initialization and take
the average as the result. During the comparative experiment, each run has the same
initialization.

4.2 Evaluation M ethodology

Cluster quality is evaluated by four extrinsic measures, entropy [13], F-measure [6],
purity [19], and normalized mutual information (NMI) [1]. Because of space
restrictions, we only describe in detail a recently popular measure—NMI, which is
defined as the mutual information between the cluster assignments and a pre-existing
labeling of the dataset normalized by the arithmetic mean of the maximum possible
entropies of the empirical marginal, i.e.,

NMI (X,Y) = — XY

- (logk +1logc)/2 (12)

where X is a random variable for cluster assignments, Y is a random variable for the
pre-existing labels on the same data, k is the number of clusters, and c is the number
of pre-existing classes. NMI ranges from O to 1. The bigger the NMI is the higher
quality the clustering is. NMI is better than other common extrinsic measures such as
purity and entropy in the sense that it does not necessarily increase when the number
of clusters increases. For Purity and F-measure ranging from 0O to 1, the bigger the
value is the higher quality the clustering has. For entropy, the smaller the value is the
higher clustering quality is.
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Table 1. The Document Sets and Their Sizes

Document Sets No. of Docs

1 Gout 642

2 Chickenpox 1,083

3 Raynaud Disease 1,153

4 Jaundice 1,486

5 Hepatitis B 1,815

6 Hay Fever 2,632

7 Kidney Calculi 3,071

8 Age-related Macular Degeneration 3,277

9 Migraine 4,174

10 Otitis 5,233

Table 2. Document indexing schemes
Indexing Scheme No. of term indexed Avg. doc length

MeSH entry term 14885 14
MeSH descriptor term 8829 13
Word 41208 81

4.3 Result Analysis

To compare the effects of different similarity measures on improving clustering
quality, we run k-means clustering on the collected dataset. We represent each
document as TF*IDF vector, because this scheme achieves much better performance
than NTF and TF. Cosine similarity measure is applied when calculating the distance
between one document vector and the cluster center vector. Moreover, when
representing a document using MeSH entry terms, it's somewhat similar with
augmenting a document vector with synonym terms. As one MeSH descriptor term
can relate with many different MeSH entry terms, it is possible that two or more
MeSH entry terms with same descriptor term appear in one document. Furthermore, if
adocument is represented as a document using MeSH descriptors, it can help map all
the synonyms occurred in one document to their according descriptor terms. In this
paper, we evaluate the clustering qualities of both representation schemes as well as
word representation scheme. The process of clustering is as follows: (1) index the
document sets using MeSH entry terms or MeSH descriptor terms; (2) calculate term
similarity using selected similarity measure and then build similarity matrix for
indexed terms; (3) re-weight terms in each document vector using similarity matrix
and equation (10); (4) Run k-means clustering. We use dragon toolkit [18] to
implement the whole process.

Experimental results show that of the three types of term similarity measures, there
is no a certain type of measures that significantly outperforms others. This can be
partially resulted from the fact that most of these measures consider not only the term
closeness within the ontology but also the depth of the two compared concepts within

the ontology. Apparently, the similarity score of S ¢ ¢ , Sresnik and Sdiang is not within
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Table 3. Clustering results of MeSH entry terms scheme; each measure is followed by the
threshold of similarity value (in parenthesis) that hel ps achieve the best results

Type of Measure Similarity Measure Entropy |F-Score [ Purity [NMI
Path based Wu & Palmer (0.8) 0.392 0.803 0.876 |0.757
Lietal. (0.7) 0.353 0.830 0.871 [0.771
Leacock (0.2) 0.930 0.596 0.686 |[0.524
Mao et al. (0.8) 0.338 0.836 0.885 [0.781
Information Content | Resnik (0.0) 0.353 0.821 0.877 0.774
Jiang (0.1) 0.572 0.695 0.799 [0.701
Lin (0.9) 0.360 0.825 0.880 |[0.771
Feature based Basic Feature (0.8) 0.389 0.795 0.874 |0.759
Knappe (0.8) 0.484 0.778 0.831 [0.717
MeSH entry term None 0.363 0.800 0.870 0.774
Word None 0.245 0.755 0.908 | 0.820

[0, 1]. So term similarity scores using these three measures are normalized before
being applied to do term reweighting for a fair comparison reason. Interestingly,
Information content based measure with support of corpus statistics has very similar
performance with the other two types of measure. This indicates that the corpus
dtatistics is fit with ontology structure of MeSH and does not improve path based
measure. The measure of Mao et al. achieves the best result in both indexing schemes
as shown in table 3 & 4. The reason might be that it is the only measure that utilizes
the number of descendents information of compared terms. Judging from the overall
performance, Wu et al., Li et a., Mao et a., Resink and the two feature based
measures have a rather more stable performance than that of others. Moreover, for
amost al the cases as shown in table 3, the four evaluation metrics are consistent
with each other except that the score of F-measure and Purity of Wu et al. and Li et a
is dlightly better than baseline concept without re-weighting while NMI score of them
isdightly worse.

Fromtable 3 & 4, it's easily seen that the overall performance of descriptor scheme
isvery consistent with and slightly better than that of entry term scheme, which shows
that making a document vector more precise by mapping synonym entry terms to one
descriptor terms has positive effects on document clustering. It's also noted that both
indexing schemes without term re-weighting have competitive performance to those
with term re-weighting. It shows that term re-weighting as a method of integrating
domain ontology to clustering might not be an effective approach, especially when the
documents are short of terms, because when all these terms are very important core
terms for the documents, ignoring the effects of some of them by re-weighting can
cause serious information loss. Thisisin contrast to the experiment results in general
domain where document length is relatively longer [3].

It's obvious that word indexing scheme achieves the best clustering result although
it's not statistically significant (The word scheme experimental result is listed in both
table 3 & 4 for convenience of reader). However, this does not mean indexing
medical documents using MeSH entry term or MeSH descriptor is a bad scheme. In
other words, it does not mean domain knowledge is not good. First, while keeping
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Table 4. Clustering results of MeSH descriptor terms scheme; each measure is followed by the
threshold of similarity value (in parenthesis) that helps achieve the best results

Type of Measure Similarity Measure Entropy | F-Score | Purity | NMI
Peth based Wu & Palmer (0.8) 0.361 0.789 0.883 |0.771
Lietd. (0.7) 0.339 0.756 0.877 ]0.780
Leacock (0.2) 0.485 0.749 0.907 |0.720
Mao et al. (0.8) 0.259 0.831 0.907 |0.814
Information Content | Resink (0.0) 0.346 0.815 0.890 |0.777
Jiang(0.1) 0.529 0.703 0.809 |0.696
Lin (0.9) 0.683 0.582 0.775 ]0.631
Feature based Basic Feature (0.8) 0.385 0.778 0.873 | 0.760
Knappe (0.8) 0.375 0.784 0.866 |0.765
MeSH descriptor None 0.341 0.772 0.867 |[0.776
Word None 0.245 0.755 0.908 | 0.820

competitive clustering results, not only the dimension of clustering space but also the
computational cost is dramatically reduced especially when handling large datasets.
Second, existing ontologies are under growing, they are still not enough for many text
mining applications. For example, there are only 28533 unique entry terms for the
time of writing. Third, there is aso limitation of term extraction. So far, existing
approaches usually use “exact match” to map abstract terms to entry terms and can
not judge by the sense the phrase. This will cause serious information loss. For
example, when representing document as entry terms, the average document length
is 14, while the length of the word representation is 81. Finally, if taking advantage of
both medical concept representation and informative word representation, the results
of text mining application can be more convincing.

5 Conclusion

In this paper, we eval uate the effects of 9 semantic similarity measures with aterm re-
weighting method on document clustering of PubMed document sets. The k-means
clustering experiment shows that term re-weighting as a method of integrating domain
knowledge has some positive effects on medical document clustering, but might not
be significant. In detail, we obtain following interesting findings from the experiment
by comparing 8 semantic similarity measures three types. path based, information
content based and feature based measure with two indexing schemes—MeSH entry
term and MeSH descriptor: (1) Descriptor scheme is relatively more effective on
clustering than entry term scheme because synonym problem is well handled. (2)
There is no a certain type of measures is significantly better than others since most of
these measures consider only the path between compared concepts and their depth
information within the ontology. (3) Information content based measure using corpus
statistics, as well as ontology structure, does not necessarily improve the clustering
result when corpus statistics is very consistent with ontology structure (4) As the only
similarity measure using the number of descendents information of compared
concepts, the measure of Mao et a. has the best clustering result compared to other
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similarity measure. (5) Similarity measure that is not scored between 1 and 0 needs to
be normalized, otherwise they will aggravate term weight much more aggressively.
(6) Over dl, term re-weighting achieves similar clustering result with that without
term re-weighting. Some of them outperform the baseline, some of them don’t and
neither of them is very significant, which may indicate that term re-weighting might
not be an effective approach when documents are short of terms because when most
of these terms are distinguish core terms for a document, ignoring some of them by
re-weighting will cause serious information loss. (7) The performance of MeSH term
based schemes are dlightly worse than that of word based scheme, which can be
resulted from the limitation of domain ontology and limitation of term extraction and
sense disambiguation. However, while keeping competitive results, indexing using
domain ontology dramatically reduces the dimension of clustering space and
computational complexity. Furthermore, this finding indicates that there should be an
approach taking advantage of both medical concept representation and informative
word representation.

In our future work, we may consider other biomedical ontology such as Medical
Language System (UMLS) and also expand this comparative study to some public
domain.
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Abstract. Due to its tremendous commercial potential, sports video
has become a popular research topic nowadays. As the bridge of low-level
features and high-level semantic contents, automatic shot clustering is
an important issue in the field of sports video content analysis. In previ-
ous work, many clustering approaches need some professional knowledge
of videos, some experimental parameters, or some thresholds to obtain
good clustering results. In this article, we present a new efficient shot
clustering algorithm for sports video which is generic and does not need
any prior domain knowledge. The novel algorithm, which is called Valid
Dimension Clustering(VDC), performs in an unsupervised manner. For
the high-dimensional feature vectors of video shots, a new dimensional-
ity reduction approach is proposed first, which takes advantage of the
available dimension histogram to get ”valid dimensions” as a good ap-
proximation of the intrinsic characteristics of data. Then the clustering
algorithm performs on valid dimensions one by one to furthest utilize the
intrinsic characteristics of each valid dimension. The iterations of merg-
ing and splitting of similar shots on each valid dimension are repeated
until the novel stop criterion which is designed inheriting the theory of
Fisher Discriminant Analysis is satisfied. At last, we apply our algo-
rithm on real video data in our extensive experiments, the results show
that VDC has excellent performance and outperforms other clustering
algorithms.

1 Introduction

In the past a few years, more and more sports videos are being produced, dis-
tributed and made available all over the world, thus, as an important video
domain, sports video has been widely studied due to its tremendous commercial
potential.

Different from other categories of video such as news, movie, sitcom, etc.,
sports video has its own special characteristics [I]. A sports game usually occurs
at a specific field and always has its own well-defined content structures and
domain-specific rules. In addition, sports video is usually taken by some fixed
cameras which have some fixed motions in the play field, and that results in some
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recurrent distinctive scenes throughout the video. For example, in a basketball
game video, there are always four dominant scenes including play field, close-
up of players, distant-view of players and audiences. To well understand sports
video, how to take full advantage of dominant scenes is important. Video shot
which comprises a sequence of interrelated consecutive frames taken continuously
by a single camera represents a continuous action in time and space, and it is
the basic unit of video scene. Since video shots of a scene are usually similar,
merging similar shots into clusters becomes useful for the analysis of dominant
scenes and even for the high-level contents of videos.

For shot clustering, some conventional algorithms such as k-means clustering
and hierarchical clustering have been exploited recently [2] [3]. These methods,
however, all require some prior domain knowledge to obtain good clustering re-
sults. Apart from this, these existing clustering algorithms all have their intrinsic
limitations to process high-dimensional data.

In this article, we put forward a novel shot clustering algorithm for sports
video, and the main contributions of our work is listed as follows. First, a new
dimensionality reduction approach is proposed. By applying available dimension
histogram(ADH), only valid dimensions are extracted to achieve the goal of
dimensionality reduction. Second, in the subspace of valid dimensions, according
to the different essentialities of them, our clustering algorithm performs on valid
dimensions one by one to get more encouraging clustering results. Third, a novel
stop criterion for the iterative merging and splitting procedures of each valid
dimension is designed based on the theory of Fisher Discriminant Analysis.

The rest of this paper is structured as follows. Section 2 will introduce the
novel dimensionality reduction approach. The details of our shot clustering al-
gorithm will be discussed in section 3. In section 4, the performance study will
be described. Section 5 will give some related work while section 6 will conclude
the paper and suggest the future work.

2 Dimensionality Reduction

In this section, we will discuss our dimensionality reduction approach in detail.
The valid dimension is introduced first, then how to extract valid dimensions
by available dimension histogram(ADH) to achieve the goal of dimensionality
reduction is proposed.

2.1 Valid Dimension

For high-dimensional data, not all dimensions are useful for different applica-
tions. In many applications, such as clustering, indexing, information retrieval,
only some special dimensions are needed. Figure 1 shows an example of cluster-
ing. According to the distribution of the data set in (a), if we want to partition
the points into three clusters, the clustering results can be easily found out by
computing the distances among the points in the feature space of dimension d1
and d2. But in fact, we have no use to take both of the two dimensions into
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Fig. 1. An example of valid dimensions for clustering

account, only dimension dI is enough. (b) shows that the clustering results ob-
tained by only considering dimension dI are the same as the clustering results
in (a). Therefore, dimension dI is contributing for clustering, and it is a valid
dimension of the data set.

Valid dimensions are the dimensions which can maximally represent the in-
trinsic characteristics of data set. For the data set in Figure 1, the standard
deviations of dimension df and d2 are 0.95 and 0.48 respectively. The reason
why dimension d1 is valid for clustering is that its standard deviation is larger
and it can represent the distribution of the data set. Standard deviation of a data
set is a measure of how spread out it is [T1]. The larger the standard deviation
is, the more spread out from the mean the data set is. The data set which is
more spread out is more sensitive in clustering, therefore, the dimension whose
standard deviation is larger is more helpful for clustering.

The dimensionality reduction approach in this paper is to extract the valid
dimensions for our clustering algorithm. In next subsection, we will discuss the
extraction rule for valid dimensions.

2.2 Extraction Rule for Valid Dimensions

Sports videos have their own intrinsic characteristics. The variety of the back-
grounds of sports video is not obvious. By carefully observing the high-
dimensional feature vectors of video shots, it can be easily found that a mass of
dimensions’ values are all zero, especially in the color features. In other words,
these dimensions are useless for computation, and the dimensions whose val-
ues are non-zero are called available dimensions in our paper. Table 1 gives an
example of the ratio of available dimensions over the total dimensions of dif-
ferent categories of sports. It illustrates that the ratios of available dimensions
are about 50%, thus, extracting the available dimensions is the first step of our
dimensionality reduction approach.

Let D,,, be the subspace of data set with m available dimensions. For the values
of the jth dimension of D, S;[j] denotes the value of shot S;, og;) denotes the
standard deviation of jth available dimension of D,,, where 1 < j < m. Standard
deviation of each available dimension indicates its essentiality for clustering.
Larger ogy; illustrates that the data in jth available dimension are more spread
out and more advantageous for clustering.
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Table 1. Ratios of available dimensions of different sports videos

Video data|Total dimension|Available dimension|Ratio
Basketball 512 314 61.3%
Table tennis 512 305 59.6%
Football 512 253 49.4%

Definition 1. valid dimensions. Given a threshold value ¢, the available dimen-
sions whose standard deviations are equal to or greater than e are called valid
dimensions.

Definition 2. available dimension histogram(ADH). The available dimension
histogram of D,,, represents the distribution of m available dimensions’ standard
deviations(ogy;)), in which, the z-axis represents the rank of available dimensions
and the y-axis represents their corresponding og;). ADH displays the descending
trend of og(;) values. The following Figure 2 gives an example of ADH.

Ok M W e U 9 ® W
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Fig. 2. Example of available dimension histogram(ADH)

In order to extract valid dimensions which can maximally represent the dis-
tribution of data for clustering, an heuristic method on ADH is applied for
determining the value of €. Let r[i] denote the rank of available dimensions in
Dy, corresponding to ADH. Then & = 0,3, only if 0,3 — 0pp41) = max(o,;) —
opit1], 1 <4 <m —1). € is the standard deviation of available dimension r[k]
whose difference to that of r[k+1] is largest in D,,,. That means ¢ is the largest
plunge occurs in VDH. Referring to Figure 2, the largest drop of ADH occurs
from r[3] to r[4], i.e., € = 0,[3), and the available dimensions which correspond
to r[1], r[2], and r[3] are the valid dimensions. Intuitively, such extraction rule
guarantees the most significant available dimensions are extracted as valid di-
mensions for our clustering.

3 Unsupervised Shot Clustering Algorithm

In this section, we will provide an efficient shot clustering algorithm called valid
dimension clustering(VDC) in detail.
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3.1 Algorithm Description of Valid Dimension Clustering

A video shot S; can be represented as: S;={x,z5,... 2%}, where z! is the pth
dimension of the n-dimensional feature vector S;. Let D; be the subspace of
valid dimensions, where f is the number of valid dimensions which are obtained
by our dimensionality reduction approach.

Valid dimension clustering(VDC) is an unsupervised clustering algorithm
which performs on Dy one by one, that’s because different valid dimensions
have their own different essentialities for clustering. After ranking the standard
deviations of valid dimensions in descending order, we first take the valid dimen-
sion whose standard deviation is the largest as the beginning of the algorithm,
then the following valid dimensions are taken into account in order.

For the first valid dimension, each shot is first initialized as one cluster, then
the iterations of merging similar shots into one cluster are repeated until the
stop criterion is satisfied. For other valid dimension d;, the clustering results of
valid dimension d;_(the prior dimension of d; according to the rank of valid
dimensions) should be set as the initial clustering status of d;, then the same
merging procedures perform on each initial cluster of d; until all initial clusters
have been processed. After finishing valid dimension d;, the algorithm will turn
to d;y1. The final clustering results will be returned when all f valid dimen-
sions are processed. It is obvious that for each valid dimension, only merging
procedures are performed, but for two consecutive valid dimensions d;_; and d;,
the processing of d; is splitting procedures for d;_;1. Thus, VDC comprises both
merging and splitting procedures.

(a) (b)

Fig. 3. Different clustering results for table tennis

The reason why VDC performs on valid dimensions one by one is explained
by Figure 3. (a) gives the clustering results of VDC, i.e., valid dimensions are
taken into account one by one. While (b) shows the results of the algorithm
which all valid dimensions are taken into account once. Obviously, the results
in (a) are better than (b). Originally, all the six shots are play field shots, but
(b) partitions them into two clusters as different positions of the play table. The
reason is that when we consider all valid dimensions together, all valid dimensions
are treated fairly, the different essentialities of different valid dimensions have
not been distinguished.
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3.2 Stop Criterion of Valid Dimension Clustering

The stop criterion for the iterations is the most critical technique of unsupervised
clustering algorithm. It directly determines the results of clustering. In the paper,
we devise a novel stop criterion which uses Fisher Discriminant Analysis for
reference.

Fisher Discriminant Analysis is a widely used multivariate statistical tech-
nique [12]. The discrimination function can be used as a well-defined rule in
order to optimally assign a new observation into the labeled class. Consider k
populations G1,Ga,. .. ,Gj, each with p-variate distribution which is denoted as
(x1,22,. .. ,xp). Fisher suggested finding a linear combination of multivariate ob-
servations (x1,Z2,...,%p) to create univariate observation u(z) such that u(z)
can separate the different samples of different populations as much as possible.
Fisher discriminant function can be written as:

u(z) = a’x = a1zy + aors + ..+, (1)

Let SSE and SSG denote the total within-class divergence and total between-
class divergence of each data sample. The o which maximize the criterion F(«)
is used in the Fisher discriminant function, the formula (). F(«) is represented
as below:

_S5G aTBa 9
~ SSE  aTEa 2)

For our shot clustering algorithm, we are only interested in the concepts of
within-class divergence and between-class divergence. For clustering, the intra-
distance within a cluster and the inter-distance among different clusters can
be mapped into the concepts of within-class divergence and between-class di-
vergence respectively. The clustering results in which the intra-distance of each
cluster is smallest and the inter-distances among different clusters are largest
are the encouraging results. That indicates the data set is separated optimally.

Let r; denote the ratio of the intra-distance of one cluster over the inter-
distances among clusters when the number of clusters is N;, and the best clus-
tering result we want is the one with smallest value of r;. The value of r; can be
calculated by the formula below:

F(a)

N; N; me

Z:Odfu ;);)|Sf_sﬁ%ean|
r = = dt = N (3)
> 1S5 = Smeanl
7=0

where d; is the initial distance among clusters, dg, is the intra-cluster distance
of cluster c¢. N is the initial number of clusters at the beginning, while m, is the
number of shots in cluster c. |#| denotes the Manhattan distance. S¢ and S&,.,,,
represent the ith shot and the mean vector of cluster c¢ respectively, while .S;
and Syneqn are used for denoting the same concept of the initial clusters.

Apart from r;, another important factor n; is considered in our algorithm too,

which is the statistic information of the number of clusters. Let n; = N;/N be
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Fig. 4. Relation curve of r;+n; and m

Algorithm 1. VDC()

Input: ranking array of valid dimensions r[k]; cluster structures CR
Output: clustering results
1: for d,=1 to k do
ptr=GetHead(CR)
while ptr # NULL do
S=0DC(ptr, dn) // S denotes the splitting results
InsertFront(CR, S)
ptr= GetNext(ptr)
dn++
end while
end for

Function ODC(CR,d,)
initialize each shot S; as one cluster C;
Let ri" = 0,n") = 1, calculate dist(Ci, C;)a,,1 < i,j < Ni
execute MergeCluster()
WHILE 7V + 2" >+ 4 n® 0N > 1
rl(l) _ rl(2)7 n;l) _ nl(2)
execute MergeCluster()
ENDWHILE
add the clustering results to CR
end Function
Function MergeCluster()
merge two most similar shots into one cluster
calculate rl(z), nl(z) and rl(z) + n§2)
end Function

the ratio of the cluster number N; over the initial total number of shots N. In
order to maximally approximate the real cluster number which is a small value,
the smaller the value of n; is, the better the clustering result is.

At the beginning of the clustering algorithm, each shot is initialized as one
cluster, the value of r; is 0, and the value of n; is 1. Then as the merging proceeds,
the value of 7; is increasing while n; is descending. When all the shots are merged
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into one cluster, the value of r; reaches 1, and n; reaches its smallest value. Since
the encouraging clustering results should have both smaller r; and n;, we choose
min(r; + n;) as the stop criterion of our algorithm. When r; + n; reaches its
smallest value, the iterations of merging stop. For example, the relation curve
of the value of r; +n; and the times of iterations m for one valid dimension of
football is shown in Figure 4. The inflexion of the curve which corresponds to
the smallest value of r; + n; is the stop point of the iterations.

After presenting the stop criterion for iterations of our clustering algorithm,
the detailed algorithm description of VDC is described in Algorithm 1.

4 Performance Study

In this section, we will report our extensive performance study on large real
video data, and the comparison results with other two clustering algorithms.

4.1 Experiments Set Up

Our data set consists of about 4.5 hours’ long video data which includes three
categories of sports video captured from TV stations. The formats of them are all
Mpgs with the frame extraction rate is 25fps, and each frame is 320%240 pixels.
After shot boundaries detecting, each shot is represented by feature vectors in
four high-dimensional degrees: 288-D, 320-D, 384-D and 512-D which all compose
HSV color feature and motion feature in P-frames of it for experiments.

Table 2. Data set statistics

Video Lengh|Total shots Cluster of shots(shot number)

Basketball(B) [1:07:25 390 Cl:play field(145);C2:close-up of player(67)
C3:distant view of player(150);C4:audience(28)

Table tennis(T)|1:22:32 634 Cl:play field(220);C2:close-up of player(335)
C3:distant view of player(47);C4:audience(32)

Football(F) |1:35:51 630 Cl:play field(182);C2:close-up of player(275)
C3:distant view of player(93);C4:shooting(56)

Ch:audience(24)

In order to detect the efficiency of our algorithm, we manually identify each
shot into different clusters beforehand according to video grammar. The total
number of shots in our data set is 1654, and the detailed information is listed in
Table 2. Two common used measurements which are Precision(P) and Recall(R)
are used to evaluate the performance of our algorithm. And all the experiments
were done with Intel Pentium D820 processor(2.8GHz CPU’s with 1GB RAM).

4.2 Effectiveness of Valid Dimension Clustering(VDC)

In order to show the excellent performance of our algorithm, other two clustering
algorithms are applied in our experiment as comparisons. One is called FDC
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which applies our stop criterion for merging iterations but performs on the whole
high-dimensional feature space without dimensionality reduction. The other is
called X-means [6] which is a reformative algorithm of k-means.

Efficiency of Dimensionality Reduction. First, we will test the efficiency
of our dimensionality reduction approach which applies the available dimension
histogram(ADH).

Figure 5 depicts the CPU time improvement achieved by VDC over FDC on
the data sets with different dimensionality and different data size.

This experiment confirms that dimensionality reduction is outstanding and
necessary for clustering. When the dimensionality and the size of data are in-
creasing, the CPU time of VDC and FDC are all increasing. But it can be
easily witnessed that the increasing rates of VDC are much slower than FDC,
especially in (a). Obviously, dimensionality reduction plays an important role.
By dimensionality reduction, only valid dimensions are considered in clustering,
thus the algorithm is sped up.

Performance Comparison. In this experiment, we compare VDC with other
two shot clustering algorithms. We test the effect of different dimensional feature
spaces and different categories of sports video.

Figure 6 shows the Precision and Recall of different clustering algorithms as
the dimensionality of Basketball video shots increases. When the dimensional-
ity is increasing, Precision and Recall of all the three algorithms are improved
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because more information are extracted in higher dimensional feature space.
Although the Precision of VDC is only slightly larger than that of FDC, the
Recall of FDC is much smaller. VDC performs best and outperforms X-means
by nearly 10%.

Figure 7 shows their Precision and Recall when the number of shots increases.
For VDC and FDC, following with the increasing number of shots, Precision and
Recall only change a little, and the average values of them are much larger than
those of X-means. Because of the disadvantage on deciding data centers and
number of clusters, the performance of X-means is dissatisfactory comparing
with others.

The performances of clustering algorithms varies from different categories of
sports due to some factors such as positions of cameras, motions of players,
and common screens. Figure 8 shows the distinct performances on the three
categories of sports. Obviously, for table tennis, all the three algorithms perform
best. The main reason is that the play field of table tennis is small, the number
of common screens and the motions of cameras are almost fixed for table tennis,
thus it’s easier to achieve better results for clustering algorithm.

Table 3 illustrates the detailed experimental results of our data sets. For each
cluster which we pre-divided manually, we evaluate the performances of the
algorithms by three measurements: number of clusters C,,, Precision(P), and
Recall(R). In the table, it can be easily found that C,, of VDC is smaller than
other two algorithms and is closer to the manually divided cluster number for



An Adaptive and Efficient Unsupervised Shot Clustering Algorithm 137

Table 3. Data set statistics

Video Results of VDC|Results of FDC|Results of X-means

Cn P(%) R(%)|Cn P(%) R(%)|Cr. P(%) R(%)

Basketball: C1| 2 97.17 93.54| 5 100.0 89.66| 7 83.77 85.28
C2| 3 97.91 98.85| 4 92.62 90.84| 5 84.32 87.22

C3| 2 91.26 95.08| 4 8R8.43 87.72| 6 82.81 85.77

C4] 1 96.82 91.14| 3 89.38 95.10| 3 89.13 82.78

Table tennis: C1| 2 95.65 100.0 | 4 100.0 95.45| 6 86.45 83.52
C2[ 2 96.33 95.38| 5 87.95 84.86| 8 86.74 88.93

C3| 3 85.97 91.67| 3 90.64 85.17| 4 87.09 77.47

C4] 1 91.42 90.88 | 2 100.0 81.25| 2 81.98 84.76

Football: C1| 3 91.41 90.41|5 82.93 94.44| 6 75.68 85.11
C2| 2 95.42 92.55| 4 92.30 87.48| 6 85.49 77.42

C3| 2 90.63 89.15| 5 90.06 90.18 | 4 87.53 84.26

C4| 2 85.74 100.0| 2 91.25 84.79| 3 67.68 71.95

Ch5| 1 91.00 88.10| 1 87.37 83.66| 2 81.06 79.82

different sports. That’s an important advantage of our algorithm which means
the clustering results of VDC are more credible. Set basketball video as an exam-
ple, VDC obtains 8 clusters, FDC and X-means obtain 16 and 21 respectively,
while the manual cluster number is only 4. Since VDC considers most con-
tributing characteristics of data sets which correspond to valid dimensions and
performs on them one by one, it achieves most reasonable clustering results. In
addition, the Precision and Recall of VDC are better than those of FDC and X-
means. Among the results of VDC, there are 11 clusters whose Recall are above
90%, while only 5 clusters whose Recall are above 90% in the results of FDC.
Precision and Recall of X-means are both smallest and the performance is dis-
satisfactory. And the average value of Precision and Recall of VDC are 92.82%
and 93.59% respectively. As a whole, the performance of VDC is desirable.

5 Related Work

Clustering techniques are intended to group data with similar attributes into
clusters that exhibit certain high-level semantics. In previous work, most of the
clustering algorithms which are used in the field of video data require some
parameters to obtain good results. In [4], a shot cluster is split when its variance
is above a pre-specified threshold, and two shot clusters are merged into one when
the distance between their centers is below another pre-defined threshold. In [5],
the number and initial centers of shot clusters are required by k-means clustering
algorithm. But it is well known that the estimation of correct cluster number
and the decision of good cluster centroids had been longstanding problems in
cluster analysis. [6] reported a reformative algorithm of k-means which is called
X-means, and it applied Bayesian information criterion to estimate the number
of clusters.
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For high-dimensional data, the performances of most existing clustering al-
gorithms degrade rapidly [8]. Thus, to minimize the effect of ”dimensionality
curse” before processing high-dimensional data becomes more important. The
technique which using Principle Component Analysis to reduce the dimension-
ality of data works well when the data set is global correlated [8]. [7] proposes
a new approach which dimensionality reduction procedures are dynamic and
can be adaptively adjusted and integrated with the clustering processing. Es-
pecially for video data, there are also a few works to reduce dimensionality of
video data. [9] introduces a new one dimensional transformation technique which
rotates and shifts the original axis system using PCA. To speed up the shot clus-
tering process and minimize the space requirement, [10] applies both PCA and
LDA techniques to reduce the dimension of feature vectors for the domain scenes
clustering algorithm.

6 Conclusions and Future Work

In this paper, we introduce a novel unsupervised shot clustering algorithm for
sports video called valid dimension clustering(VDC). We first apply a new dimen-
sionality reduction approach to get ”valid dimensions”. Then in the subspace of
valid dimensions, VDC performs on valid dimensions one by one. After that, the
iterations of merging and splitting repeat until the novel stop criterion which is
designed inheriting the theory of Fisher Discriminant Analysis is satisfied with-
out any parameters. At last, our extensive experiments on real sports video prove
the effectiveness and efficiency of our proposals.

For our future work, we first plan to further investigate the effectiveness and
efficiency of our algorithm on different kinds of videos. Second, cross-media in-
formation, such as audio, text information, and image will be taken into account
to improve the performance of clustering. Third, more efficient dimensionality
reduction approaches for video data will be also considered in the future.
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Abstract. Intrusion detection system(IDS) has played a central role
as an appliance to effectively defend our crucial computer systems or
networks against attackers on the Internet. Traditional IDSs employ
signature-based methods or anomaly-based methods which rely on la-
beled training data. However, they have several problems, for example,
it consumes huge amounts of cost and time to acquire the labeled train-
ing data, and they often experienced difficulty in detecting new types
of attack. In order to cope with the problems, many researchers have
proposed various kinds of algorithms for several years. Although they do
not require labeled data for training and have the capability to detect
unforeseen attacks, they are based on the assumption that the ratio of
attack to normal is extremely small. However, the assumption may not
be satisfied in a realistic situation because some attacks, most notably
the denial-of-service attacks, consist of a large number of simultaneous
connections. Consequently if the assumption fails, the performance of the
algorithm will deteriorate. In this paper, we present a new normalization
and clustering method that can overcome a limitation on the attack ra-
tio of the training data. We evaluated our method using KDD Cup 1999
data set. Evaluation results show that performance of our approach is
constant irrespective of an increase in the attack ratio.

1 Introduction

In recent years, considerable attention has been given to intrusion detection
on the Internet. Intrusion detection is defined as the process of monitoring the
events occurring in a computer system or network and analyzing them for signs of
intrusions. IDS is one of the systems designed to perform such intrusion detection
and an integral part of any complete security package of a modern well managed
network system.

Conventional IDSs employ signature-based detection, which relies on labeled
training data. However, IDSs using these methods have several problems, for
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example, they can only detect previously known intrusions and it consumes huge
amount of cost and time to acquire the labeled training data. A survey of these
methods is given in [I]. Over the past few years, several studies to solve these
problems have been made on anomaly detection using unsupervised learning
techniques, called unsupervised anomaly detection, which can detect previously
“unseen” attacks and do not require labeled data used in training stage[2/3].

There are many approaches that apply unsupervised anomaly detection for
intrusion detection such as clustering, one-class support vector machine(SVM),
etc[4l5lj6]. Although they do not require labeled data for training and have capa-
bility of detecting unforeseen attacks, they make two assumptions about the data
to be trained. First, the ratio of attack to normal is extremely small[9]. Second,
the attack traffic is statistically different from normal traffic[3]. It is important to
note that these assumptions may not be satisfied in a realistic situation because
some attacks, most notably the denial-of-service(DoS) attacks, consist of a large
number of simultaneous connections, and in many cases they may be misclassified
as normal because of their enormous volume. After all, if the assumption fails, per-
formance of the algorithm will deteriorate. In this paper, we propose a new nor-
malization and clustering method for intrusion detection. This proposed method
is based on K-means clustering method[7], which is a typical clustering algorithm.

We evaluated our method over the network data from KDD Cup 1999[8],
which is a very popular and widely used intrusion attack data set. Our exper-
imental results show that performance of our approach is constant irrespective
of an increase in the attack ratio, and outperforms the K-means.

The rest of the paper is organized as follows. In section 2, we give some back-
ground information about data normalization and the K-Means algorithm. In
section 3 and 4, we present our normalization and clustering method in detail,
respectively. In section 5, we describe the details of our experiment and present
the results and their analysis. Finally, we present concluding remarks and sug-
gestions for future study.

2 Related Work

2.1 Normalization

In many approaches that employ anomaly-based intrusion detection with unla-
beled data [QITOITIUT2T3], it is required to normalize the training and test data
because each feature of the data instances has a different scale. For example,
consider two 3-features vectors: {(1,2,100), (5,3,200)}. Under the Euclidean
metric, the squared distance between the feature vectors will be (1 —5)% + (2 —
3)2 + (100 — 200)2 = 16 + 1 + 10,000 = 10,017. As you see, there is a problem
that the distance is dominated by the third feature.

2.2 K-Means Clustering Algorithm

Clustering is one of unsupervised learning techniques to group data instances into
meaningful subclasses[d5]. K-means[7] is one of basic methods for clustering. It
partitions a set of data into k clusters through the following steps.
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— Initialization: Randomly choose k instances from data set and make them
initial cluster centers.

— Assignment: Assign each instance to the closest center.

— Updating: Replace every cluster’s center with the mean of its members.

— Iteration: Repeat Assignment and Updating until there is no change for each
cluster, or other convergence criterion is met.

The popularity of the K-means algorithm is largely due to its low time com-
plexity, simplicity and fast convergence. In particular, low time complexity is a
significant factor for intrusion detection because it is performed over large and
high-dimension network data sets. However, it has been known that the K-means
algorithm has several shortcomings as follows.

First, the K-means algorithm is sensitive to the initial centers; that is, the
clustering result of the K-means algorithm is dependent on the chosen initial
centers. Second, high dimension of each data instance causes heavily perfor-
mance deterioration of the algorithm, this is called “curse of dimensionality”.
Third, the K-means algorithm is difficult to choose the number k& of clusters to
be created finally. Finally, the K-means algorithm just can find out the local op-
timum, not the global optimum. Hence, we propose a method to overcome these
shortcomings of the K-means for intrusion detection. See section 4 for detail.

3 Normalization

In this section, we present a novel normalization method for preventing an in-
crease of the anomaly ratio from decreasing the performance.

3.1 Defining of Notations

Before describing our method, it is necessary to specify about the major nota-
tions that are used in this paper:

— S ={x1,X2,...,X,}: the set of data instances to be clustered

— n: the number of all data instances in the training data

- x; = (¥j1,2j2,...,2ja): a vector in real d-dimensional space, R¢
— ||x]|: the Euclidean distance of the vector(i.e. instance) x

— C={cy,ca,...,ck}: the set of k cluster centers

— c¢;: the mean of each cluster C;(1 < j < k)

— D ={dy,ds,...,ds}: the set of dimensions in the feature space

3.2 Methodology

Our method is basically based on [9]. In their normalization, they first calculate
the average and standard deviation of every feature in the feature space. By
using them, they calculate, for every feature value of each instance, how far it
is away from the average of corresponding feature, and then the result divided
by its standard deviation becomes the new value(i.e. normalized value) for that
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Table 1. Average and change of normalized value

Ratio of 10 1% | 2% | 3% | 4% | 5% | 6% | 7% | 8% | 9% |10%
Average 1.09/1.18|1.27(1.36|1.45[1.54|1.63|1.72|1.81| 1.9
Normalized value of 1 {-0.1{-0.14|-0.17|-0.20|-0.22|-0.25|-0.27(-0.29(-0.31|-0.33
Normalized value of 10/ 9.9 |6.96 | 5.65 | 4.87(4.33 |3.93|3.62|3.37|3.16 | 2.98

feature. However, there is a problem that if the ratio of the attack data increases,
distinction between the normal instances and the attack instances becomes more
difficult. For example, consider 100 1-feature data instances where each data
instance has a value either 1(normal) or 10(attack). From Table 1, we can see
that difference between the normalized value of 1 and 10 diminishes(i.e. be more
difficult to distinguish) gradually with increment of the attack data instances(i.e.
10). This is because that the average value of instances is heavily affected by the
number of the attack instances. As a result, it leads to performance deterioration.

Therefore, we propose a method that can maintain good performance of IDS
irrespectively of normal-attack ratio. In generally, it is obvious that the number
of normal traffic is lager than that of attack traffic in a real environment. It
means that if a data instance is normal, there are a lot of data instances with
the similar attribute value to the data instance, otherwise the number of data
instances which have the similar attribute value is few. Hence, we first partition
the training data into two groups: dense group and sparse group. The dense
group consists of data instances whose attribute values are similar each other
and frequently appear in the training data, while in case of data instances in the
sparse group, similar attribute values are seldom observed in the training data.
Our normalization uses the average and standard deviation from data instances
only from the dense group.

Let us present the algorithm in more detail. For each dimension d;(1 < ¢ < d)
where ¢ denotes the ith dimension, we search the minimum and maximum values
of the training data, and divide their difference into small equi-length partitions
called bin, where the number of the bins is determined by parameter § that is
supplied by user. That is,

di:diludi27...7u dig.

The algorithm repeats the dividing process for every dimension in the feature
space. After the process is finished, the algorithm reads the training data again
and counts the frequency of bins. Let n;, denotes the number of data instances
fall in d;(1 < b < B) and n, denotes its ascending order; that is,

! / /
Ny SNy ... < Mg

For all dimensions, the algorithm finds bin dj;, under the following conditions.

-1 l

/ < n !

Ny < o < Ny
b=1 b=1
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where « is supplied by a user and d, denotes corresponding bin to n,. If «
equals 100, for example, d; is the first bin where summation of n}, exceeds 1%
of all data instances in the training data. The algorithm then obtains following
nf that represents difference between neighbor bins:

Ny =M1 — Ny, for (1<m <1-1),
and we regard m of maximum nf  as M: that is,
M =m of maz{n}, |(1<m<l-1)}.

We then define {dj;, djy, ..., diy} and {dj;; 1, dipryo, -, dig} as “sparse
region” and “dense region”, respectively. By using the sparse and dense region
of each dimension, the algorithm partitions the training data into two groups:
sparse group and dense group. If a data instance has at least one dimension
which belongs to the sparse region, it is classified to the sparse group; otherwise
it becomes a member of the dense group.

Given a set of the dense group, we calculate the average and standard de-
viation of every feature only using the data instances of the group. We then
normalize each instance as follow:

cinal inst . .
normalized_instnace[j] = original sinstance|j] cwemge[j].

standard_deviation|j]

where [j] is the jth feature. In our normalization work, only numerical features
were converted.

4 Clustering

In this section, we present our clustering algorithm for intrusion detection. The
clustering process is basically the same as the K-means algorithm except that
“Splitting” and “Merging” processes are added just after the updating process.

4.1 Selecting Initial Cluster Centers

In this process, we create k initial cluster centers. In intrusion detection, the ideal
initial cluster centers are required to satisfy the condition where each instance
of the training data should be classified to one of them. The training data have
a lot of clusters which should be labeled either to normal or attack. Therefore,
we have to find both normal and attack clusters that really exist in the training
data, and then calculate the initial cluster centers using them.

In our approach, we utilize the dense and sparse groups to create k initial
cluster centers. First, for representing attack clusters of the training data, the
algorithm generates same groups, S1,S52,...,5s from the sparse group. If each
vector’s element of both instances belongs to the same sparse region, the algo-
rithm treats them as the same group. Note that the number of same groups
cannot exceed that of data instances in the sparse group. The algorithm also
generates groups(clusters), Ss41, . . ., Sk, from data instances in the dense group
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by the following method. First, for one dimension, the algorithm treats all data
instances in each bin of the dense region as member of a cluster. Note that each
instance of the dense group is a member of only one bin in each dimension. The
algorithm then repeats the process for every dimension in the feature space. As
a result, the total number of generated clusters is equal to all number of the
bins that belong to the dense region in every dimension of the feature space.
Note that our algorithm does not require to determine k in advance. Finally, the
algorithm calculates the mean of each cluster S;(1 < h < k) that becomes the
k initial cluster centers, namely c;(1 < h < k). We also denote these centers
as sp(l < h < K) and K as the number of the initial cluster centers for the
purpose of the labeling process(Section 4.5).

It is important to consider the following case. If the data in any particular
dimension is uniformly distributed, then the dimension does not give any useful
information concerning the dense and sparse region. Hence, we need to determine
whether dimensions are worth investigating. We calculate [nj; — nj,/[(1 < i < d)
for each dimension to extract the uniform dimensions. For the uniform dimen-
sions, we expect them to contain data instances of almost same number with

respect to each bin. Therefore, if a dimension satisfies [nj; — njy| < —, we

regard the dimension as the uniform distribution, and our algorithm excludes
the uniform distribution dimensions from the clustering process hereafter.

4.2 Allocating Data Instances

In this process, the algorithm allocates data instances to the closest cluster cen-
ter. As mentioned above, we have to reduce the number of dimensions to improve
performance of the proposed algorithm because as the number of dimensions in
a dataset increases, distance measures become increasingly meaningless (i.e. the
curse of dimensionality). Subspace clustering[I4] is one of methods to reduce
dimension of data instances in the clustering field. Hence, in order to reduce di-
mensions of data instances, we propose an allocating algorithm based on concept
of subspace clustering.

Subspace clustering is the method that attempts to find meaningful clusters
from different subspaces of the same dataset. In subspace clustering, the key
point is that each cluster can be easily extracted from the dataset by finding ap-
propriate subspaces (i.e., dimensions), and in such subspaces the data instances
converge on the particular attribute value. Detailed description about it is given
in [I4].

Therefore, our allocating algorithm begins by searching “dense region dimen-
sions” for each cluster center. We regard the searched dimensions as appropriate
subspace for intrusion detection because many data instances converge on the
dimensions. The algorithm then calculates the distance from data instances to
each of current k cluster centers only with respect to the dense region dimen-
sions. As different from existing researches that have to acquire the distance for
all dimensions, proposed algorithm requires only dimensions which belong to the
dense region of each cluster center. The algorithm then allocates each instance
to the closest cluster center.
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After the assignment process is finished, each cluster center has new data
instances. Therefore the algorithm updates the mean of each cluster center with
its new members.

4.3 Splitting and Merging Clusters

In order to overcome the K-means’s two shortcomings, the number k and local
optimum, we apply splitting and merging processes. There are many variants of
the K-means that employ splitting and merging processes to overcome the two
shortcomings such as ISODATA [I6]. Although the approaches can overcome two
shortcomings, they need many parameters: initial number of clusters, maximum
number of iterations and so on. Therefore, we propose an algorithm that can
overcome two shortcomings and does not require any additional parameters.
We first compute the values as follows:

— Aj;: the average distance between data instances in cluster C; and their
cluster center c;

A: average of A;(1 < j<k)

o;: the standard deviation of the average distance between data instances in
cluster C; and their cluster center c;

— o: average of 0 (1 < j < k)

Splitting. For each cluster C;(1 < j < k), if A; > A and ¢; > 0, we search an
instance that is the furthest to its center. If the distance between the instance
and the center is larger than A; 4 ¢, the instance should not be a member of
the cluster. Thus, we create a new cluster and treat the instance as its center.

Merging. We first calculate the values as follows:

— dj;: the distance between all cluster centers
— d: the average distance of d;;

That is,

> dij .
————— 1<i<j<k.
Kk—1)/2 —'SI=
Also, we search d;;(1 < i < j < k) whose the value is less than d and thus the
algorithm merge C; and Cj, if two clusters satisfy two conditions as follows:

dij — |lci —¢;ll, d —

L le; — ¢;|| < min(o;,0;)
2. |os —oj| < (% + Z—’)7 n;,n;: the number of instances in C;, C;
i J

According to the conditions, if each center of clusters C; and C; exists in the
another cluster’s region and if difference of their deviations is quite small, they
should be treated as one cluster.

In this way, the value of k will be updated automatically by splitting and
merging clusters. Also, local optimum problem of the K-means algorithm can be
solved because if the k initial cluster centers were wrong, it can be modified by
splitting and merging clusters.
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4.4 Convergence Criterion

In this process, the algorithm uses the sum of the squared Euclidean distance,

denoted by F(cy,...,ck), as the convergence criterion that is most intuitive and
frequently used function in partitional clustering techniques like the K-means.
We can calculate E(cy,...,cy) as follows:
k
2
E(c, o) =Y > ¥ ¢l
j=1x'eCy
where x’ is normalized instance by the proposed method. E(cy,...,cx) means

that summation of the distance between each cluster center and its instances. If
the value of E(cq,...,c) is larger than that of last clustering, go to the labeling
process, otherwise the algorithm go back to the assignment process.

4.5 Labeling Clusters

In the existing researches, they labeled a cluster as attack if it is relatively large
or is above a given threshold, otherwise, it is labeled as normal. However, such
method has several limitations on labeling the clusters accurately, for example,
there is not a precise criterion about relatively large or a threshold, and it can
not detect an attack that causes large data instances like DoS.

Therefore, we propose a new method that does not depend on the population
ratio of the cluster nor does not require a threshold to label the clusters. Although
the initial cluster centers of the dense group are not proper as our desired centers,
since we assume that most of those is normal, we can utilize those as a criterion
for labeling. In other words, we can say that if a cluster is normal, the distance
between the center c;(1 < j < k) of the cluster and sp(s +1 < h < K) will
be small, otherwise that will be large. Thus, we first, for each cluster center
c;j(1 < j < k), calculate the maximum distance to sp(s+1 < h < K). We then
calculate the average of the maximum distances. If the maximum distance from
a cluster to sp(s +1 < h < K) is less than the average, we label the cluster as
normal. Otherwise, label as attack.

After the labeling process is finished, we calculate the distance from a data
instance of the test data to c;(1 < j < k) and if the label of the closest cluster
from the data instance is an attack, then label the data instance as the attack.
Otherwise, label the data instance as normal.

5 Experimental Results and Analysis

In order to evaluate the proposed clustering method, we tested the algorithm on a
benchmark dataset, the network traffic data from KDD Cup 1999 Dataset[8]. We
are interested in two indicators: the detection rate and the false positive rate. The
detection rate is defined as the number of intrusion instances (correctly) detected
by the system divided by the total number of intrusion instances present in the
test set. The false positive rate is defined as the total number of normal instances
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that were (incorrectly) classified as intrusions divided by the total number of
normal instances present in the test set.

5.1 Data Set Descriptions

Training Data. In KDD Cup 1999 Dataset, the training data set consists of
approximately 4.9 million data instances. Each instance consisted of 41 features
of various types, and a class label that indicate either normal or one of the attack

types.

Test Data. The test data consists of approximately 490,000 data instances. It
contains 17 types of attack that were not present in the training data and 20
types of attack that were present in the training data.

5.2 Results

We first evaluated performance of the proposed method and K-means algorithm.
For evaluation, we randomly extracted the training and test data from KDD
Cup dataset. The training and test data consist of 90,373 and 65,108 instances,
respectively. Around 1% of the training data is attack, and the test data has
4,515 attack instances that consist of 2,275 known attack instances(i.e. included
in the training data) and 2,240 new attacks. For comparison, we obtained the
false positive rate and detection rate(i.e. ROC curve[lD]) of the two methods
by varying « and 3, and k(in case of the K-means). Parameter k was set to
3, 5, 10, 20, 50 and 100. Note that every experimental result in this paper is
averaged over 10 runs of the algorithms. The comparison of ROC curves of the
two methods is shown in figure 1(a). As we had expected, it can be easily seen
that performance of the proposed method consistently outperforms the K-means
algorithm; especially at the lower false positive. Therefore, we conclude that
superior performance of the proposed clustering method results from overcoming
four shortcoming of the K-means algorithm.

We also evaluated stability of the proposed method with respect to different
attack ratio of the training data. As the training data for this evaluation, we
prepared three different dataset where each dataset consists of 90,373 instances,
and the attack ratio of those is 1%, 5% and 10%, respectively while not changing
the above test data. We obtained the ROC curves of each case as shown in figure
1(b), and we obviously understand that performance of the proposed method is
not influenced by the ratio of attack. It means that by applying our normalization
method the average of every feature(i.e. dimension) did not move toward the
anomalies. In other words, since normalized values of the attack instances are
still far from the normal ones, the proposed clustering method was able to detect
those excellently.

5.3 Analysis

First of all, we investigated our strategy that the proposed normalization method
does not change the average of every feature(i.e. dimension) according to an
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Fig.1. ROC curves showing performance of the algorithms over KDD data set

Table 2. Average of 17 and 22 dimensions

Proposed Method|Existing Method Attack Normal
Dimension| 1% | 5% | 10% | 1% | 5% |10% | 1% | 5% [10% | 1% | 5% | 10%
17 7.15|7.97|7.90| 7.66 {12.13|13.49|50.86(60.37|62.99| 7.62 |9.27 | 8.01
22 0.95|0.96|0.96| 0.95 | 0.94|0.93(0.82|0.78 | 0.77 | 0.95 | 0.95 | 0.95

increase in the attack ratio. Actually, in our experiments, there were many di-
mensions that exactly correspond with our assumption, and we take an example
for 17th and 22nd dimensions as shown in Table 2. For fair comparison, we fixed
f = 100 and changed 2 = 1%, % = 5%, & = 10% for the three training data,
its attack ratio is 1%, 5% and 10% , respectively. Our results show that by ap-
plying the proposed method, the average of each dimension(Proposed Method
in Table 2) is not only almost constant, but also almost the same as that for
only real normal data in the training data(Normal in Table 2). This invariability
of the average also means that our assumption on the dense group (i.e. most of
data instances included in the dense group is normal) is reliable. However, in
case of the existing methods(Existing Method in Table 2), fluctuation of attack
data(Attack in Table 2) induces deterioration of their average, i.e., increase of
17th dimension and decrease of 22nd one.

In additoin to superiority of the proposed method in terms of performance and
stability, the short detection time is an important factor for practical applying
as the training time. Thus, we also measured the detection time of the proposed
method. In our method, it took approximately 18 seconds to determine 65,108(
around 13% of the original test data) data instances of the test data. After all,
it will be take approximately 135 seconds to detect the whole test data of two
weeks. It means that the proposed method enables IDSs to analyze audit data
in real-time even though it requires two user defined parameters o and (3.
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6 Conclusion and Future Works

In this paper, we have pointed out the limitation on data normalization of
anomaly-based IDS and the shortcomings of the K-means algorithm. First, we
proposed a novel normalization method that can maintain constant performance
of the system irrespective of the amount of attack data. Second, for improving
performance of the K-means algorithm, we have proposed a clustering algorithm
to overcome its shortcomings in intrusion detection.

We have evaluated the accuracy of the new approach by varying two parame-
ters o and 3. Our results showed that it achieves a higher detection rate than the
K-means algorithm while maintaining a low false positive rate, and an increase
in the attack ratio does not influence performance of the proposed method. Fur-
thermore, linear time complexity and real-time detection ability of the proposed
method make it feasible for intrusion detection.

For future work, we need to verify performance of the proposed clustering
algorithm over real data and make a new benchmark dataset for intrusion de-
tection, because KDD Cup 1999 dataset was generated in the virtual reality
network (i.e. it can not reflect the reality) and the attacks included in it are
greatly old-fashioned.
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Abstract. Subspace clustering (also called projected clustering) addresses the
problem that different sets of attributes may be relevant for different clusters in
high dimensional feature spaces. In this paper, we propose the algorithm DiSH
(Detecting Subspace cluster Hierarchies) that improves in the following points
over existing approaches: First, DiSH can detect clusters in subspaces of sig-
nificantly different dimensionality. Second, DiSH uncovers complex hierarchies
of nested subspace clusters, i.e. clusters in lower-dimensional subspaces that are
embedded within higher-dimensional subspace clusters. These hierarchies do not
only consist of single inclusions, but may also exhibit multiple inclusions and
thus, can only be modeled using graphs rather than trees. Third, DiSH is able to
detect clusters of different size, shape, and density. Furthermore, we propose to
visualize the complex hierarchies by means of an appropriate visualization model,
the so-called subspace clustering graph, such that the relationships between the
subspace clusters can be explored at a glance. Several comparative experiments
show the performance and the effectivity of DiSH.

1 Introduction

The well-known curse of dimensionality usually limits the applicability of traditional
clustering algorithms to high-dimensional feature spaces because different sets of fea-
tures are relevant for different (subspace) clusters. To detect such lower-dimensional
subspace clusters, the task of subspace clustering (or projected clustering) has been de-
fined recently. Existing subspace clustering algorithms usually either allow overlapping
clusters (points may be clustered differently in varying subspaces) or non-overlapping
clusters, i.e. points are assigned uniquely to one cluster or noise. Algorithms that al-
low overlap usually produce a vast amount of clusters which is hard to interpret. Thus,
we focus on algorithms that generate non-overlapping clusters. Those algorithms in
general suffer from two common limitations. First, they usually have problems with
subspace clusters of significantly different dimensionality. Second, they often fail to
discover clusters of different shape and densities, or they assume that the tendencies of
the subspace clusters are already detectable in the entire feature space.

A third limitation derives from the fact that subspace clusters may be hierarchically
nested, e.g. a subspace cluster of low dimensionality is embedded within several larger
subspace clusters of higher dimensionality. None of the existing algorithms is able to

R. Kotagiri et al. (Eds.): DASFAA 2007, LNCS 4443, pp. 152-163] 2007.
(© Springer-Verlag Berlin Heidelberg 2007
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Fig. 1. Hierarchies of subspace clusters with multiple inheritance

detect such important hierarchical relationships among the subspace clusters. An exam-
ple of such a hierarchy is depicted in Figure[T] (left). Two one-dimensional (1D) cluster
(C and D) are embedded within one two-dimensional (2D) cluster (B). In addition,
cluster C' is embedded within both 2D clusters A and B. Detecting such relationships
of subspace clusters is obviously a hierarchical problem. The resulting hierarchy is
different from the result of a conventional hierarchical clustering algorithm (e.g. a den-
drogram). In a dendrogram, each object is placed in a singleton cluster at the leaf level,
whereas the root node represents the cluster consisting of the entire database. Any inner
node n represents the cluster consisting of the points located in the subtree of n. Den-
drograms are limited to single inclusion, i.e. a lower dimensional cluster can only be the
child cluster of one higher dimensional cluster. However, hierarchies of subspace clus-
ters may exhibit multiple inclusions, e.g. cluster C' in Figure[Ilis a child of cluster A and
B. The concept of multiple inclusions is similar to that of “multiple inheritance” in soft-
ware engineering. To visualize such more complex relationships among subspace clus-
ters, we need graph representations rather than tree representations. Such a graph rep-
resentation which we will call subspace clustering graph (cf. Figure [[(right)) consists
of nodes at different levels. These levels represent the dimensionality of the subspace
in which the cluster is found (e.g. the level of cluster A in the graph of Figure[dlis 2).
Each object p is assigned to a unique node in that hierarchy representing the lowest
dimensional subspace cluster in which p is placed. In addition, an edge between a k-
dimensional cluster C' and an [-dimensional cluster B, where [ > k, (e.g. cf. Figure[T))
indicates that all points of cluster C' are also members of cluster B.

In this paper, we propose the algorithm DiSH (Detecting Subspace cluster Hierar-
chies) that improves in the following aspects over the state-of-the-art subspace cluster-
ing approaches: First, DiSH uncovers complex hierarchies of nested subspace clusters
including multiple inclusions. Second, DiSH can detect clusters in subspaces of signif-
icantly different dimensionality. Third, DiSH is able to detect clusters of different size,
shape, and density. Furthermore, we propose the subspace clustering graph to visual-
ize the resulting complex hierarchies by means of an appropriate visualization model.
Using this visualization method the relationships between the subspace clusters can be
explored at a glance.

The rest of the paper is organized as follows. We discuss related work in Section 21
Section[3ldescribes our new algorithm DiSH. The concepts of the clustering graph visu-
alization are outlined in Sectionl An experimental evaluation is presented in Section[3
Section [6] concludes the paper.
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2 Related Work

Many subspace clustering algorithms, e.g. [[112l3l4], aim at finding all clusters in all
subspaces of the feature space producing overlapping clusters, i.e. one point may belong
to different clusters in different subspaces. In general, these methods also produce some
sort of subspace hierarchy. However, those hierarchies are different from the hierarchy
addressed in this paper because points are allowed to be placed in clusters such that
there are no relationships between the subspaces of these clusters. Thus, the resulting
“hierarchy” is much more complex and usually hard to interpret.

Other subspace clustering algorithms, e.g. [5l6/7], focus on finding non-overlapping
subspace clusters. These methods assign each point to a unique subspace cluster or
noise. Usually, those methods do not produce any information on the hierarchical rela-
tionships among the detected subspaces. The only approach to find some special cases
of subspace cluster hierarchies introduced so far is HiSC [8]. However, HiSC is limited
by the following severe drawbacks. First, HiSC usually assumes that if a point p be-
longs to a projected cluster C', then C' must be visible in the local neighborhood of p in
the entire feature space. Obviously, this is a quite unrealistic assumption. If p belongs
to a projected cluster and the local neighborhood of p in the entire feature space does
not exhibit this projection, HiSC will not assign p to its correct cluster. Second, the
hierarchy detected by HiSC is limited to single inclusion which can be visualized by a
tree (such as a dendrogram). As discussed above, hierarchies of subspace clusters may
also exhibit multiple inclusions. To visualize such more complex relationships among
subspace clusters, we need graph representations rather than tree representations. Third,
HiSC uses a Single-Linkage approach for clustering and, thus, is limited to clusters of
particular shapes. DiSH applies a density-based approach similar to OPTICS [9] to the
subspace clustering problem that avoids Single-Link effects and is able to find clusters
of different size, shape, and densities.

We do not focus on finding clusters of correlated objects that appear as arbitrarily
oriented hyperplanes rather than axis-parallel projections (cf. e.g. [1O/L1J12013]) be-
cause obviously, these approaches are orthogonal to the subspace clustering problem
and usually demand more cost-intensive solutions.

3 Hierarchical Subspace Clustering

Let D C R? be a data set of n feature vectors and A be the set of attributes of D. For
any subspace S C A, mg(0) denotes the projection of o € D into S. Furthermore, we
assume that DIST is a distance function applicable to any S C A, denoted by DIST?, e.g.

when using the Euclidean distance, DIST® (p, ¢) = \/Zazes (T{aiy(P) — W{al}(q))Q.

Our key idea is to define the so-called subspace distance that assigns small values if
two points are in a common low-dimensional subspace cluster and high values if two
points are in a common high-dimensional subspace cluster or are not in a subspace
cluster at all. Subspace clusters with small subspace distances are embedded within
clusters with higher subspace distances.

For each point o € D we first compute the subspace dimensionality representing the
dimensionality of that subspace cluster in which o fits best. Thereby, we assume that
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Fig. 2. Subspace selection for a point o (see text for details)

the “best” projection for clustering o is the subspace with the highest dimensionality
(providing the most information), or in case of tie-situations, which provides the larger
subspace cluster (containing more points in the neighborhood of o w.r.t. the subspace).
The subspace dimensionality of a point o is determined by searching for dimensions of
low variance (high density) in the neighborhood of 0. An attribute-wise e-range query
(Ng{al}(o) = {z|pIsT%}(0,2) < €} for each a; € A) yields a simple way to assign
a predicate to an attribute for a certain object o. If only few points are found within the
e-neighborhood in attribute a; the variance around o in attribute a; will be relatively
high. For this attribute we will assign O as predicate for the query point o, indicating
that this attribute does not participate in a subspace that is relevant to any cluster to
which o could possibly belong. Otherwise, if J\/'E{L“}(o) contains at least ;, objects, the
attribute a; will be a candidate for a subspace containing a cluster including object o.

From the variance analysis the candidate attributes that might span the best subspace
S, for object o are determined. These attributes need to be combined in a suitable way.
This combination problem is equivalent to frequent itemset mining due to the mono-
tonicity S C T' = |[NZ(0)| < |NZ(0)|. Thus, we can use any frequent itemset mining
algorithm (e.g. the Apriori-algorithm [[14]) in order to determine the best subspace of
an object o.

Definition 1 (subspace preference vector/dimensionality of a point). Let S, be the
best subspace determined for object o € D. The subspace preference vector w(o) =
(wi,...,wq)T of o is defined by

_ 1 lf a; €S,
wi(o)‘{o i ¢S,

The subspace dimensionality A\(0) of o € D is the number of zero-values in the subspace
preference vector w(o).

In the example in Figure [2 the e-neighborhoods of the 3D point p in attributes = and
y are shown by gray-shaded areas. If we assume that both of these areas contain at
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least i points whereas the e-neighborhood of o along z (not shown) contains less than
| points, o may participate in a subspace cluster that is projected into the subspace
{z,y}. If \Ng{m’y}(oﬂ > p, then w(o) = (1,1,0)T and A\(0) = 1. Otherwise, none
of the 1D subspace clusters containing o can be merged to form a higher dimensional
subspace cluster, i.e. we assign o to the subspace containing more points.

Obviously, using any frequent itemset mining algorithm is rather inefficient for high-
dimensional data sets, especially when the dimensionality of the subspace clusters are
also high-dimensional. Thus, we further propose a heuristics for determining the best
subspace S, for an object o which scales linearly in the number of dimensions. We
simply use a best-first search:

Determine the candidate attributes of 0: C'(0) = {a; |a; € AN |N% (0)| > u}.
Add a; = arg mgﬁc){\/\/f(oﬂ} to S, and delete a; from C(0).
acC(o

1.

2.

3. Set current intersection I := N% (o).

4. Determine attribute a; = arg mg(x)ﬂ] NNZ(0)|}.
acC(o

(a) If [T N NZ(0)| > p then:
Add a; to S,, delete a; from C(o), and set I := I N N% (o).
(b) Else: stop.
5. If C # () continue with Step 4.

Using these heuristics to compute S, for o € D, we can determine w(o) as in
Definition [Tl Overall, we assign a d-dimensional preference vector to each point. The
attributes having predicate “1” span the subspace where to find a cluster containing the
point, whereas the remaining attributes are irrelevant.

We define a similarity measure between points which assigns a distance of 1, if these
two points share a common 1D subspace cluster. If they share a common 2D subspace
cluster, they have a distance of 2, etc. This similarity measure is integrated into the algo-
rithm OPTICS [9]]. Sharing a common k-dimensional subspace cluster may mean differ-
ent things: Both points may be associated to the same k-dimensional subspace cluster,
or both points may be associated to different (k-1)-dimensional subspace clusters that
intersect or are parallel (but not skew). Intuitively, the distance measure between two
points corresponds to the dimensionality of the data space which is spanned by the
“combined” subspace preference vector of the two points. We first give a definition of
the subspace dimensionality of a pair of points \(p, q) which follows the intuition of
the spanned subspace and then define our subspace distance measure.

Definition 2 (subspace dimensionality of a point pair). The subspace preference vec-
tor w(p, q) of a pair of points p,q € D representing the combined subspace of p and
q is computed by an attribute-wise logical AND-conjunction of w(p) and w(q), i.e.
w;i(p,q) = wi(p) AN w;i(q) (1 < i < d). The subspace dimensionality between two
points p,q € D, denoted by \(p, q), is the number of zero-values in w(p, q).

We cannot directly use the subspace dimensionality A(p, q) as the subspace distance
because points from parallel subspace clusters will have the same subspace preference
vector. Thus, we check whether the preference vectors of two points p and ¢ are equal
or one preference vector is “included” in the other one. This can be done by computing
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the subspace preference vector w(p, ¢) and checking whether w(p, ¢) is equal to w(p)
or w(q). If so, we determine the distance between the points in the subspace spanned by
w(p, q). If this distance exceeds 2-¢, the points belong to different, parallel clusters. The
threshold €, playing already a key role in the definition of the subspace dimensionality
(cf. Definition[), controls the degree of jitter of the subspace clusters.

Since A(p,q) € N, we usually have many tie situations when merging points/clus-
ters during hierarchical clustering. These tie situations can be solved by considering
the distance within a subspace cluster as a second criterion. Inside a subspace cluster
the points are then clustered in the corresponding subspace using the traditional OP-
TICS algorithm and, thus, the subspace clusters can exhibit arbitrary sizes, shapes, and
densities.

Definition 3 (subspace distance). Let w be an arbitrary preference vector. Then S(w)
is the subspace defined by w and w denotes the inverse of w. The subspace distance
SDIST between p and q is a pair SDIST(p, q) = (d1, dz), where d1 = A\(p, q) + A(p, q)
and dy = DISTS(@P9) (p, ¢), and A(p, q) is defined as

Alp,q) = {(1) ZS(ZJ(P, q) = w(p) vV w(p,q) = w(q)) ADISTI@@PD)(p q) > 2

We define SDIST(p,q) < SDIST(r,s) <= SDIST(p,q).di < SDIST(r,s).dy or
(SDIST(p, q).d1 = SDIST(r, s).dy and SDIST(p, q).da < SDIST(r, s).d2)).

As suggested in [9], we introduce a smoothing factor p to avoid the Single-Link ef-
fect and to achieve robustness against noise points. The parameter ;o represents the
minimum number of points in a cluster and is equivalent to the parameter p used
to determine the best subspace for a point. Thus, instead of using the subspace dis-
tance SDIST(p, ¢) to measure the similarity of two points p and ¢, we use the subspace
reachability REACHDIST ,(p, ¢) = max(SDIST(p,r), SDIST(p, ¢)), where r is the -
nearest neighbor (w.r.t. subspace distance) of p. DiSH uses this subspace reachability
and computes a “walk” through the data set, assigning to each point o its smallest sub-
space reachability with respect to a point visited before o in the walk. The resulting
order of the points is called cluster order. In a so-called reachability diagram for each
point (sorted according to the cluster order along the z-axis) the reachability value is
plotted along the y-axis. The valleys in this diagram represent the clusters. The pseudo-
code of the DiSH algorithm can be seen in Figure[3l

4 Visualizing Subspace Cluster Hierarchies

The reachability plot is equivalent to tree-like representations and, thus, is not capable
of visualizing hierarchies with multiple inclusions. This is illustrated in Figures [@(a)]
and When exploring the reachability plots of the two different data sets A and
B, one can see that they look almost the same (cf. Figures and i(e)). Thus, taking
only the reachability plots into account, it is impossible to detect the obviously different
kind of hierarchy of the second data set. This phenomenon is due to the fact that in data
set B we face a subspace cluster hierarchy with multiple inclusion (the 1D cluster is
embedded within both 2D clusters).
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algorithm DiSH(D, u, ¢)
co— cluster order; // initially empty
pg— empty priority queue ordered by REACHDIST,;
foreach pc D do
compute w(p);
p.REACHDIST,, + 00;
insert p into pq;
while (pg#0) do
o« pg.next();
r < u—nearest neighbor of o w.r.t. SDIsT;
foreach pe pg do
new_sr «— max(SDIST(o,7),SDIST(0,p));
pq.update (p, new_sr);
append o to co;
return co;

Fig. 3. The DiSH algorithm

This limitation of the reachability plot leads to our contribution of representing the
relationships between cluster hierarchies as a so-called subspace clustering graph such
that the relationships between the subspace clusters can be explored at a glance. The
subspace clustering graph displays a kind of hierarchy which should not be confused
with a conventional (tree-like) cluster hierarchy usually represented by dendrograms.
The subspace clustering graph consists of nodes at several levels, where each level rep-
resents a subspace dimension. The top level represents the highest subspace dimension,
which has the dimensionality of the data space. It consists of only one root node rep-
resenting all points that do not share a common subspace with any other point, i.e. the
noise points. Let us note that this is different to dendrograms where the root node rep-
resents the cluster of all objects. The nodes in the remaining levels represent clusters in
the subspaces with the corresponding dimensionalities. They are labeled with the pref-
erence vector of the cluster they represent. For emphasizing the relationships between
the clusters, every cluster is connected with its parents and its children. In contrast to
tree representations, like e.g. dendrograms, a graph representation allows multiple par-
ents for a cluster. This is necessary, since hierarchical subspace clusters can belong to
more than one parent cluster. Consider e.g. data set B, where the objects of the inter-
section line are embedded in the horizontal plane as well as in the vertical plane, i.e.
the cluster forming the intersection line belongs to two parents in the hierarchy. The
subspace clustering graphs of the two data sets A and B are depicted in Figures
and [d(T)] The line of data set A is represented by the cluster with the preference vector
[1,0,1]. This cluster is a child of cluster [1,0,0] representing the plane in data set A (cf.
Figure [d(c)). The more complex hierarchy of data set B is represented in Figure @(f)]
where the cluster [1,0,1] belongs to two parent clusters, the cluster of the horizontal
plane [0,0,1] and the cluster of the vertical plane [1,0,0].

In contrast to dendrograms, objects are not placed in singleton clusters at the leaf
level, but are assigned to the lowest-dimensional subspace cluster they fit in within
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(a) Data set A. (b) Reachability plot. (c) Subspace clustering graph.
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(d) Data set B. (e) Reachability plot. (f) Subspace clustering graph.
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Fig. 4. Different hierarchies in 3-dimensional data

method extractCluster (ClusterOrder co)
cl «— empty list; // cluster list
foreach o€ co do
p < o.predecessor,
if (Ace c1 with w(c) =w(o,p) A distyop(o,c.center) <2-¢) then
create a new c;
add ¢ to ci;
add o to c;
return cil;

Fig. 5. The method to extract the clusters from the cluster order

the graph. Similar to dendrograms, an inner node n of the subspace clustering graph
represents the cluster of all points that are assigned to n and of all points assigned to its
child nodes.

To build the subspace clustering graph, we extract in a first step all clusters from the
cluster order. For each object o in the cluster order the appropriate cluster ¢ has to be
found, where the preference vector w(c) of cluster ¢ is equal to the preference vector
w(o, p) between o and its predecessor p. Additionally, since parallel clusters share the
same preference vector, the weighted distance between the centroid of the cluster ¢ and
object o with w(o, p) as weighting vector has to be less or equal to 2¢. The complete
method to extract the clusters from the cluster order can be seen in Figure

After the clusters have been derived from the cluster order, the second step builds the
subspace cluster hierarchy. For each cluster we have to check, if it is part of one or more
(parallel) higher-dimensional clusters, whereas each cluster is at least the child of the
noise cluster. The method to build the subspace hierarchy from the clusters is depicted
in Figurel@
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method buildHierarchy (c1)
d «— dimensionality of objects in D;
foreach ¢, € c1 do
foreach ¢; € c1 do
if (Ac; >Ac) then
d «— distw(cmcj.)(ci .center,c;.center);
if (A\;=d V(d<2-e ANce c1 :ceci.parentsAAC<>\cj)) then
add ¢; as child to ¢;;

Fig. 6. The method to build the hierarchy of subspace clusters
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(a) Data set. (b) Subspace clustering graph.

Fig. 7. Results on synthetic dataset DS1

Table 1. Runtime, precision and recall w.r.t. the strategy for preference vector computation

APRIORI | BEST-FIRST
DS1|{DS2|DS3|DS1|{DS2|DS3
runtime [sec]|147| 32 [531| 76 | 14 | 93
precision [%](99.7|99.5{99.7(99.7(99.5|99.5
recall [%] 99.8199.6{99.8199.8(99.6]|99.5

5 Experimental Evaluation

We first evaluated DiSH on several synthetic data sets. Exemplary, we show the results
on three data sets named “DS1”, “DS2”, and “DS3”.

We evaluated the precision, recall and the runtime of our DiSH algorithm w.r.t.
the strategies used for determination of the preference vectors. The strategy using the
Apriori-algorithm [[14] is denoted with “APRIORI”, the heuristics using the best-first
search is denoted with “BEST-FIRST”. The results of the runs with both strategies on
the three data sets are summarized in Table[Tl Since the heuristics using best-first search
outperforms the strategy using the Apriori-algorithm in terms of runtime and has almost
equal precision and recall values, we used in all further experiments the heuristics to
compute the preference vectors rather than the Apriori-based approach.

Data set “DS1” (cf. Figure contains 3D points grouped in a complex hierarchy
of 1D and 2D subspace clusters with several multiple inclusions and additional noise
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points. The results of DiSH applied to DS1 are depicted in Figure As it can be
seen, the complete hierarchical clustering structure can be obtained from the resulting
subspace clustering graph. In particular, the complex nested clustering structure can be
seen at a glance. Data set “DS2” is a 5D data set containing ten clusters of different di-
mensionality and noise: one cluster is embedded in a 4D subspace, four clusters are 3D,
three clusters are 2D and two clusters are 1D subspace clusters. The resulting subspace
clustering graph (not shown due to space limitations) produced by DiSH exhibits all
ten subspace clusters of considerably different dimensionality correctly. Similar obser-
vations can be made when evaluating the subspace clustering graph obtained by DiSH
on data set “DS3” (not shown due to space limitations). The 16D data set DS3 contains
noise points, one 13 dimensional, one 11 dimensional, one 9 dimensional, one 7 di-
mensional cluster, and two 6 dimensional clusters. Again, DiSH found all six subspace
clusters correctly.

We also applied HiSC, PreDeCon and PROCLUS on DS1 for comparison. Neither
PreDeCon nor PROCLUS are able to detect the hierarchies in DS1 and the subspace
clusters of significantly different dimensionality. HiSC performed better in detecting
simple hierarchies of single inclusion but fails to detect multiple inclusions.

In addition, we evaluate DiSH using several real-world data sets. Applied to the
Wisconsin Breast Cancer Database (original) from the UCI ML Archive] (d = 9, n =
569, objects labeled as “malignant” or “benign”) DiSH finds a hierarchy containing

'Ihttp: //www. i cs. uci . edu/ ~m ear n/ MLSunmar y. ht m
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Fig. 10. Scalability results

several low dimensional clusters and one 7D cluster (¢ = 0.01, p = 15). An additional
9D cluster contains the noise points. It is worth mentioning that the reported clusters
are pure. In particular, the seven low dimensional clusters only contain objects labeled
as “benign”, whereas the 7D cluster only contains objects marked as “malignant”.

We applied DiSH on the Wages data se] (d = 4, n = 534). Since most of the
original attributes are not numeric, we used only 4 dimensions (YE=years of education,
W=wage, A=age, and YW=years of work experience) for clustering. The resulting sub-
space cluster hierarchy (using e = 0.001, ¢ = 9) is visualized in Figure[8l The nine par-
allel clusters having a subspace dimensionality of A = 3 consist of data of people having
equal years of education, e.g in cluster [1,0,0,0.0] YE=17 and in cluster [1,0, 0, 0_5]
YE=12. The two clusters labeled with [1,1,0,0-0] and [1, 1,0, 0_1] in the 2D subspace
are children of cluster [1,0,0,0.5] and have (in addition to equal years of education,
YE=12) equal wages values (W=7.5 and W=5, respectively). The 1-dimensional clus-
ter [1,0,1, 1] is a child of [1, 1,0, 0-0] and has the following properties: YE=12, A=26,
and YW=8.

Last but not least, we applied DiSH to the yeast gene expression data set of [13]
(d = 24, n =~ 4,000). The result of DiSH (using ¢ = 0.01, © = 100) on the gene
expression data is shown in Figure[Ol Again, DiSH found several subspace clusters of
different subspace dimensionalities with multiple inclusions.

The scalability of DiSH w.r.t. the data set size is depicted in Figure The ex-
periment was run on a set of 5D synthetic data sets with increasing number of objects
ranging from 10,000 to 100,000. The objects are distributed over equally sized sub-
space clusters of subspace dimensionality A = 1,...,4 and noise. As parameters for
DiSH we used € = 0.001 and ;¢ = 20. As it can be seen, DiSH scales slightly super-
linear w.r.t. the number of tuples. A similar observation can be made when evaluating
the scalability of DiSH w.r.t. the dimensionality of the data set (cf. Figure [I0(b)). The
experiments were obtained using data sets with 5,000 data points and varying dimen-
sionality of d = 5,10, 15, ...,50. For each data set the objects were distributed over
d — 1 subspace clusters of subspace dimensionality A = 1,...,d — 1 and noise. Again,
the result shows a slightly superlinear increase of runtime when increasing the dimen-
sionality of the data set. The parameters for DiSH were the same as in the evaluation of
the scalability of DiSH w.r.t. the data set size (¢ = 0.001 and p = 20).

http: /711 b. stat.cnu. edu/ dat aset s/ CPS.85_\Wages
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6 Conclusions

In this paper, we presented DiSH, the first subspace clustering algorithm for detecting
complex hierarchies of subspace clusters. DiSH is superior to the state-of-the-art sub-
space clustering algorithms in several aspects: First, it can detect clusters in subspaces
of significantly different dimensionality. Second, it is able to determine hierarchies of
nested subspace clusters containing single and multiple inclusions. Third, it is able to
detect clusters of different size, shape, and density. Fourth, it does not assume that the
subspace preference of a point p is exhibited in the local neighborhood of p in the entire
data space. We have shown by performing several comparative experiments using syn-
thetic and real data sets that DiSH has a superior performance and effectivity compared
to existing methods.
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Abstract. An outlier is an object that does not conform to the normal behavior
of the data set. In data cleaning, outliers are identified for data noise reduction.
In applications such as fraud detection, and stock market anaysis, outliers
suggest abnormal behavior requiring further investigation. Existing outlier
detection methods have focused on class outliers and research on attribute
outliers is limited, despite the equal role attribute outliers play in depreciating
data quality and reducing data mining accuracy. In this paper, we propose a
novel method to detect attribute outliers from the deviating correlation behavior
of attributes. We formulate three metrics to evaluate outlier-ness of attributes,
and introduce an adaptive factor to distinguish outliers from non-outliers.
Experiments with both synthetic and real-world data sets indicate that the
proposed method is effective in detecting attribute outliers.

Keywords: Outlier detection, Data cleaning.

1 Introduction

An outlier is an object exhibiting alternative behavior in a data set. It is a data point
that does not conform to the general patterns characterizing the data set. Detecting
outliers has important applications in data cleaning as well as in the mining of
abnormal patterns for fraud detection, stock market analysis, intrusion detection,
marketing, network sensors, email spam detection, among others.

There are two types of outliers, the class and the attribute outliers [1]. A class
outlier is a multivariate data point (tuple) which does not fit into any class by
definitions of distance, density, or nearest-neighbor. An attribute outlier, in general
sense, is an externa error introduced to the attribute values. In this paper, we formally
define attribute outlier as a univariate point which exhibits deviating correlation
behavior with respect to other attributes.

Existing outlier detection methods focus primarily on class outliers, athough for a
number of reasons, detecting attribute outliers is an equally important data mining
problem. First, class outliers are often the result of one or more attribute outliers.
Correcting or eliminating only the affecting attributes rather than the tuples has the
advantage of fixing the abnormal behaviors while retaining information. Second, even
when attribute outliers do not affect class memberships, they may still interfere with
the data analysis mechanisms as data noise. Third, for many real-world data sets that
do not contain class attributes, it is still meaningful to identify attribute outliers which
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are sources of errors. One example is the UniProt database which contains the
functional, structural, and physico-chemical descriptions of proteins[2]. Though there
is no meaningful class attribute for proteins, maintaining correctness of every detail
provided in these records is critical, given that they are extensively referenced by the
world-wide biological researchers for analysis and experimental planning.

Since attribute outliers do not arise from the context of class outliers, they cannot
be defined from the view point of the latter. The nature of problems associated with
class and attribute outliers differ and separate detection methods are needed. We
propose a novel correlation-based approach for attribute outlier detection in data
subspaces. We call the outlier detection method ODDS to denote attribute Outlier
Detection from Data Subspaces. Specific contributions of this paper include:

1. A forma definition of attribute outliers based on the correlation behavior of
attributes in data subspaces.

2. Three new metrics O-measure, P-measure and Q-measure to quantify the deviating
correlation behavior of an attribute. O-measure is the most accurate while Q-
measure is computationally less intensive. P-measure is devised for sparse data sets
containing vast occurrences of rare attribute values which are not outliers.

3. An adaptive Rate-of-change factor for the selection of optimal thresholds that
distinguishes the outliers from non-outliers in any given data set. These automatic
and data-dictated thresholds remove dependency on user-defined parameter.

4. The ODDS algorithm which systematically detects attribute outliers in data
subspaces, and two filtering strategies to quickly identify subspaces that do not
contain attribute outliers.

The rest of this paper is organized as follows. A motivating example is given in the
next section. Related works are discussed in Section 3. Formal definitions are detailed
in Section 4. In Section 5, we present the ODDS algorithm. Experimental evaluations
are presented in Section 6, and we conclude in Section 7.

2 Motivating Example

We first illustrate the rationale of our deviation metrics for attribute outlier detection
using the example in Table 1 and Figure 1.

Table 1. World Clock data set containing 4 attribute outliers. W, Y and Z are erroneous entries,
while X is an uncommon abbreviation of ‘British Columbia’.

Country State City Day Time' Weather

1 USA California LA Tue 8:40pm Sunny
2 USA California LA Tue 8:40pm Rainy
3 USA California Vancouver”  Wed* 840pm  Sunny
4 USA Cdlifornia LA Tue 8:40pm Storm
5 USA California LA Tue 8:40pm Snow

6 Canada British Columbia Vancouver Tue 8:40pm Storm
7 Canada British Columbia Vancouver Tue 8:40pm Sunny
8 Canada California® Vancouver Tue 8:40pm Rainy
9 Canada B.CX Vancouver Tue 8:40pm Rainy
10 Canada British Columbia Vancouver Tue 8:40pm Rainy
11  Micronesia Ponape Palikir Wed 2:40pm Storm

"Classattribute W% Y- Attribute outliers
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Fig. 1. Selected attribute combinations of the World Clock dataset and their supports

First, we observed that tuples with one or more rare values may possibly be class
outliers, but for attribute outliers, rarity does not equate abnormality. Consider Case
Cin Figure 1 — the tuple is a perfectly legitimate class outlier belonging to the rare
class of ‘2:40pm’ in Table 1. However, the attributes of ‘Micronesia’, ‘Ponape’ and
‘Palikir’, though rare in individua dimensions of Country, State and City, are
consistent in their correlation behavior and are not erroneous. In a similar example, 3
out of 208,005 tuplesin the UniProt protein database (Release 7.1) contain the values
<'Parkin’,PKRN’,' S-nitrosylation’> for attributes Protein name, Gene name and
Keyword respectively. Despite rarity in their dimensions, they are not attribute
outliers. In reality, few known protein sequences are associated with the Parkinson
disease, but they are consistently known as Parkin, are products of PKRN gene, and
are post-translationally modified by nitrosylation.

Rarity may be a good indicator for class outlier-ness. But for attribute outliers,
observations should be drawn from the correlation behavior of attributes. Consider
Case A —while ‘Vancouver’ and ‘Canada’ co-occur in five tuples, only one sub-tuple
of <’Canada,'California> and of <'Cdifornia,'Vancouver'> exist. Intuitively,
greater differences in the sub-tuple supports indicate higher likelihood that
‘Cdlifornid is an outlier in combination <’Canadd ,' California’,'Vancouver’>. This
formsthe basis of our outlier metrics. The same analogy identifies X in Case B.

In certain sparse data sets such as the UniProt database, finding the vast
occurrences of rare attribute values such as ‘B.C’ in Case B is not of prime interest.
Unlike ‘Cdlifornia’ in Case A, ‘B.C’ is not necessarily erroneous. Therefore, the
P-measure metric is designed to disfavor rare values from attribute outlier detection.

In real-world databases, a tuple often contain multiple attribute outliers. Due to the
interferences of the correlation patterns, it is difficult to determine multiple attribute
outliers from an attribute combination. However, an attribute outlier can be isolated at
lower dimensional attribute combinations. Consider Case D — the two attribute
outliers are separated when they are projected into different 4-attribute sub-tuples.
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Our proposed ODDS algorithm systematically iterates through data subspaces
which are projected relations of two or more attributes. Distinguishing attribute
outliers as local deviators in data subspaces aso has the benefit of eliminating
interferences of noisy and uncorrelated dimensions with the outlier detection
agorithms. For example, the Weather dimension in Table 1 does not relate to any
other attributes but contain non-deterministic/random values interfering with the
outlier detection mechanisms.

To isolate the attribute outliers from non-outliers, users typically need to define a
threshold. This is not viable in practice, given that the number of outliers in the rea
world dataset varies depending on the noise level of the data set and the data
dimension under study. In the ODDS algorithm, the optimal threshold is determined
from the maximal Rate-of-change which intuitively marks the point where sorted
outlier scores drastically change. Rate-of-change is the natural boundary separating
the outliers and non-outliers, and it removes the dependency of the outlier detection
on any user-specified parameter.

3 Related Works

Among the few attribute outlier detection methods are distribution-based approaches
that eliminates attribute values that do not fit into the distribution models of the data
set [3, 4]. Accuracy of distribution-based methods largely depends on the best-fit
distribution models used, and they are limited to finding obvious off-scale val ues.

Data polishing approaches to attribute outlier detection problem construct for each
dimension a classifier based on the remaining dimensions and the class dimension
[1, 5]. Incorrect predictions are flagged as attribute outliers. The accuracy varies
depending on the classifier used and they mainly focused on attribute outliers
resulting in change of class membership.

Class outlier detection methods have been extensively studied. Clustering-based
algorithms generate outliers as “miniature” clusters, either though optimizing cluster
size and relative distance from neighboring clusters [6], or eliminating clusters at
longest edges of a Minimum Spanning Tree (MST) [7]. These methods generally
suffer from expediting cost as data dimensionality and size increases.

Density-based class outlier detection methods measure the number of tuplesin the
surrounding neighborhoods [8]. Because of the large number of k-nearest neighbor
queries, computational cost is high but may be reduced through pruning mechanisms
[9, 10]. They are restricted to continuous data sets measurable by proximities.

Distance-based approaches define a class outlier by the B fraction of other data
points which are less than k distance from it [11]. Native methods do not scale well
with data dimensionality and size but this can be reduced by pruning in data partitions
or p-tree data structures [12, 13]. Also, the accuracy of distance-based methods is
highly dependent on the user parameters f and k. Too high B leads to more false
positives while low k causes more fal se negatives.

Comparatively, the proposed ODDS method is applicable to categorical data, and
can be extended to continuous data by discretizing the values into bins. Further, the
ODDS method is parameter-less; the thresholds are determined using an adaptive
factor generated from the data set.
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4 Déefinitions

In this section, we formalize the notion of an attribute outlier and give definitions of
the metrics used in our agorithm.

Definition 1 (Support). Let R be arelation with m attributes A4, A,,..., An,. Let Sbea
projection of degree (v-u+1) on R over attributes A,..., Ay, S=7, (R). The

support of atuple sin S, denoted by sup(s), is the count of the tuplesin R that have
the same values for attributes A,,,..., A, astuples.

For example, consider the World-Clock relation R(Country, State, City, Day, Time,
Weather) in Table 1, and a projected relation over three attributes,
S = Toomrysaecy (R)- The support of tuple <U.SA’, ‘California, ‘LA’> in Sis 4

since tuples 1, 2, 4 and 5 in R have the same attribute values for Country, State and
City. Similarly, sup(<’ Canada, ‘ California’, ‘Vancouver'>) = 1.

Definition 2 (Neighborhood). Let tuple s=<a,,..., &>. Without loss of generality, we
consider A, as the target attribute whose extent of deviation we are interested to
determine. The neighborhood of A, w.r.t sis defined as N(A,, s) = <a,,..., &..>. The
support of N(A,, s) is the count of tuples in R with the same values a,,..., a1 for
Au... Avt

Continuing from the last example, consider tuple s=<'Canada’, ‘California,
‘Vancouver'> in the projected relation S. The neighborhood of the State attribute in
tuple s, denoted as N(State, s) is the sub-tuple <’Canada’, ‘Vancouver'>. Since the
same values of ‘Canada and ‘Vancouver’ for attributes Country and City respectively
arefound intuples 6, 7, 8, 9 and 10 of R, we have sup(N(State, s)) = 5.

Our objective is to determine attributes which deviate from its neighbors in the
projected relations. We formulate three metrics O-measure, P-measure and Q-measure
to quantify the extent of deviation.

Definition 3 (O-measure). The O-measure (Outlier measure) of target attribute A,
w.r.t. sisdefined as

S sup(N(A 3)
O - measure (A,,s)= =4

D

sup(N(A,.s))
The lower the O-measure score, the more likely attribute A, is an attribute
outlier in s. Let us compute the O-measure of the attribute outlier Win Table 1. Let
s=<'Canada’, ‘Cdlifornia’, ‘Vancouver'> be a tuple of S:;szmry’Sateycny(R). The

support of N(State, s) is 5 while sup(N(Country, s)) and sup(N(City, s)) are both 1.
The O-measure of the State attribute w.r.t. sis (1+1)/5=0.4.

For comparison, we also compute the O-measure of the State attribute in tuple
t=<"U.S.A’, ‘Cdlifornia’, ‘LA’>. We have O-measure(State, t) = (sup(N(Country, t))
+ sup(N(City, t))) / sup(N(State, t)) = (4+5)/4 = 2.25. ‘Cdifornia is an attribute
outlier in attribute combination s but not in t, therefore O-measure(State, s) is
relatively lower than O-measure(State, t). Recall that the outlier metric should not
consider rare classes or events as attribute outliers. This is evident using O-measure
where the high O-measure(Country, <'Micronesia’, 'Ponape’, 'Palikir'>) = 2 prevents
the mis-interpretation of Micronesia as an attribute outlier.
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Definition 4 (P-measure). Let freg(A,) be the frequency of an attribute A, in the
original relation R. The P-measure of A, w.r.t atuple sis defined as

> sup(N(A 5) @
Pl A9 ap(N(A, s realA)
P-measure takes into account the support of A, in R. A lower weightage is given to
the rare attribute values which have lower frequencies. Unlike O-measure, P-measure
favors non-rare values and is more effective in identifying attribute outliers in sparse
data set which contained vast occurrences of rare attribute values which are not
attribute outliers.

Consider the attribute outlier X in Table 1. Given the low frequency of the value
‘B.C." in the data set, the low O-measure score almost guarantee that the State
attribute in s= <’Canada’, ‘B.C.", ‘Vancouver’> will be labeled as an outlier, that is,
O-measure(State, 5)=(1+1)/4=0.5. In contrast, P-measure(State, s) = (1+1)/(4*0.09) =
5.6 isrelatively much higher.

Definition 5 (Q-measur€). The Q-measure of an attribute A w.r.t tuple sis defined as

sup(s)
sup(N(A.S) @)
Let a be the attribute value of A. Q-measure is the conditional probability of a tuple
having the value a for attribute A, given that the tuple has the same attribute values as
the neighborhood of A. Relating this back to the attribute outlier W in Table 1, Q-
measure(State, <’ Canada’, ‘ California’, ‘ Vancouver’>) = 1/5=0.2.

Computationally, it is less intensive to use Q-measure as the outlier detection
metric because less calculation of the supports of neighborhoods is required. This is
however, at the expense of accuracy performance which we will show in Section 6.

Definition 6 (CA-Outlier). Let S be relation of n tuples S={s,,..., s,}. Given a
threshold B, a Correlation-based Attribute (CA-)outlier is a paired set (A, 5), 1<i<n
such that the deviation scores of A w.r.t s based on an outlier metric is less than f.
Optimal value of B can be automatically derived using Rate-of-change.

Q —measure(A,s) =

Definition 7 (Rate-of-change). Given an attribute A and the set of O-measure(A, s)
Vs e S, I i< n. Let L be the list of tuples s sorted in ascending order of O-
measure(A, s). The Rate-of-change of aranked tuple 5 (2<i<n) isdefined as

O-measure(A,s,)— O —measure(A s ;)

Rate - of — change(s )= oo =) 4

The same formula can be applied to determine the Rate-of-change based on the P-
measure and Q-measure metrics.

5 Algorithms

We regard attribute outlier as a local deviator which exhibits aternative correlation
behavior in a data subspace. Consider a relation R with m attributes and n tuples. In
the worst case, scanning all data subspaces (or projected relations) in R require
O(nx2™) searches where 2™ is the total number of projected relations on R. Therefore,
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Increasing

k=5 F,b,C,d,E3| :A_,B_,C_,D_,E_ZU‘, Frequency

Fig. 2. Attribute combinations at projections of degree k with attribute outliers b and d. The
numerical values at the top right corner of the combinations are the corresponding supports.

computing the O-measure scores for each attribute w.r.t every projected relations
requires O(2™xnxm) time complexity. Obviously, the brute-force approach of
searching every data subspaces of arelation for CA-outliers is highly inefficient. To
overcome this limitation, we propose two filtering strategies to identify and prune
data subspaces that cannot possibly contain an attribute outlier.

Figure 2 shows the attribute combinations in a relation of 5 attributes. We assume
that all possible projections of the relation are completely enumerated. Intuitively, a
frequent tuple of any projected relation cannot be a CA-outlier. Our first strategy
filters any tuple s with sup(s) > minsup, s and its sub-tuples from the calculation of
the outlier scores. Pruning of sub-tuples follows the Apriori property: supports of sub-
tuples increase across projected relations of decreasing degrees. For example,
Sup(<'A’'P ) C VAV E ) <sup(<’A’C LD E'S) <sup(<'A’CLE'>). InFigure 2,
setting minsup at 20 will prune off <A’B','C',)D’,E'> with sub-tuples
<A'BC,E>and<'A',/C,E>.

The second filtering strategy only applies to the Q-measure metric which exhibits
the monotone property. We prove that if ‘b’ is a CA-outlier in atuple s based on Q-
measure, it isalso CA-outlier in the sub-tuples of s.

Property 1. Let s be a tuple in projected relation S. An attribute A is a CA-outlier
w.r.t s based on Q-measure implies that A is a CA-outlier w.r.t any sub-tuple of s
which also contains A.

Proof. Let b be a CA-outlier w.rt s=<’A’,’b’,;’C',’D’> detected using the Q-measure
deviation metric. Let s' be asub-tuple of s. Let B be the optimal threshold such that for
any CA-outlier A, Q-measure(A, )< . Based on the Apriori property, we have

sup(N(b, s)) < sup(N(b, s'))

. sup(b) sup(b)
Q-measurgb,s) = —< =Q-measurgb,s) < S
sup(N(b,s"))  sup(N(b, s))
Hence, b is also a CA-outlier in s. Sub-tuples of any CA-outlier found using Q-
measure in an attribute combination are eliminated from deviation computation. In
Figure 2, sub-tuples<*A’,'b’,'C'>, <A’/b'E'> and <'b’,’C',’E’'> are omitted when
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‘b’ is detected a CA-outlier in <"A’b',C'E'>. Beyond reducing the time
complexity of the outlier score calculation; this property enables reduction of the time
for enumerating the projections.

Algorithm 1 shows the details of the ODDS algorithm. A top-down iteration over
the data subspaces, starting from the original relation R to the projected relations at
level 3is performed [line 6]. The tuples or attribute combinations are stored into a list
L. Iteration begins by eliminating tuples which have frequency or supports greater
than minsup from L [line 4-6]. The program terminatesiif the list L is empty [line 8].

The metrics are computed for each target attribute of each attribute combinations at
level i [line 10-20]. Note that for Q-measure, it is not necessary to iterate over
neighborhoods (unlike O-measure or P-measure) of the target attribute and is
therefore computational cheaper. Further, Property 1 provides effective pruning for
Q-measure. Tuples belonging to the (i-1) data subspaces are generated from the
existing tuples in L at the end of each iteration [line 25-26]. For each dimension,
Get_CA-outliers function accepts a list of al attributes of the same dimension and its
corresponding O-, P-, or Q-measure values. These attribute points are sorted in
ascending values of their deviation scores [line 1, Get_ CA-outliers] to identify the
maximum Rate-of-change [line 5, Get CA-outliers]. Attribute points above max
Rate-of -change are output as CA-outliers[line 6-8].

ALGORI THM 1. CODDS Attribute Qutliers Detection nethod

INPUT: Enunerated projections of degree 1..k for relation R with m
attributes. User input mnsup.

QUTPUT: CA-outliers and the correspondi ng tuples of projected relations

1. Initialize List L

2. Insert into L projected relations of degree mof R
3. Fromdegree i = mto 3 do

4. For each tuple s in L

5. Renove s if sup(s) = mnsup

6. Endf or

7. If Lis enpty then

8. Terminate program//end data subspace.

9. Endl f

10. For each tuple s in L do

11. For each target attribute Ain s do

12. Q neasure(A s)=sup(s)/sup(N(A s))

13. O neasure( A s)=0

14. For each neighbors G of A do

15. O neasur e( A s) =0 neasure(A, s)+sup(N(G,s))
16. Endf or

17. O neasure( A s) =0 nmeasure(A)/sup(N(A, s))
18. P- measur e( A, s) =O- neasur e(A, s)/ sup(A)
19. Endf or

20. Endf or

21. For each target A do // conpute Rate-of-change
22. QUTPUT Get _CA-outliers (si)

23. Enddo

24. Renove in L sub-tuples of the detected CA-outliers // Q neasure
25. Extract all tuples s in L

26. Insert into L sub-tuples of s of degree i-1
27. Endfor

FUNCTI ON. Get _CA-outliers

INPUT: List of attributes A and subsets with O, P- or Q measure val ues
QUTPUT: CA-outliers according to adaptive Rate-of-change threshol ds

1. B -~ A sorted in ascending order of neasure(A)

2. For each point bj, 2<i<|Bj| o

3. Rat e- of - change(b;) = (bi - bj.1)/ b; // rate of change

4. Endfor
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B — i with max Rate-of -change(b;)
For each b;, 1<j < R do

QUTPUT CA-outliers — b;
Endf or

PN O

6 Experimental Validation

Experiments were performed on a Pentium-1V 3.2GHz computer with 2GB of main
memory, and running Windows XP.

6.1 World Clock Dataset

The synthetic data set contains 9 attributes and 50,000 tuples generated from
http://www.timeanddate.com/worldclock/. The original data set is free of any form of
data noise, thus preventing the implicit noise in the original data set from interfering
with the artificial noiseintroduced.

In order to evaluate the performance of ODDS at varying numbers of attribute
outliers per tuple, we introduce x artificial attributes outliers to a random tuple in the
data set. These attributes are assigned random values from their respective domains.
The four datasets containing x=1, 2, 3, and 4 outliers per tuple are denoted X1, X2,
X3 and X4 respectively. For example, X2 has 2,500 CA-outliers distributed across
1,250 tuples, each containing 2 attribute outliers. We also generate a Mix3 dataset by
randomly inserting 1 to 3 artificial attribute outliers to each randomly selected tuple.

The maximum Rate-of-change is the point where the outlier scores change
significantly. Figure 3 shows the thresholds for individual attributes derived from the X1
data set using the Rate-of-change on the O-measure scores in ODDS. These thresholds
are used as the cut-off to determine the outliers (positives) from the non-outliers
(negatives). Table 2 shows that an F-score of 100% is achieved for X1, indicating that
the O-measure is effective in quantifying the extent of deviation in attribute outliers, and
that the Rate-of-change accurately derives the optimal cut-off points. Subsequent
experiments utilize the Rate-of -change factors as default selection for thresholds.

Table 2 shows the performance of ODDS at varying number of CA-outliers per
tuple. With only 9 attributes, it is not surprising that the fal se-negatives escalate when
tuples contain 4 or more CA-outliers per tuple. For data sets containing between 1
to 3 attribute outliers in each tuple, the outlier detection method can achieve an F-
score of between 73% and 100%. We expect that real-world data set will contain a
mixture of different number of attribute outliers in each tuple. For this, ODDS
achieves an F-score of 88% for the Mix3 data set.

In redlity, we do not know the number of attribute outliers that may be present in
each tuple of a database. The ODDS approach systematically searches for CA-
outliers, identifying tuples with only one outlier at the data subspaces of the highest
degree k (i.e. complete tuple), and others at the subsequent lower degree projections.

The Mix3 data set is used to evaluate the performance of ODDS algorithm using
O-measure, P-measure and Q-measure metrics respectively. On manual inspection,
we find that these misses are in fact rare outlier countries which have been penalized
by their low supports in the dataset (e.g. Chile, Irag, Poland). The accuracy of ODDS
converges across the projected relations of degree k, starting from k=7, with
decreasing false negatives as the number of attribute outliers detected accumulate.
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Rate-of-change for g the outlier d for X1
® Sunrise, 337
- seesy | Table 2. Peformance of ODDS at
2® o remeete 1| varying number of CA-outliers per
s connan2on™® 27 tuple. Recall, Precision and F-score is
) in percentages.
f‘) 10
g, " Recal  Precison F-score
, X1 100 100 100
1 51 101 151 201 251 301 X2 90 100 95
No. of tuples (in ascending O-measure scores) X3 63 99 73
X4 39 92 50
Fig. 3. Rate-of-change for individual attributesin X1 Mix3 79 99 88

Figure 4 shows the F-score is between 70% to 80% with O-measure and Q-measure.
For P-measure, the number of FNsis higher.

ODDS with O-measure and Q-measure perform consistently better than classifier-
based methods using decision tree C4.5 [1, 5]. Its performance is also stable when the
percentage of outlier noise increases. As the percentage of attribute outliersin the data
set increases, the correlations between attributes decreases, thus affecting the accuracy
of the correlation-based outlier detection approach.

Accuracy of different attribute outlier metrics Comparison of attribute outlier detection methods for
Mix3 data set

100 100

—e— ODDS (O-
o e~y | oo
| —%— ODDS (Q-
60 | O-measure 80 measure)
w0 —A— Q-measure 70 4 0oDDS (P-
—o— P-measure L 60 | measure)

20 4 —%—C45

50

40
9 8 7 6 5 4 3 1% 5% 10% 15% 20%

F-score

F-score

Degree of projected relations Noise Level

Fig. 4. Accuracy of ODDS metrics converges  Fig. 5. Performance of ODDS compared with
in data subspaces of lower degreesin Mix3 classifier-based attribute outlier detection

6.2 UniProt Dataset

The UniProt database (release 7.1) consists of 2,826,395 protein sequence records are
collected from multiple sources of large-scale sequencing projects and is frequently
accessed by the world-wide biological researchers for analysis and data mining [2].
UniProt/TrEMBL records are computationally annotated, thus the protein functions
are predicted rather than verified experimentally, they contain a significant portion of
mis-annotations or erroneous information [14, 15]. We apply ODDS on the UniProt
database to identify discrepant annotations from 5 key attributes.

Table 3 shows that the protein name PN, gene name GN, synonym SY each
contain more than 100,000 unique values. These large numbers suggest that the
UniProt database is highly sparse. In fact, the naming of proteins and genes are often
left to the discretion of the experimentalists who submit these sequences into the
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Table 3. Performance of ODDS at varying number of CA-outliers per tuple

Attribute Distinct values Multiple values Description
OR 6 No Organism source of the protein
KW 898 Yes Keywords subject reference for the protein
GO 8486 Yes Gene ontology controlled vocabulary of proteins' properties.
PN 669,151 No Proposed official name of protein
SY 126,299 Yes List of synonyms of the protein

Table 4. CA-outliers detected in UniProt. Brackets contain number of affected records

CA-outliers detected at OR PN KW GO Sy
3-attribute combinations 27 (73) 45 (24) 56 (31) 17 (97) 18 (5)
4-attribute combinations 333(553) 136(6033) 276 (196) 378 (2196) 186 (124)
5-attribute combinations 195 (45) 40 (13) 57 (17) 308 (2365) 132 (56)
Accumulated (671) (6070) (241) (2365) (185)

Table 5. Manuad verification of GO CA-outliers detected in UniProt data set

Annotation CA-outlie'ls TP FP Indet.
CA-outliers detected at 3-attribute combinations 17 6 5 6
CA-outliers detected at 4-attribute combinations 378 65 221 92
CA-outliers detected at 5-attribute combinations 308 31 136 141

database, hence, a large percentage of these names are rare but legitimate. Since we
are not interested to detect these rare attribute val ues, we adopt the P-measure metric.

Table 4 shows the number of outliers detected for each attribute. We focus on the
CA-outliers found in the GO dimension. The validities of these outliers are checked
by biologists through manual verification. True positive TP indicates an uncommon
association of the target attribute with the other attributes in the projected relation.
False positive FP indicates that no peculiarity is found in the correlation behavior of
the target attribute. | ndeter minable means that further investigation is required.

The manual verification step largely depends on the knowledge level of the
biologist and his decisive-ness. Table 5 shows that a large percentage (24%-46%) of
the CA-outliers require further investigation because the biologist lacks the detail
knowledge to justify if the annotation is erroneous or it is only exceptional. 27%-58%
are false positives. 10%-24% of the gene ontology attribute outliers are confirmed
result of erroneous annotations.

The experiment shows that ODDS can be used as a pre-step for cleaning protein
annotations, subjected to further verification by an annotator. Obvious cases of
erroneous annotations are found in the ODDS results. For example, 12 bacteria
proteins (Q9Z5E4, Q6J5G7, among others) are associated with viral capsids which
are protein coats for viral particles. Also, 5 eukaryote proteins (Q9BG87, Q41J15,
among others) are oddly related to the reproduction of viruses.

7 Conclusion

Existing outlier detection methods focus primarily on class outliers; limited research
has been conducted on attribute outliers. This paper presents a novel method called
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ODDS that utilizes the correlations between attributes to identify attribute outliers.
Rather than focusing on rare attribute values or rare classes, ODDS systematically
searches for attribute points that exhibit alternative correlation behavior when
compared to other attribute points in a data subspace. These local deviators which we
refer to CA-outliers are dual-Experimental evaluation shows that ODDS can achieve
F-score of up to 88% in synthetic data set and is practically applicable for detecting
erroneous annotations in a protein database.

This paper focuses on the accuracy of the outlier detection approach. Two filtering
strategies are used to improve the time efficiency of the ODDS algorithm where the
enumeration of data subspaces is a major bottleneck. For future work, we strive to
reduce the time complexity further. One strategy is to separate the data space into
partitions of correlated subspaces in order to reduce the number of projections which
are permutated.
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Abstract. An important problem in database and data mining systems
is the detection of outlying points. It is often the case that data observa-
tions exhibiting atypical properties are of more interest than those fitting
common patterns. While anomaly and outlier detection have received
considerable attention from the statistics community, these approaches
are primarily focused on analysis of data sets containing relatively few
and univariate observations. Recently, valuable approaches have been
proposed to facilitate multidimensional analysis for larger data sets. Un-
fortunately, these approaches are often expensive and require numerous
comparisons between each point and the remainder of the data.

We propose an approach using histograms for outlier detection. Sparse
regions of the data are recognised and used for identifying points that are
likely to be outliers. An extensive experimental evaluation demonstrates
the efficiency of our approach under a number of circumstances with
varying parameters on real world and synthetic data sets.

1 Introduction

With the increase in the size of databases, efficient techniques are required for
analysis and interpretation of the stored data. An important data mining prob-
lem is outlier detection, where observations that deviate from the norm are
identified. Tasks where outliers are valuable include credit card fraud analy-
sis, determining adverse reactions to cancer treatments, or determining particu-
larly profitable (or unprofitable) customers. Outlier detection involves examining
points and discriminating based on some measure of “outlierness”.

Existing outlier detection algorithms for local outliers suffer due to the very
large is the number of point-point comparisons required. Without optimisation,
distance based algorithms need to test each point against all other points result-
ing in a time complexity of O(n?). Similarly, for local outlier algorithms running
time is O(n?) as the k nearest neighbours for each point are used. The high cost
of these algorithms makes analysis of large data sets difficult.

Recently, approaches have been proposed to improve the efficiency of
distance based outlier calculations. These often involve randomisation and re-
moving points from consideration once conditions can no longer be met. Un-
fortunately, these are not easily applied for detection of local outliers as the k
nearest neighbours of each point would still be required.

R. Kotagiri et al. (Eds.): DASFAA 2007, LNCS 4443, pp. 176 2007.
© Springer-Verlag Berlin Heidelberg 2007
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We propose a novel approach in which histograms are used to find adjacent
regions of consistent densities. By discarding points within these regions from
consideration, we are able to significantly reduce the number of nearest neighbour
calculations for local outliers. Two stages are used to first identify histogram
buckets that are of interest and then identify points of interest. Following this,
an optional reconsideration phase allows the removal of false positives.

2 Background

Hawkins [9] defines an outlier as “an observation that deviates so much from
other observations as to arouse suspicion that it was generated by a different
mechanism”. We emphasise that the problem of outlier detection is different
to that of detecting aberrant data. Univariate outlier anaylsis is a well studied
problem in statistics [2] with two main types of outliers. Firstly, parametric or
distribution based outliers, which are detected by examining how observations
lie in relation to a known distribution function using a discordancy test. Often,
it is difficult to ascertain the data distribution or an appropriate discordancy
test may not exist. Depth-based outliers involve classifying points based on their
‘depth’ in relation to other observations. Points with smaller depths are more
likely to be outliers over deeper points. Depth is calculated in a similar way to
the construction of convex hulls and algorithms take O(n%/?) time where d is
the number of dimensions.

The first KDD approach for outlier detection was proposed by Knorr & Ng, us-
ing the distance between each point and each other point in the database
[TOUTTIT2IT3]. Tt was motivated by the difficulties in the application of discordancy
tests and the cost of depth based techniques. Points are classified as distance based
outliers if they are at least distance d from p% of the database. Knorr & Ng’s algo-
rithm compares the distance from each point to the remainder of the population
for this computation — this takes O(n?) time. Ramaswamy et al also used distance
[16], ranking objects on the distance to their k nearest neighbours.

A randomised approach for computing distance based outliers was put for-
ward by Bay & Schwabacher [4]. Experimental results show that this provides
a significant speed increase. Kollios et al [14] use a density estimation stage
for improving clustering algorithms, which is also applicable for distance based
outliers and was shown to be accurate for two and three dimensions.

Distance based outliers provide no mechanism to vary the granularity of the
distance measure over the database. For instance, with two normal distributions,
a point may be 10 units and 1 standard deviation from the mean of the first
distribution, while a second point may lie 2 units and 4 standard deviations from
the other mean. It is now difficult to choose a cutoff that will result in the second
point, but not the first, being classified as an outlier.

Density based outliers are classified depending on how the points are placed
in local regions of the data. With OPTICS [5] and later LOF [6], Breunig et
al determine the ‘outlierness’ of points by examination of a point’s k nearest
neighbours (kKNN). Points in neighbourhoods that are similar to nearby regions
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are marked as regular, and those with neighbourhoods of varying density are
classified as outliers. This allows regions of varying density to be processed indi-
vidually, avoiding problems arising from data containing both numerous sparse
and dense regions. Other local approaches include Papadimitriou et al’s LOCI
[15] which also examines the neighbourhood around each point.

We focus on local outliers, in particular those found by the LOF algorithm
[6], due to the ability to detect types of outliers that are ungracefully handled
by other approaches. Despite finding high quality outliers, the time required for
the nearest neighbour queries may be expensive. As such, we are motivated to
propose a more efficient approach for local outliers.

3 Approach

In this section, we present our approach for local outlier detection using his-
tograms. We first identify data regions that can be discounted from containing
outlying points. Following this, we discern points that seem to have a high degree
of outlierness and consider these as candidate outliers. If we wish to completely
eliminate false positives, these candidates are reconsidered in the context of the
entire data set. Histograms (in particular, MinSkew) are chosen for their good
accuracy for selecltivity estimation. Furthermore, construction time is minimal
[1], allowing a significant increase in performance over existing techniques.

3.1 Problem Description and Notation

We begin by defining a set of instances D = {p1, pa, . .., pn }, where each instance
p; is a point with d attributes, p; = (pi1, Pi2, - - -, Pia). When no ambiguity ariseis,
we will use p to refer to a arbitrary point. For the remainder of this paper, we
use the Euclidean distance metric with d(p;,p;).

The aim is to determine the set of outlying points that satisfy a condition
C relating outlying points to the remainder of the data set. More formally, we
wish to find {p’ € D | C(p')} where p’ denotes a point that is an outlier. For
instance, C' may be true for points lying more than a certain distance from 90%
of the entire data set. For the local outliers, C(p) will be satisfied if a point is in
a sufficiently sparse region bordering on a dense region.

For local outliers, we adjust the definitions of Breunig et al [6] for readability.

Definition 1. k — distance(p) of a point p is the minimal distance d such that
at least k points are within distance d from p.

Definition 2. Reachability of point p with respect to point o is defined as
reachability(o,p) = max{k — distance(0),d(o,p)}

Definition 3. Local Reachability Density of p is:

Ird(p) = Te’fwhability(o)pw where kNN(p) refers to the k nearest

neighbours of p.
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ird(o)

Definition 4. Local Outlier Factor of a point pis: LOF(p) =+ 2 0ckN N (p) Ird(p)

The local outlier factor is the average ratio between the local reachability density
between each of p’s nearest neighbours and the local reachability density p. A
point in a sparse region with neighbours in comparatively dense regions will
subsequently have lower reachability densities than its neighbours. This results
in a high outlierness for p; if this is below a predetermined threshold, p will be
marked as an outlier.

3.2 Histogram Based Outliers

Typically, histogram techniques iteratively divide existing buckets into smaller
buckets to minimise a badness function [I[7/§]. Unless otherwise mentioned, we
will use the MinSkew algorithm from Acharya et al [I]. This uses the sum of
variance for each bucket as a badness function. That is, >} | B;|s; where |B;] is
the number of points in bucket B;, n is the total number of buckets and s; is
the statistical variance.

Proposition 1. If point p falls within bucket B with density B.gens and p is
more than 2r from any edge of B, p is not an outlier where d is the dimension-
ality of the data set (r is the radius of the hypersphere enclosing p’s k nearest
neighbours).

If the histogram estimator is accurate, the area, a, of the circle enclosing all of
p’s k nearest neighbours is k/B.4ens. The distance to the furthest of these will
be § = {/a/w. Denoting this neighbour as pj, the reachability distance for p is
at most d(p, p;) + d(pj, p;) where p’; is the furthest of p}’s neighbours. If both p;
and pj; are contained within B, the maximum distance that p; can be from p; is
0. As such, p is not a density based outlier if d(p,ep,) > ¢, where ep, € {edges
of B;}. This is illustrated in Figure 1a and Figure 1b.

Intuitively, we can consider that for selectivity estimation, we are attempting
to create regions of uniform density. Points lying towards the centre of these
regions are unlikely to be outliers. With Proposition 1, a large number of points
can be removed from consideration as outliers. For data sets with large regions
of relatively uniformly located data, this is particularly valuable (for instance
the Forest Cover data set [3]).
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3.3 Histogram Refinement

Due to the MinSkew algorithm minimising variance during construction, uniform
regions of the data may be divided. By attempting to minimise Y " | 0% , where
m is the number of buckets in a partitioning P,,, it may be possible for a split
to occur such that the accuracy of the partitioning is only trivially improved,
A(P) + €= A(Piya).

Consider a bivariate data set with a point at each value between 1 and 500, i.e.
(1,1), (1,2), ..., (500, 499), (500,500). For each attribute, we have 0? = 20833.25
and a split results in buckets with badness 0% + 03 = 10416.5. Despite this,
we observer only a marginal increase in accuracy due to the structure. While we
would not expect to observe this for the entire data set, it is easy to imagine local
regions exhibiting such patterns. Using bucket merges, we are able to increase
the number of points that can be discounted from being outliers.

Merging buckets is based on two factors. Firstly, the densities of the buckets so
as not to unnecessarily mark points in regions of consistent densities as outliers.
Secondly, we take into account the structure of the buckets; two adjacent buckets
may in fact have similar densities, this may be because they each contain a
cluster of points. During construction, the split was correct and it would be to
our disadvantage if we were to merge the resulting bucket.

It is possible to restrict some merges during the histogram construction phase.
Regions with uniformly placed points in this section is one such case. Other
scenarios are addressed by consideration once the partitioning is constructed.
The borders of adjacent buckets B, and B, are scanned, with regions of B,
consistent with B, may be reassigned from B, to B, (or vice-versa). In cases
where the buckets are very similar, the complete buckets will be merged.

In order to determine if two regions should be merged, we construct a sub-
histogram within the buckets from the original histogram. To avoid confusion,
we will use H to represent the initial histogram and use H’ for the sub-histogram.
Similarly, H’z, will be used for indicating the bucket of H' containing point p.

The merging process involves three phases for two adjacent buckets of H,
that is, Hp, and Hp, . Firstly, the construction of the equi-depth/equi-width sub-
histograms, H, for Hp, and H} for Hp,. The second stage involves consideration
of bordering cells Hj; € H; and Hp € H. If the ratio of these densities are
within an acceptable range 1 + € then the buckets are marked for merging.
Finally, merge marked buckets and calculate densities of the resulting buckets.
When merging buckets, the lowest of density values is chosen to represent the
overall density. While this may result in some underestimation of the density
of the combined bucket, the resulting sparse regions will lead to false positives
which can be reconsidered later.

For selectivity estimation, if the relative error being used for accuracy err =
%, where t represets the true selectivity and est represents the value estimated
using the histogram, the difference between the error for the original and merged
buckets will be :EM where Qg eq is the area of the query for estimation.
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Algorithm 1. Finds outliers using the histogram based approach

FIND-OUTLIERS-HISTOGRAM (D):

1: H « CONSTRUCT-HISTOGRAM(D)
2: H' < MERGE-BUCKETS(H)
3: Candidates «— ), Outliers « ()
4: for point p € D do
5: H, < FIND-BUCKET(p, H')
6: if IsCONTAINED(p, H'z,,) then
7: p is not an outlier
8: else
9: Dird < 0
10: ord — 0
11: for each H;; reachable for p do
12: Update pjrq based on H'pg;
13: Update o5,q based on H'p;
14: if 24 > 7' then
15: Candidates U p
16: for p € Candidates do
17: if Is-OUTLIER(p, D) then
18: Outliers «— Outliers U {p}
19: return Outliers

3.4 Refining Candidates

We can also use the histogram structure to identify points that seem particularly
likely to be outliers or non outliers. Cells of the sub-histograms are used to
approximate the densities surrounding each point. This allows estimation of the
maximum and minimum LOF values for points and improve the identification
of candidate outliers. The bounds allow us to better discriminate with regards
to non outlying points in addition to helping us estimate LOF for outliers.

We first consider the density and size of both Hp, and H,. If a point is on
the edge of the bucket of size k > k, the local reachability density of p cannot
be greater than diag(Bp)~*', where diag(Bp) is the length of the diagonal of Bp.
In the most skewed scenario, the reachability distance for p must be less than
that of the diagonal of the bucket. When closer to the centre, this is likely to

be much smaller. For any point, the expected value for two dimensional data of

Ird(p) (only considering ngp) will be ( Ww)*l. As the dimensionality

increases, the expression should be altered to consider the radius of the appro-
priate hypersphere. For points near the bucket edge, we also consider the density
of the relevant buckets adjacent to ngp. A pessimistic approach is taken, such
that the estimated Ird will be lower than the true value. While this may increase
the number of false positives, it mitigates the number of missed outliers. Of the
buckets under consideration, we use the lowest density value.
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The second stage is to estimate the range of possible LOF values for p. Ini-
tially, it is assumed that the positions of neighbouring points place p in a sparse
region of the data, allowing fr the lower LOF estimate. Following this, the highest
density regions nearby are examined and are used for the upper LOF estimate.
It is important to note that this estimate is only performed for p. Any of the
other points that lie in the regions close to p are considered independently. The
estimates can then be used for determining the densities of the point and points
in nearby regions and then the range into which the LOF score will fall. Points
which are highly unlikely to be outliers are immediately discarded. A threshold
value, T, is used for choosing points that should be removed from consideration.
This value can be modified with ease, however it is rarely useful to keep points
that will have a LOF of 1.0 or less.

Algorithm [I] shows the approach for histogram based outlier detection. 7/ is
the threshold above which we consider a point a candidate outlier. The method
Is — Outlier in line 18 returns true if the point is an outlier in the context of
the whole data set using the LOF algorithm.

3.5 Accuracy

Consider a bucket with a heavily skewed distribution such as depicted in
Figure 1c. The estimated density of points in the upper right region will be greater
than the true density while for points in the lower left region, the estimated den-
sity will be lower. This decreases the likelihood upper right points being classified
as outliers while increasing the likelihood for those in the lower left.

To assist us in considering the error induced by the approach, we define two
terms that relate to the estimate of density surrounding a given point:

Definition 5. Relative overestimate for point p is the ratio of the densities be-
tween the region surrounding p and the regions surrounding its neighbours esti-
mated by the histogram to be higher than the true ratio. That is,
estlrd(p)/estlrd(neighbour) > truelrd(p)/truelrd(neighbour).

As histogram construction takes place with constraints on the number of buck-
ets permitted, points in sparse regions may be placed in comparatively dense
buckets. The overestimate may be due to either that the histogram is accurate
for the density surrounding a point’s neighbours, but not for the point itself
(estlrd(neighbours) = truelrd(neighbours) and estlrd(p) > truelrd(p)), or the
density is correct for p, but is underestimated for p’s neighbours (estird(p) =
truelrd(p) and estlrd(neighbours) < truelrd(p)).

Definition 6. Relative underestimate is the ratio of the densities between the
region surrounding p and the regions surrounding its neighbours estimated by
the histogram to be lower than the true ratio. That is,
estlrd(p)/estlrd(neighbour) < lrd(p)/lrd(neighbour).

As with the overestimation, relative underestimation is a result of the constraints
on the maximum number of buckets. However, points in sparse regions are in
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buckets with a higher density than the density surrounding each point. There
are two cases to consider, firstly, estlrd(neighbours) = truelrd(neighbours) and
estlrd(p) < truelrd(p). Or secondly, where estird(p) = truelrd(p) and then
estlrd(neighbours) > truelrd(p).

Proposition 2. A relative underestimate for a non-outlying point p may lead

to p being misidentified as an outlier if M >T—7.

Consider a point p with a local outlier factor of 4 and assume that v < 7
where 7 is the threshold above which points are considered outliers. Recall that
when densities are computed from the full data set, v = %ZoekNN(p) %.
Now, if there is a relative underestimate for the region surrounding p with

estlrd(p) < lrd(p) and estlrd(o) = lrd(o) then

s % Z lrd(o)

oChN N ) estlrd(p)

Now if M > 17—y, then p will be erroneously be marked as an outlier.

The opposite of the previous case is:

Proposition 3. A relative underestimate for a outlying point p may lead to p
being incorrectly identified as a non-outlier. A point will be no longer be marked

as an outlier if w >y —T.

4 Experimental Evaluation

Two sets of experiments are run; the first set involve synthetic data used to
examine how different distributions and parameters affect the approach. Two
synthetic sets are used: data drawn from the normal and exponential distribu-
tions and is iid. We also examine the Forest Cover [3] data set; this represents
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observations of forest information taken by the United States Forest Service. The
data contains information such as elevation, aspect and slope for forest ‘cells’.
Nominal data such as soil type were excluded.

Of course, if the distribution parameters are known, we would expect no
outliers simply extreme values. In our experiments, we make no assumptions
about the distribution from which the data has been drawn and LOF and local
densities for the discrimination of outlying points.

4.1 Results

For Figure 2] two constraints are used for the buckets, the first is 1,000 (10%
for the smallest size set moving towards 1% for the largest) and the second
2,000. For 1,000 buckets, slightly more than 2 seconds are required for the 10,000
point set and marginally less than 3 (2.91 seconds) for the 100,000 point set.
Approximately 7.6 seconds are needed for 20,000 points with 2,000 buckets,
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peaking at 8.3 seconds for 100,000 points with 2,000 buckets. Figuredb shows the
impact on time when the number of buckets is varied. When keeping the number
of buckets constant, there is only a slight increase in running time compared to
the increase in population size. Allowing the number of buckets to increase along
with the number of points, there is an increase in the time taken. This is a result
of the increased number of points close to the border of a cell.

Figure Bh shows the accuracy as we vary the number of buckets. The data
set sizes are 10,000, 20,000 and 40,000. There is a sharp increase as the number
of buckets approaches 500. The accuracy then plateaus at approximately 80%
accuracy with marginal increases in accuracy resulting from the increases in the
number of buckets. Additionally, when doubling the size of the data set, there
number of buckets needed to achieve the accuracy of the smaller set is small.
This suggests that as the histogram can model the shape of the data, the number
of buckets required decreases proportionally against the size of the dat set.

The results for varying data dimensionality are shown in Figure [Fh. As the
dimensionality increases that performance is slightly impacted. The accuracy
is still competitive for data of lower dimensionality. The sets used for these
experiments consist of 200,000 points and for the most part, outliers are found
in well under one minute. Even for the higher dimensional data, the performance
is still superior to that of LOF running on two dimensional data.

For exponentially distributed data our approach again outperforms LOF
(Figure 2b). Only a couple of seconds are required for 100,000 instances, which
is consistent with the normally distributed data results. The time for LOF is
very similar which is what we would expect; the number of nearest neighbour
queries required does not change with the structure of the data.

Because of the structure of the exponential data, we observe a slight decrease
in the accuracy of our approach in Figure[Bb. Again, there is a dramatic increase
in the quality as the number of buckets increases from 0 until approximately 400-
500. The lower accuracy is a result of the structure of the data. The exponential
data contains a diagonal ‘cutoff’ between the regions where points lie and the
remaining empty space. As rectangular buckets are used, each bucket containing
points in this region typically contains a large empty portion. Both the perfor-
mance and accuracy are affected in a consistent manner for the exponentially
and normally distrubuted data sets.

A number of subsets were constructed from the UCI KDD Forest Cover data
set [3]. Only unique values were used (spikes in the data may result in the k
nearest neighbours of a point having the same value as the point). The first subset
contains the attribute “Horizontal Distance_To_Hydrology” (HDH) as well as
“Vertical_Distance_To_Hydrology” (VDH) this consists of approximately 66,000
unique instances. The second contains “Slope”, “Aspect”, in addition to HDH
and VDH with approximately 545,000 unique instances. Due to the large size,
only our approach was run for these data sets.

Figure [l shows the performance of our approach as the size of the data set is
increased. For the two dimensional data set, the number of buckets was set at
10% of the number of points present. For the four dimensional set, the number of
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buckets was set at 2%. This also allows us to appreciate the additional increase
in set size and dimensionality. Figure [6] shows the structure of a cross section
of the data containing the attributes “Aspect” and “Slope”. The large regular
regions can easily be modelled with the histograms with only a small impact on
the quality of the outliers, leading to significant performance gain.

5 Conclusions

We have examined an approach for local outlier detection using histograms to
efficiently approximate densities rather than explicit computation using nearest
neighbours. The time taken for existing techniques is considerable; our approach
allows outliers to be found much faster with only a small decrease in accuracy.
A number of steps are used, the first of which involves refinement of the his-
togram buckets. This is followed by removal of points located in the centre of
large buckets. The third step is to examine each point and estimate the density
by examining the surrounding region in the histogram. If the maximum Local
Outlier Factor score that a point can have is below a specified threshold, we
immediately remove the point from consideration.
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Abstract. k-anonymization techniques have been the focus of intense
research in the last few years. An important requirement for such tech-
niques is to ensure anonymization of data while at the same time min-
imizing the information loss resulting from data modifications. In this
paper we propose an approach that uses the idea of clustering to min-
imize information loss and thus ensure good data quality. The key ob-
servation here is that data records that are naturally similar to each
other should be part of the same equivalence class. We thus formulate a
specific clustering problem, referred to as k-member clustering problem.
We prove that this problem is NP-hard and present a greedy heuristic,
the complexity of which is in O(n?). As part of our approach we de-
velop a suitable metric to estimate the information loss introduced by
generalizations, which works for both numeric and categorical data.

1 Introduction

A recent approach addressing data privacy relies on the notion of k-anonymity
[TTUT3]. In this approach, data privacy is guaranteed by ensuring that any record
in the released data is indistinguishable from at least (k — 1) other records with
respect to a set of attributes called the quasi-identifier. Although the idea of
k-anonymity is conceptually straightforward, the computational complexity of
finding an optimal solution for the k-anonymity problem has been shown to be
NP-hard, even when one considers only cell suppression [1[9]. The k-anonymity
problem has recently drawn considerable interest from research community, and
however, suffer from high information loss mainly due to reliance on pre-defined
generalization hierarchies [4J6l7I12] or total order [3I8] imposed on each attribute
domain. We discuss these algorithms more in detail in Section [2

The main goal of our work is to develop a new k-anonymization approach
that addresses such limitations. The key idea underlying our approach is that
the k-anonymization problem can be viewed as a clustering problem. Intuitively,
the k-anonymity requirement can be naturally transformed into a clustering
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under Grant No. 0430274 and the sponsors of CERIAS.
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problem where we want to find a set of clusters (i.e., equivalence classes), each
of which contains at least k records. In order to maximize data quality, we
also want the records in a cluster to be as similar to each other as possible. This
ensures that less distortion is required when the records in a cluster are modified
to have the same quasi-identifier value. We thus formulate a specific clustering
problem, which we call k-member clustering problem. We prove that this problem
is NP-hard and present a greedy algorithm which runs in time O(n?). Although
our approach does not rely on generalization hierarchies, if there exist some
natural relations among the values in a domain, our algorithm can incorporate
such information to find more desirable solutions. We note that while many
quality metrics have been proposed for the hierarchy-based generalization, a
metric that precisely measures the information loss introduced by the hierarchy-
free generalization has not yet been introduced. For this reason, we define a data
quality metric for the hierarchy-free generalization, which we call information
loss metric. We also show that with a small modification, our algorithm is able
to reduce classification errors effectively.

The remainder of this paper is organized as follows. We review the basic
concepts of the k-anonymity model and survey existing techniques in Section 21
We formally define the problem of k-anonymization as a clustering problem and
introduce our approach in Section Bl Then we evaluate our approach based on
the experimental results in Section @l We conclude our discussion in Section [B

2 Preliminaries

2.1 Basic Concepts

The k-anonymity model assumes that person-specific data are stored in a table
(or a relation) of columns (or attributes) and rows (or records). The process of
anonymizing such a table starts with removing all the explicit identifiers, such as
name and SSN, from the table. However, even though a table is free of explicit
identifiers, some of the remaining attributes in combination could be specific
enough to identify individuals if the values are already known to the public. For
example, as shown by Sweeney [I3], most individuals in the United States can
be uniquely identified by a set of attributes such as {ZIP, gender, date of birth}.
Thus, even if each attribute alone is not specific enough to identify individuals,
a group of certain attributes together may identify a particular individual. The
set of such attributes is called quasi-identifier.

The main objective of the k-anonymity model is thus to transform a table so
that no one can make high-probability associations between records in the table
and the corresponding entities. In order to achieve this goal, the k-anonymity
model requires that any record in a table be indistinguishable from at least
(k—1) other records with respect to the pre-determined quasi-identifier. A group
of records that are indistinguishable to each other is often referred to as an
equivalence class. By enforcing the k-anonymity requirement, it is guaranteed
that even though an adversary knows that a k-anonymous table contains the
record of a particular individual and also knows some of the quasi-identifier
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| ZIP [Gender | Age|Diagnosis | | ZIP |Gender| Age |Diagnosis |
47918 | Male | 35 | Cancer 4791 | Person | [35-39] | Cancer
47906 | Male | 33 | HIV+ 4790 | Person | [30-34] | HIV+
47918 | Male | 36 Flu 4791x | Person | [35-39] Flu
47916 | Female | 39 | Obesity 4791 | Person | [35-39] | Obesity
47907 | Male | 33 | Cancer 4790 | Person | [30-34] | Cancer
47906 | Female | 33 Flu 4790x | Person | [30-34] Flu

Fig. 1. Patient Table Fig. 2. 3-anonymous Patient table

attribute values of the individual, he/she cannot determine which record in the
table corresponds to the individual with a probability greater than 1/k. For
example, a 3-anonymous version of the table in Fig. [[lis shown in Fig.

2.2 Existing Techniques

The k-anonymity requirement is typically enforced through generalization, where
real values are replaced with “less specific but semantically consistent values”
[13]. Given a domain, there are various ways to generalize the values in the
domain. Typically, numeric values are generalized into intervals (e.g., [12—19]),
and categorical values are generalized into a set of distinct values (e.g., {USA,
Canada}) or a single value that represents such a set (e.g., North-America).

Various generalization strategies have been proposed. In [7TTIT2], a non-
overlapping generalization-hierarchy is first defined for each attribute of quasi-
identifier. Then an algorithm tries to find an optimal (or good) solution which
is allowed by such generalization hierarchies. Note that in these schemes, if a
lower level domain needs to be generalized to a higher level domain, all the
values in the lower domain are generalized to the higher domain. This restric-
tion could be a significant drawback in that it may lead to relatively high
data distortion due to unnecessary generalization. The algorithms in [4l6], on
the other hand, allow values from different domain levels to be combined to
represent a generalization. Although this leads to much more flexible general-
ization, possible generalizations are still limited by the imposed generalization
hierarchies.

Recently, some schemes that do not rely on generalization hierarchies [38]
have been proposed. For instance, LeFevre et al. [§] transform the k-anonymity
problem into a partitioning problem. Specifically, their approach consists of the
following two steps. The first step is to find a partitioning of the d-dimensional
space, where d is the number of attributes in the quasi-identifier, such that
each partition contains at least k records. Then the records in each partition
are generalized so that they all share the same quasi-identifier value. Although
shown to be efficient, these approaches also have a disadvantage that it requires
a total order for each attribute domain. This makes it impractical in most cases
involving categorical data which have no meaningful order.
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3 Anonymization and Clustering

The key idea underlying our approach is that the k-anonymization problem can
be viewed as a clustering problem. Clustering is the problem of partitioning a set
of objects into groups such that objects in the same group are more similar to
each other than objects in other groups with respect to some defined similarity
criteria [5]. Intuitively, an optimal solution of the k-anonymization problem is
indeed a set of equivalence classes such that records in the same equivalence
class are very similar to each other, thus requiring a minimum generalization.

3.1 k-Anonymization as a Clustering Problem

Typical clustering problems require that a specific number of clusters be found
in solutions. However, the k-anonymity problem does not have a constraint on
the number of clusters; instead, it requires that each cluster contains at least
k records. Thus, we pose the k-anonymity problem as a clustering problem,
referred to as k-member clustering problem.

Definition 1. (k-member clustering problem) The k-member clustering
problem is to find a set of clusters from a given set of n records such that
each cluster contains at least k (kK < n) data points and that the sum of all
intra-cluster distances is minimized. Formally, let S be a set of n records and
k the specified anonymization parameter. Then the optimal solution of the k-
clustering problem is a set of clusters &€ = {ey,..., e} such that:

L.Vi#je{l,....m}, e, Nej =0,

2. Ui:l,...,m e; =35,

3. Ve; € &, |e;| >k, and

4. Z[:l,...,m lee| - MAX; j— 1, je,| A(Pee,i), P(e,j)) 18 minimized.

Here |e| is the size of cluster e, p(, ;) represents the i-th data point in cluster ey,
and A(z,y) is the distance between two data points = and y. O

Note that in Definition [Il, we consider the sum of all intra-cluster distances,
where an intra-cluster distance of a cluster is defined as the maximum distance
between any two data points in the cluster (i.e., the diameter of the cluster).
As we describe in the following section, this sum captures the total information
loss, which is the amount of data distortion that generalizations introduce to the
entire table.

3.2 Distance and Cost Metrics

At the heart of every clustering problem are the distance functions that measure
the dissimilarities among data points and the cost function which the clustering
problem tries to minimize. The distance functions are usually determined by the
type of data (i.e., numeric or categorical) being clustered, while the cost function
is defined by the specific objective of the clustering problem. In this section, we
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describe our distance and cost functions which have been specifically tailored for
the k-anonymization problem.

As previously discussed, a distance function in a clustering problem measures
how dissimilar two data points are. As the data we consider in the k-anonymity
problem are person-specific records that typically consist of both numeric and
categorical attributes, we need a distance function that can handle both types
of data at the same time.

For a numeric attribute, the difference between two values (e.g., |z —y|) natu-
rally describes the dissimilarity (i.e., distance) of the values. This measure is also
suitable for the k-anonymization problem. To see this, recall that when records in
the same equivalence class are generalized, the generalized quasi-identifier must
subsume all the attribute values in the equivalence class. That is, the general-
ization of two values x and y in a numeric attribute is typically represented as
a range [z, y], provided that < y. Thus, the difference captures the amount of
distortion caused by the generalization process to the respective attribute (i.e.,
the length of the range).

Definition 2. (Distance between two numeric values) Let D be a finite
numeric domain. Then the normalized distance between two values v;,v; € D is
defined as:

on(v1, v2) = |v1 —v2| /D],
where | D] is the domain size measured by the difference between the maximum
and minimum values in D. (]

For categorical attributes, however, the difference is no longer applicable as most
of the categorical domains cannot be enumerated in any specific order. The
most straightforward solution is to assume that every value in such a domain is
equally different to each other; e.g., the distance of two values is 0 if they are
the same, and 1 if different. However, some domains may have some semantic
relationships among the values. In such domains, it is desirable to define the
distance functions based on the existing relationships. Such relationships can
be easily captured in a tazonomy tree Ll. We assume that a taxonomy tree of
a domain is a balanced tree of which the leaf nodes represent all the distinct
values in the domain. For example, Fig. Blillustrates a natural taxonomy tree for
the Country attribute. However, for some attributes such as Occupation, there
may not exist any semantic relationship which can help in classifying the domain
values. For such domains, all the values are classified under a common value as
in Fig. @ We now define the distance function for categorical values as follows:

Definition 3. (Distance between two categorical values) Let D be a cat-
egorical domain and 7p be a taxonomy tree defined for D. The normalized
distance between two values v;,v; € D is defined as:

bc(vr, v2) = H(A(vi, vy)) / H(Tp),

! Taxonomy tree can be considered similar to generalization hierarchy introduced
in [7YITIT2]. However, we treat taxonomy tree not as a restriction, but a user’s
preference.
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Country
Occupation
America Asia
North South West East
A A A A Armed-Forces Teacher Doctor Salesman Tech-Support

USA Canada Brazil Mexico Iran Egypt India Japan

Fig. 3. Taxonomy tree of Country Fig. 4. Taxonomy tree of Occupation

where A(z, y) is the subtree rooted at the lowest common ancestor of z and y,
and H(R) represents the height of tree 7. O

Ezample 1. Consider attribute Country and its taxonomy tree in Fig. Bl The
distance between India and USA is 3/3 = 1, while the distance between India
and Iran is 2/3 = 0.66. On the other hand, for attribute Occupation and its
taxonomy tree in Fig. [ which goes up only one level, the distance between any
two values is always 1.

Combining the distance functions for both numeric and categorical domains, we
define the distance between two records as follows:

Definition 4. (Distance between two records) Let Q7 = {Ni,..., Ny,
Cy,...,Cy} be the quasi-identifier of table T, where N;(i = 1,...,m) is an
attribute with a numeric domain and C;(j = 1,...,n) is an attribute with a
categorical domain. The distance of two records r1, o € T is defined as:

Alrire) = Y Sn(m[Nir2 [N + D be(r[Cyl,ra[C)),

1=1,....m Jj=1,....,n

where 7;[A] represents the value of attribute A in r;, and 6 and 6¢ are the dis-
tance functions defined in Definitions[2 and [3], respectively. O

Now we discuss the cost function which the k-members clustering problem
tries to minimize. As the ultimate goal of our clustering problem is the k-
anonymization of data, we formulate the cost function to represent the amount
of distortion (i.e., information loss) caused by the generalization process. Recall
that, records in each cluster are generalized to share the same quasi-identifier
value that represents every original quasi-identifier value in the cluster. We as-
sume that the numeric values are generalized into a range [min, max| [8] and
categorical values into a set that unions all distinct values in the cluster [3]. With
these assumptions, we define a metric, referred to as Information Loss metric
(IL), that measures the amount of distortion introduced by the generalization
process to a cluster.

Definition 5. (Information loss) Let e = {r1,..., 7} be a cluster (i.e., equiv-
alence class) where the quasi-identifier consists of numeric attributes Ny, ..., Ny,
and categorical attributes C1, ..., Cy. Let 7¢, be the taxonomy tree defined for
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the domain of categorical attribute C;. Let M INy, and M AXy, be the min and
max values in e with respect to attribute IV;, and let Ug, be the union set of
values in e with respect to attribute C;. Then the amount of information loss
occurred by generalizing e, denoted by IL(e), is defined as:

IL(e) = le|- (3 (MAXNiJ\;|MINNi) LY %)

i=1,....m j=1,....n

where |e]| is the number of records in e, | N| represents the size of numeric domain
N, A(Ug,) is the subtree rooted at the lowest common ancestor of every value
in Ug,, and H(T) is the height of taxonomy tree 7. O

Using the definition above, the total information loss of the anonymized table is
defined as follows:

Definition 6. (Total information loss) Let £ be the set of all equivalence
classes in the anonymized table A7. Then the amount of total information loss
of AT is defined as:

Total-TL(AT) = > o I L(e). O

ec&
Recall that the cost function of the k-members problem is the sum of all intra-
cluster distances, where an intra-cluster distance of a cluster is defined as the
maximum distance between any two data points in the cluster. Now, if we con-
sider how records in each cluster are generalized, minimizing the total informa-
tion loss of the anonymized table intuitively minimizes the cost function for the
k-members clustering problem as well. Therefore, the cost function that we want
to minimize in the clustering process is Total-IL.

3.3 Anonymization Algorithm

Armed with the distance and cost functions, we are now ready to discuss the
k-member clustering algorithm. As in most clustering problems, an exhaustive
search for an optimal solution of the k-member clustering is potentially expo-
nential. In order to precisely characterize the computational complexity of the
problem, we define the k-member clustering problem as a decision problem as
follows.

Definition 7. (k-member clustering decision problem) Given n records,
is there a clustering scheme £ = {ey,...,ep} such that

1. |e;] > k, 1 < k < n: the size of each cluster is greater than or equal to a
positive integer k, and

2. > .1 ,IL(e;) < ¢, ¢> 0: the Total-IL of the clustering scheme is less than
a pos{ti{/e constant c. O

Theorem 1. The k-member clustering decision problem is NP-complete.
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Proof. That the k-member clustering decision problem is in NP follows from the
observation that if such a clustering scheme is given, verifying that it satisfies
the two conditions in Definition [l can be done in polynomial time.

In [I], Aggarwal et al. proved that optimal k-anonymity by suppression is
NP-hard, using a reduction from the EDGE PARTITION INTO TRIANGLES prob-
lem. In the reduction, the table to be k-anonymized consists of n records; each
record has m attributes, and each attribute takes a value from {0,1,2}. The
k-anonymization technique used is to suppress some cells in the table. Aggarwal
et al. showed that determining whether there exists a 3-anonymization of a table
by suppressing certain number of cells is NP-hard.

We observe that the problem in [I] is a special case of the k-member clustering
problem where each attribute is categorical and has a flat taxonomy tree. It
thus follows that the k-member clustering problem is also NP-hard. When each
attribute has a flat taxonomy tree, the only way to generalize a cell is to the root
of the flat taxonomy tree, and this is equivalent to suppressing the cell. Given
such a database, the information loss of each record in any generalization is the
same as the number of cells in the record that differ from any other record in the
equivalent class, which equals the number of cells to be suppressed. Therefore,
there exists a k-anonymization with total information loss no more than ¢ if and
and only if there exists a k-anonymization that suppresses at most ¢ cells. O

Faced with the hardness of the problem, we propose a simple and efficient al-
gorithm that finds a solution in a greedy manner. The idea is as follows. Given
a set of n records, we first randomly pick a record r; and make it as a cluster
e1. Then we choose a record r; that makes IL(e; U {r;}) minimal. We repeat
this until |e;| = k. When |e;| reaches k, we choose a record that is furthest from
r; and repeat the clustering process until there are less than k records left. We
then iterate over these leftover records and insert each record into a cluster with
respect to which the increment of the information loss is minimal. We provide
the core of our greedy k-member clustering algorithm, leaving out some trivial
functions, in Figure [l

Theorem 2. Let n be the total number of input records and k be the specified
anonymity parameter. Every cluster that the greedy k-member clustering algo-
rithm finds has at least k records, but no more than 2k — 1 records.

Proof. Let S be the set of input records. As the algorithm finds a cluster with
exactly k records as long as the number of remaining records is equal to or
greater than k, every cluster contains at least k records. If there remain less
than k records, these leftover records are distributed to the clusters that are
already found. That is, in the worst case, k — 1 remaining records are added to
a single cluster which already contains k records. Therefore, the maximum size
of a cluster is 2k — 1. |

Theorem 3. Let n be the total number of input records and k be the specified
anonymity parameter. The time complexity of the greedy k-member clustering
algorithm is in O(n?).



196 J.-W. Byun et al.

Function greedy_k_member_clustering (S, k) Function find_best_record (S, c)
Input: a set of records Sand a threshold value k. Input: a set of records Sand a cluster C.
Output: a set of clusters each of which contains at least K | Output: a record r € Ssuch that IL(c «{r}) is minimal.
records. 1. n=ISl; min = oo; best = null;

1. if(1S1 k) 2. for(i=1,...n)

2 return S; 3 r=i-threcord in S;

3. endif; 4 diff = IL(c U {r}) - IL(c);

4. result= &; r = arandomly picked record from S; 5 if( diff < min )

5. while(1S1>k) 6. min = diff;

6. r = the furthest record from r; 7 best =r;

7 S=S-{r}; 8 end if}

8 c={r}; 9. end for;

9. while(lcl<k) 10. return best;

10. r = find_best_record(S c); End;

11. S=S-{r};

12. c=cu{r}; Function find_best_cluster (C, r)

13.  end while; Input: a set of clusters C and arecord r.

14.  result=result U {c}; Output: a cluster ¢ € C such that IL(c «{r}) is minimal.

15. end while; 1. n=ICl; min = oo; best =null;

16. while(1S1 #0) 2. for(i=1,...n)

17.  r=arandomly picked record from S; 3 ¢ = i-th cluster in C;

18. S=S-{r}; 4 diff = IL(c U {r}) — IL(c);

19.  c=find_best_cluster(result, r); 5 if( diff < min )

20. c=cuU{r); 6. min = diff;

21. end while; 7 best = c;

22. return result; 8 end if;
End; 9. end for;

10. return best;
End;

Fig. 5. Greedy k-member clustering algorithm

Proof. Observe that the algorithm spends most of its time selecting records from
the input set S one at a time until it reaches |S| = k (Line 9). As the size of
the input set decreases by one at every iteration, the total execution time T is
estimated as:
n(n —1)

2
Therefore, T is in O(n?). O

T=n-1)4+n-2)+...+k~=

3.4 Improvement for Classification

In most k-anonymity work, the focus is heavily placed on the quasi-identifier, and
therefore other attributes are often ignored. However, these attributes deserve
more careful consideration. In fact, we want to minimize the distortion of quasi-
identifier not only because the quasi-identifier itself is meaningful information,
but also because a more accurate quasi-identifier will lead to good predictive
models on the transformed table [6]. In fact, the correlation between the quasi-
identifier and other attributes can be significantly weakened or perturbed due
to the ambiguity introduced by the generalization of the quasi-identifier. Thus,
it is critical that the generalization process does preserve the discrimination of
classes using quasi-identifier. Considering this issue, Iyengar also proposed the
classification metric (CM) as:

CM =5 Penalty(row r) / N,

all rows
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where N is the total number of records, and Penalty(row r) = 1 if r is suppressed
or the class label of r is different from the class label of the majority in the
equivalence group.

Inspired by this metric, we modify our algorithm in Figure Bl by replacing Line
4 of Function find_best_record with the following.

if (majority-class-label(c) == class-label(r))
diff = IL({c U {r}) — IL(c);
else diff = IL({c U{r}) — IL(c) + classPenalty;

In essence, the algorithm is now forced to choose records with the same class
label for a cluster, and the magnitude of enforcement is controlled by the weight
of penalty. With this minor modification, our algorithm can effectively reduce
the cost of classification metric without increasing much information loss. We
show the results in Section [l

4 Experimental Results

The main goal of the experiments was to investigate the performance of our ap-
proach in terms of data quality, efficiency, and scalability. To accurately evaluate
our approach, we also compared our implementation with another algorithm,
namely the median partitioning algorithm proposed in [§].

4.1 Experimental Setup

The experiments were performed on a 2.66 GHz Intel IV processor machine with
1 GB of RAM. The operating system on the machine was Microsoft Windows
XP Professional Edition, and the implementation was built and run in Java 2
Platform, Standard Edition 5.0.

For our experiments, we used the Adult dataset from the UC Irvine Ma-
chine Learning Repository [I0], which is considered a de facto benchmark for
evaluating the performance of k-anonymity algorithms. Before the experiments,
the Adult data set was prepared as described in [3J6I8]. We removed records
with missing values and retained only nine of the original attributes. For k-
anonymization, we considered {age, work class, education, marital status, occupa-
tion, race, gender, and native country} as the quasi-identifier. Among these, age
and education were treated as numeric attributes while the other six attributes
were treated as categorical attributes. In addition to that, we also retained the
salary class attribute to evaluate the classification metric.

4.2 Data Quality and Efficiency

In this section, we report experimental results on the greedy k-members algo-
rithm for data quality and execution efficiency.

Fig. @ reports the Total-IL costs of the three algorithms (median partitioning,
greedy k-member, and greedy k-member modified to reduce classification error)
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Clustering vs. Partitioning (n = 30,162) Clustering vs. Partitioning (n = 30,162)
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Fig. 6. Information Loss Metric Fig. 7. Discernibility Metric

for increasing values of k. As the figure illustrates, the greedy k-members algo-
rithm results in the least cost of the Total-IL for all £ values. Note also that the
Total-IL cost of the modified greedy k-member is very close to the cost of the
unmodified algorithm. The superiority of our algorithms over the median parti-
tioning algorithm results from the fact that the median partitioning algorithm
considers the proximity among the data points only with respect to a single
dimension at each partitioning.

Another metric used to measure the data quality is the Discernibility metric
(DM) [3], which measures the data quality based on the size of each equivalence
class. Intuitively data quality diminishes as more records become indistinguish-
able with respect to each other, and DM effectively captures this effect of the
k-anonymization process. Fig. [ shows the DM costs of the three algorithms for
increasing k values. As shown, the two greedy k-member algorithms perform
better than the median partitioning algorithm. In fact, the greedy k-member al-
gorithms always produce equivalence classes with sizes very close to the specified
k, due to the way clusters are formed.

Fig. B shows the experimental result with respect to the CM metric described
in Section Bl As expected, the greedy k-member algorithm modified to mini-
mize classification errors (as described in Section [3)) outperforms all the other
algorithms. Observe that even without the modification, the greedy k-members
algorithm still produces less classification errors than the median partitioning
for every k value. We also measured the execution time of the algorithms for
different k values. The results are shown in Fig. @l Even though the execution
time for the greedy k-member algorithm is higher than the partitioning algo-
rithm, we believe that it is still acceptable in practice as k-anonymization is
often considered an off-line procedure.

4.3 Scalability

Fig. M0 and [Tl show the Total-IL costs and execution-time behaviors of the al-
gorithms for various table cardinalities (for k = 5). For this experiment, we used
the subsets of the Adult dataset with different sizes. As shown, the Total-IL
costs increase almost linearly with the size of the dataset for both algorithms.
However, the greedy k-member algorithm introduces the least Total-IL cost for
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any size of dataset. Although the greedy k-members is slower than the par-
titioning algorithm, we believe that the overhead is still acceptable in most
cases considering its better performance with respect to the Total-IL metric.

5 Conclusions

In this paper, we proposed an efficient k-anonymization algorithm by transform-
ing the k-anonymity problem to the k-member clustering problem. We also pro-
posed two important elements of clustering, that is, distance and cost functions,
which are specifically tailored for the k-anonymization problem. We emphasize
that our cost metric, IL metric, naturally captures the data distortion introduced
by the generalization process and is general enough to be used as a data quality

metric for any k-anonymized dataset.
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Abstract. As a total amount of traffic data in networks has been grow-
ing at an alarming rate, many researches to mine traffic data with the
purpose of getting useful information are currently being performed.
However, since network traffic data contain the information about In-
ternet usage patterns of users, network users’ privacy can be compro-
mised during the mining process. In this paper, we propose an efficient
and practical method for privacy preserving sequential pattern mining
on network traffic data. In order to discover frequent sequential pat-
terns without violating privacy, our method uses the N-repository server
model that operates as a single mining server and the retention replace-
ment technique that changes the answer to a query probabilistically. In
addition, our method accelerates the overall mining process by maintain-
ing the meta tables in each site. Extensive experiments with real-world
network traffic data revealed the correctness and the efficiency of the
proposed method.

Keywords: Data mining, Sequential pattern, Network traffic, Privacy.

1 Introduction

Owing to the rapid advance of network technology, the number of computers con-
nected to the Internet increases dramatically, so does the information delivered
over the vast Internet. Recently, there has appeared a new kind of data mining
researches that extract useful knowledge from network traffic data automatically
gathered by a remote server [QI7TT].

Table [l shows an example of network traffic data gathered by Ethereall. The
network traffic data have the following characteristics: First, there exist various
kinds of data since all the computers connected to the Internet can produce
network traffic data potentially. Second, a huge amount of network traffic data
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Table 1. An example of network traffic data gathered by Ethereal

timestamp source address|source port|destination address|destination port
13:37:11.950966 180.1.1.1 36872 amazon.com WWW
13:37:11.954474 | amazon.com WWW 180.1.1.1 36872
13:37:22.384472 180.1.1.1 36915 192.168.1.3 telnet
13:37:22.385327 | 192.168.1.3 telnet 180.1.1.1 36915

are accumulated due to frequent actions for data sending/receiving by a lot of
computers. Third, network traffic data are scattered over a large number of sites.

Sequential pattern mining is the most useful for this application since the
order of events has an important meaning in network traffic data [97].

Network traffic data contain detailed information of Internet usage for every
user, which informs that a user accesses a site at a time specifically. Herein,
data mining on network traffic data has the problem of compromising privacy
of network users. Therefore, it requires sophisticated techniques for hiding or
reforming users’ private information during a data gathering process. Moreover,
these techniques should not sacrifice the correctness of mining results.

Privacy preserving data mining is a new kind of a research area that aims at
Recently, there have been many research efforts performed in this area. Most
methods proposed in prior studies, however, manage data in a few sites or deal
with a small number of distinct types of data. Thus, these methods are not
appropriate for mining network traffic data since they suffer from the problems
of incorrectness and low performance.

In this paper, we discuss solutions to the problems that occur in previous
methods. We propose a novel method for sequential pattern mining on network
traffic data. The proposed method preserves privacy of sites and guarantees the
correctness of mining results. The method discovers frequently-occurring network
traffic patterns with hiding site information through two ways: (1) It employs
the N-repository server model that makes multiple servers behave as a single
mining server; (2) It uses the retention replacement technique that changes the
answer by a given probability. Also, the method maintains meta tables in each
site so as to quickly determine whether candidate patterns ever occurred in the
site, thereby making the overall mining process become highly efficient.

2 Related Work

Clifton et al. [4] firstly raised the privacy problem in data mining and motivated
subsequent studies [I32I5IRIGTOT2IT4] that aimed to solve the problem.

In the method proposed in [2], in order to preserve privacy, each site changes
the original numeric value of an individual item before sending the value to the
server by adding an arbitrary value selected from given probability distribution.
The server builds a decision tree by reconstructing actual value distribution.
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Other method called the retention replacement [I3I3] perturbs and recon-
structs data in gathering and mining, respectively, for privacy preservation. For
every data whose element represents 0 or 1, each site sends the original value
with probability p and the perturbed one with probability (1 — p). For gathered
data, the server counts the total numbers of 1’s and 0’s, and then estimates the
original numbers of 1’s and 0’s. This method is applicable only to boolean data.

Some later studies [53] tried to apply those two methods to various data
types, however, showed lower accuracy as the number of data types increases.

The method proposed by Rizvi et al. [I3] uses the retention replacement for
finding frequent itemsets. This can be applied to the case where item types to
occur are pre-determined. Considering network traffic data where a large number
of item types occur, we can hardly determine all the item types in advance. Also,
this method finds frequent patterns via a whole database scan and thus is very
inefficient since network traffic data are very huge.

The method proposed in [8] collects local frequent itemsets from sites by
employing a commutative encryption and obtains global frequencies of itemsets
by employing a secure sum which uses a random number. For performing a
commutative encryption and a secure sum, this method has to serially send data
in the cycle of sites. This requires a lot of time in case of a large number of sites.
Fukasawa et al. [6] improved the efficiency and security of this method. However
the improved one still has cycling communications.

Zhan et al. proposed a method for sequential pattern mining with privacy
preservation [I4]. This method mainly targets a distributed environment where
vertical partitioning without duplication is employed. In our situation, dupli-
cated data could occur in more than one site since multiple PCs can access the
same Internet site. Therefore, this method is inapplicable to network traffic data.

In the method proposed in [10], a secure protocol is used for mining a decision
tree classifier from distributed sites. Pinkas [12] showed how protocols for secure
distributed computation can be employed for privacy preservation, however he
also pointed out that the performance of protocols should be improved.

In summary, prior studies have the problems applying to a large amount of
network traffic data. First, due to a variety of data types, previous methods are
not directly applicable and cannot obtain accurate mining results. Second, since
there exist a large number of sites and data can be duplicated, previous methods
targeted for a distributed database environment have limitations on practicality.

3 Problem Definition

Network traffic data are normally gathered by a tcp/ip data capture program
such as Ethereal. In this paper, we aim at finding sequential patterns from net-
work traffic data without disclosing data in each site. First, we simplify the
network traffic data in the form of Table [Tl as those in the form of Table 2 In
Table 2] “out” denotes sending and “in” does receiving.

In order to find temporal relationship among events in network traffic data, we
can apply sequential pattern mining methods [9[7]. We impose a restriction that
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Table 2. An example of network traffic data reconstructed

timestamp in/out address timestamp in/out | address
13:37:11.950966 out amazon.com|| 13:37:22.384472 out 192.168.1.3
13:37:11.954474 in amazon.com|| 13:37:22.385327 in 192.168.1.3

two adjacent items in network traffic data should have a time interval smaller
than or equal to a predefined MaxGap value to be regarded as related.

We formulate the problem we are going to solve as follows: Given t sites T,
Ty, ... , T}, the maximum time interval MaxGap, and the minimum support
MinSup, we discover all the sequential patterns, which have a support larger
than MinSup and a time interval between any pair of adjacent items equal to
or smaller than MaxGap. We assume that a site stores network traffic data as
in the form of Table

A mining process should also satisfy the condition for preserving privacy in
every site. Let us denote a set of sites, where network traffic has occurred, as F
and a set of network traffic data as /. In a mining process, an element e; in £
is opened since it participates in the mining process; Also, an element i in [ is
also opened since it should be contained in a result of mining. However, a pair of
(ej, ix), which says a site e; has been connected to an IP address i, should not
be opened in a mining process. We define this condition for preserving privacy.

4 Proposed Method

4.1 Overall Mining Process

The proposed mining process consists of four phases. Table Blshows the definition
of symbols which are used to explain the mining process. The first phase utilizes
the N-repository server model to safely discover F}. The second phase generates
Ci+1 by self-joining Fj. k is initialized to 1 when the second phase is executed
for the first time. If C11 is empty, we enter into the final phase. Otherwise, we
enter into the third phase. For each candidate in Cj41, the third phase sends
every site the query asking whether the candidate has ever occurred in the site.
After receiving the answers from all sites, the third phase judges whether each
candidate is frequent or not, and then constructs Fjyi, with the candidates

Table 3. Definition of symbols

" A set of all frequent sequential patterns of length 1
(or large 1-sequences, frequent items)

F A set of all frequent sequential patterns of length &
(or large k-sequences)

Ck A set of all candidate patterns of length k
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judged as frequent. The third phase then increases k£ by 1 and calls the second
phase. The final phase prints all frequent patterns in Fy, Fb, ... , and F}, and
stops the mining process.

4.2 Finding Frequent Items Using N-Repository Server Model

The proposed N -repository server model finds Fy, without compromising the
condition for preserving privacy by concealing the linkage between the site iden-
tifier and the traffic data, (e;,ix). More specifically, it obscures their linkage
by encrypting the traffic data, ix, at the first step and by aggregating the site
identifiers, e;, at the second step.

The proposed N -repository server model consists of N servers, {S1, So, ... ,
SN}, and N pairs of encryption keys and decryption keys, {(FK1, DK1), (EK>,
DK5), ..., (EKn, DKy)}. Each site has all encryption keys but server S; has
only a decryption key DK; (1 < i < N). To find frequent items safely, the
N -repository server model operates as follows:

1. Each site classifies the items (i.e., the traffic data) into N groups, {G1, G2,

..., Gn}, using a hash function.

Each site encrypts the items in G; with encryption key FK; (1 <i < N).

3. Each site sends the encrypted items in G; to server S;1q1 (1 < i< N —1)
and the encrypted items in G to server Sj.

4. Each server performs the aggregation on the encrypted items to obtain the
number of occurrences of each encrypted item and then picks up the en-
crypted frequent items.

5. Each server S; sends encrypted frequent items to server S;_; (2 < i < N)
and server S7 does to server Sy.

6. Each server S; decrypts the received items with its decryption key DK; and
then reports the frequent items to public.

[\

We assume that the servers in our model operate in a semi-trusted operation
model. In the semi-trusted operation model, servers may try to acquire private
data but do not cooperate with other servers to do that. This semi-trusted
operation model is common in real environments where one wants to get the
result of computation but is not willing to offer one’s own data to others [I4].

4.3 Finding Frequent Patterns Longer Than One

After finding out F}, we have to sequentially discover frequent patterns longer
than one. At first, one of N servers is elected as a principal mining server.
To discover all frequent patterns longer than one, the principal mining server
assigns 1 to variable k£ and executes the following steps.

1. Tt produces Cj41 by self-joining Fy, in the same way as Apriori algorithm [I].
It executes step 5 if Ck41 is empty. Otherwise, it executes step 2.

2. For each candidate pattern C'P in C41, the server sends every site T" a query
asking whether C'P has ever occurred in T or not.
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3. Each site T sequentially inspects traffic data or the meta tables, which will
be described in Section .4l to determine C'P’s occurrence in T'. An actual
answer of the query would be 1 or 0 as C'P’s occurrence. However, to pre-
serve the privacy of the site, the actual answer is perturbed by the retention
replacement [1313].

4. For each query, the principal mining server aggregates the counts of the sites
answered 1 and the sites answered 0. Then, using the two counts, it con-
jectures the number of sites whose actual answers were 1. It then compares
that number with MinSup and constructs Fy11, by choosing from Cj41. It
finally increases k by 1 and calls step 1.

5. When it reaches this step, C11 is empty. Therefore, it prints all the frequent
patterns discovered and then stops the execution of the algorithm.

4.4 Meta Tables to Quickly Determine the Occurrence or
Non-occurrence of Candidate Patterns

In the Apriori algorithm, patterns of length & can be regarded as candidate pat-
terns only when all of their sub-patterns are frequent. However, in the sequential
pattern mining with time constraints, even the patterns containing infrequent
sub-patterns can be treated as candidate patterns if all of their sub-patterns
occurring contiguously in the underlying patterns are frequent. Therefore, com-
pared to the mining techniques based on the original Apriori algorithm, the
sequential pattern mining with time constraints impose less requirement for pat-
terns to be treated as candidate patterns. As a result, more candidate patterns
are generated and, to accelerate the overall mining process, it is crucial to handle
each candidate pattern efficiently.

In this paper, we employs special-purpose meta tables in each site T for
speeding-up the process to decide the occurrence or non-occurrence of CP in T

Meta tables for storing pairs of items satisfying MaxGap

Let m denote the number of frequent items. At first, the principal mining server
sends out the list of all frequent items to each site T'. Then, site T" lexicographi-
cally sorts the frequent items and assigns each frequent item the corresponding
lexicographic order. Site T' then stores the name and lexicographic order of
each frequent item into the meta table called Freqltems. Freqltems consists of
two columns, ItemName and Order. Given a frequent item, ltemName and Order
store its name and lexicographic order, respectively.

The second meta table is OccTs_OccBits. This table consists of three columns,
Order, OccTs, and OccBits. For each frequent item F'I in the traffic data of T,
Order stores the lexicographic order of F'I, and OccTs stores the timestamp at
which FI occurred, and OccBits stores a bit-vector of length m whose " bit
indicates whether or not the frequent item of lexicographic order ¢ has ever
occurred within MaxGap after the occurrence of FI. We denote the i bit of
OccBits as OceBits(7). OccTs_OccBits can be constructed by scanning the entire
traffic data in site 7. The number of tuples in OccTs_OccBits is same as the
number of occurrences of frequent items in 7.
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The third meta table is OccCnts. OccCnts consists of m + 1 columns, Order,

Cnty, Cnto, ..., Cnt,,. OccCnts has a tuple for each frequent item and therefore
contains m tuples. Let us consider the i** tuple of OccCnts. It has i as a value
of Order. As a value of Cnty, it has the number of occurrences of the frequent
item of order j whose timestamps are within MaxGap after the occurrences
of the frequent item of order i. The i** tuple of OccCnts can be populated by
queryingOccTs_OccBits.

An example of meta tables maintained within a single site is shown in Fig. [l

<Fregltems> < OccTs OccBits> < OccCnts>
ItemName | Order Order OccTs OccBits || Order OccTs OccBits Order | Cnty | Cnt, | Cnts
a ] 1 13:37:11 95 000 2 13:38:17 23 010 ] 0 0 ]
1 13:37:32 43 010 2 13:38:19 12 000
B 2 1 13:38:07 05 001 3 13:37:35 17 000 2 1 1 1
c 3 1 13:38:15 51 010 3 13:38:08 54 000 3 1 0 f
2 13:37:34 21 001 3 13:38:12 31 001
2 13:38:05 44 100 3 13:38:14 08 100

Fig. 1. An example of meta tables maintained within a single site

Determining the occurrences or non-occurrences of candidate patterns
The algorithm to determine the occurrences or non-occurrences of candidate
patterns using the meta tables has the following 4 steps.

1. Divide a candidate pattern

Let CP, = (I1, I, ..., I,) denote a candidate pattern with n items. We first
divide CP, into n — 1 sub-patterns each of which consists of two adjacent
items of CP,. The j** sub-pattern of CP, is denoted as SP; = (I;, I;11)
(G=1,2,...,n—1).

. Determine the execution orders of the sub-patterns

Sub-patterns are executed on the meta tables and their results are joined
with those of other sub-patterns. If we are able to discover the optimal
execution orders which minimize the sizes of intermediate results, then we
can determine the occurrence or non-occurrence of a candidate pattern as
early as possible. The simplest way to find out the optimal execution orders
is to consider all the possible combinations of execution orders and to choose
the one which will produce the smallest intermediate results. However, there
are (n — 1)! distinct combinations for n — 1 sub-patterns and thus such a
simple approach is not scalable to large n. Therefore, we employ the following
greedy algorithm which quickly discovers near-optimal execution orders.

(a) We choose the sub-pattern which will have the smallest result set size,
and let 1 be its execution order. We then assign 1 to variable k.

(b) Let us assume that the execution order of SP; has just been decided
as k. To decide the sub-pattern of execution order k + 1, we decrease j’
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from j — 1 to 1 until we find SP;; whose execution order is not decided
yet. Also, we increase j” from j + 1 to n — 1 until we find SP;» whose
execution order is not decided yet.

(c) If neither SPj nor SP;. exists, we stop the execution of the greedy
algorithm. However, if SP;» does not exist but SPj exists, then we let
kE + 1 be the execution order of SP;. On the contrary, if SP; does not
exist but SP;» exists, then we let k + 1 be the execution order of SPj.
If both SP; and SPj» exist, then we choose the one which will have
a smaller result set size and let k 4+ 1 be its execution order. If their
result set sizes will be same, then we choose the one farther from the
corresponding end. This reduces the possibility of the absence of either
SPj or SPj in the next step and therefore enables to obtain a better
combination of execution orders.

(d) We increase k by one and return to step 2(b).

In the middle of this greedy algorithm, there is a step to calculate the result
set sizes of sub-patterns. The result set size of SP; = (I}, Ij11) is equal to the
number of occurrences of item I;;, within MaxGap after the occurrences of
item I;. The result set size of a sub-pattern can be easily obtained by using
two meta tables, Freqltems and OccCnts, who were explained above.

Execute the sub-patterns and join their results

According to the execution orders obtained in step 2, we execute all sub-
patterns one by one while joining their intermediate results. That is, for
each k from 1 to n — 1, we execute the following steps.

(a) For the two items of the sub-pattern whose execution order is k, we find
their lexicographic orders using Freqltems. Let p and ¢ be the lexico-
graphic orders of the preceding item and the succeeding item,
respectively.

(b) We execute the following SQL statement to obtain the result set RSy of
the sub-pattern of execution order k.

select p, OccTs, ¢ // p and q are not column names but constants
into RSk

from OccTs_OccBits

where Order = p and OccBits(q) = 1;

(¢c) We join the result set RSy with JRSk_1, the intermediate result set
obtained by sequentially joining all the result sets of sub-patterns of
execution orders from 1 to & — 1, producing a new intermediate result
set JRS). For a simpler explanation, let us rename the tables to be
joined as follows. If the sub-pattern of execution order k is on the left
of the sub-patterns of execution orders from 1 to k — 1, then we rename
the sub-pattern of execution order k as TA and the intermediate result
set JRSk_1 as TB. Otherwise, we rename the sub-pattern of execution
order k£ as TB and the intermediate result set JRS,_1 as TA. Then, the
conditions for a tuple ta of TA to be joined with a tuple tb of TB are like
the following:
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— Join condition 1: The last item of ta must be identical to the first
item of tb.
— Join condition 2: The gap from the timestamp of ¢b’s first item to
the timestamp of ta’s last item must not be larger than MaxGap.
(d) We check if the join result JRS is empty. If so, we proceed to step 4.
Otherwise, we increase k by one and return to step 3(a).

4. Determine the occurrence or non-occurrence of a candidate pattern
We check if the final result set of step 3 is empty. If so, we conclude that the
candidate pattern being considered has never occurred in this site. Other-
wise, we judge that there is at least one occurrence of the candidate pattern.

Meta table to quickly judge the non-occurrence of a candidate pattern
Apriori algorithm joins frequent patterns of length n with themselves to generate
candidate patterns of length n + 1.

Let {CP,} denote the set of candidate patterns of length n. Also, let {CP,}
denote the set of candidate patterns in {C'P, } whose occurrences were detected
in the site. Now, let us consider a candidate pattern of length n+1, C P, 1, deliv-
ered to the site most recently. If we break C'P,, 1 into two sub-patterns of length
n, CP,y1[l..n] and CP,41[2..n+ 1], then both of them are certainly elements of
{CP,}. The prerequisites for CP, 1 to occur in the site are the occurrences of
both CP,41[1..n] and CP,41[2..n+1]. Therefore, if either CP,,11[1..n] ¢ {CP.}
or CPyy1[2.n+ 1] ¢ {CP!} is satisfied, then we can quickly recognize the non-
occurrence of C'P, 1 without looking up the meta tables. We implement this
pruning method by maintaining a meta table named OccCandPatt in each site.
OccCandPatt stores the string representation of each candidate pattern whose
occurrence has ever detected in the underlying site.

This pruning method enables to quickly judge the non-occurrence of a can-
didate pattern but increases the size of OccCandPatt continually. However, note
that this method requires only the candidate patterns of length n in order to
determine the non-occurrence of a candidate pattern of length n + 1. Therefore,
when the site receives from the principal mining server a candidate pattern of
length n 4 1 for the first time, it removes the candidate patterns of length n — 1.

5 Performance Evaluation

5.1 Environment for Experiments

In experiments, we collected 5,024,295 traffic data by Ethereal during 5 days.
From them, we extracted 747,000 traffic data related to 736 IP addresses. The
average inter-arrival time is 462.38 msec.

We compared the performances of three methods: Naive, OccTs, and Oc-
cTs+0OccCandPatt. In order to discover Fi, Naive uses the retention replace-
ment for all traffic data. Furthermore, it scans the original traffic data to verify
whether every candidate is actually frequent. OccTs discovers Fy by using the
N -repository server model and Fj, (k > 2) by the retention replacement. OccTs
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decides whether a candidate pattern is frequent by searching meta tables Oc-
cTs_OccBits and OccCnts. Finally, OccTs+OccCandPatt, which is basically based
on OccTs, additionally uses meta table OccCandPatt. Furthermore, both OccTs
and OccTs+OccCandPatt employ a greedy algorithm to determine the execution
order of sub-patterns.

As a measure for evaluating accuracy, we used Recall and Precision. Recall
indicates how much fraction are mined from all the actually frequent ones. Pre-
cision indicates how much fraction of mined patterns are actually frequent. As
a performance measure, we used the average elapsed times in mining sequential
patterns of the maximum length 6.

The hardware platform is the Pentium IV 3.0GHz PC equipped with 512
Mbytes main memory and 80 Gbytes hard disk of 7200RPM. The software plat-
form is the Windows XP and the Java 2 Runtime Environment 1.4.2.

Since we got quite good performances in our parameter setting experiments,
we set MinSup,MaxGap, the number of sites, and the number of servers to 0.2,
20, 10, and 5, respectively in the following experiments.

5.2 Analysis of Accuracy

In order to evaluate accuracy of the proposed N -repository server model, we
compared Recall and Precision of OccTs and Naive. Because the accuracy of both
OccTs and OccTs+O0ccCandPatt is the same, we show only Naive and OccTs.

We evaluated Recall and Precision with different probability p. We set the
number of sites to 50. Fig. 2 shows the results with p of 0.51 to 1. We note that
the retention replacement is inapplicable with p of 0.5 [13].

The results show that, in Naive and OccTs, both Recall and Precision get
higher as p gets close to 1. This is due to the retention replacement used in
both methods to find frequent sequential patterns whose length is longer than 1.
OccTs performs 1.04 to 1.20 and 1.01 to 1.12 times better than Naive in Recall
and Precision, respectively.

Naive is inapplicable to analyzing real Internet traffic data because it has to
know all the items likely to occur in advance. Furthermore, in the above two
experiments, OccTs showed accuracy higher than Naive.

5.3 Analysis of Performance

In order to evaluate the performance of OccTs and OccTs+OccCandPatt, we
compared them with Naive in terms of the elapsed time for mining. We measured
the elapsed time with different numbers of traffic data in each site. We set
probability p in retention replacement to 1 in order to evaluate the average
elapsed times of all the methods fairly. Fig. [3l shows the result.

We observe that, in all three methods, as the volume of traffic data gets larger,
the elapsed time increases. This is because more frequent patterns appear with
a larger volume of traffic data. OccTs performed 1.60 to 2.38 times better than
Naive. It stores all pairs of frequent items that occur within MaxGap into a
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meta table OccTs_OccBits and quickly determines whether candidate patterns
occur by joining these pairs without accessing the network traffic data.

OccTs+0ccCandPatt ran 1.01 to 1.10 times faster than OccTs. By referring to
OccCandPatt, it examines whether candidate patterns have ever occurred in the
site before searching OccTs_OccBits. Therefore, it achieves the pruning effect in
the mining process. That is, the total elapsed time decreases because the number
of candidate patterns to be searched in OccTs_OccBits gets smaller.

6 Concluding Remarks

In this paper, we have proposed a practical method for sequential pattern mining
on network traffic data. The proposed method preserves privacy of sites and
provides high accuracy of mining results. The proposed method can be used for
finding frequent sequential visiting patterns of web pages. The mining results
can be applied to prefetching of web pages and load balancing in web servers.

The contributions of the paper are summarized as follows: First, we have
proposed a privacy preserving method that mines frequent sequential patterns
from network traffic data. Our method uses the N-repository server model that
operates as a single mining server and also employs the retention replacement
technique that changes the answer by a given probability. Second, we have de-
signed meta tables maintained in each site so as to quickly determine whether
candidate patterns ever occurred in the site. Third, we have demonstrated the
correctness and the efficiency of the proposed method via extensive experimen-
tation with real-world network traffic data.
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Abstract. Privacy concerns on sensitive data are now becoming indis-
pensable in data mining and knowledge discovering. Data owners usually
have different concerns for different data attributes. Meanwhile the collu-
sion among malicious adversaries produces a severe threat to the security
of data.

In this paper, we present an efficient method to generate the attribute-
wised orthogonal matrix for data transformation. Moreover, we introduce
a privacy preserving method for clustering problem in multi-party con-
dition. Our method can not only protect data in the semi-honest model
but also in the malicious one. We also analyze the accuracy of the results,
the privacy levels obtained, and their relations with the parameters in
our method.

1 Introduction

Data mining is a powerful tool in discovering hidden patterns from large amount
of data. It can also be a threat when not used properly. Therefore, privacy
preserving data mining is becoming a popular research direction these years.
Starting from researches [1l2], the statistical and cryptographic theories have
been extensively applied. Consequently, quite a few data protecting methods
have been presented. Different methods correspond to different scenarios: se-
cure multi-party calculation (SMC) for distributed data mining; perturbation
techniques for data publishing.

In this paper, we mainly focus on such scenario: several parties send their data
records to the mining server in order to get an overall aggregate model, while
each party has its own privacy concerns about its data. Before transmitting, they
will disguise their data by transformation matrix. And the miner has to build
the right model based on these perturbed data. The mining task we consider in
this paper is clustering.

We consider the owners have different privacy requirements for each data
attributes, and we implement the variable-wised privacy based on the orthogo-
nality of the transforming matrix. We also analyze the impacts on privacy from
both semi-honest and malicious participants in our privacy preserving clustering
method. The randomization techniques are also applied to rebuild the privacy
level in face of complicity.

R. Kotagiri et al. (Eds.): DASFAA 2007, LNCS 4443, pp. 213-224] 2007.
© Springer-Verlag Berlin Heidelberg 2007
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This paper is organized as follows. In Section 2, we provide the works related
to our topics. The attribute-wised data transformation algorithm is presented in
Section 3. In addition, the privacy measurement is also given. In Section 4, we
introduce in detail our new privacy preserving method for clustering. Section 5
analyzes the accuracy impact our method brings, and the privacy levels obtained
both in semi-honest and malicious conditions are discussed in Section 6. Section 7
presents our experimental results. Finally, we summarize the conclusions of our
study in Section 8.

2 Related Works

Many works have been made on the problem of privacy preserving for different
kinds of data mining tasks. While in this paper, our scenario is similar with the
works [3/4I56] which are based on Randomized Response techniques [7]. In the
work of [3J6], the data owner transmits the real boolean data in a fixed probabil-
ity €, so that the others can not directly get the original data while the server can
rebuild the statistics knowing 6. And different transmitting probabilities were
placed on different data attributes in [5].

The work in [8] proposed a rotation based way like spatial transformation.
This method transforms the data into another coordinates system, so that it
keeps the similarity between records and protects the original. The work in [9]
applied the orthogonal transformation way to classification problem, it proved
several classifiers to be rotation-invariant, and presented an algorithm to reach
higher privacy levels. The work in [10] generated its transformation matrix by
independent and identically distributed (i.i.d.) variables(i.e. each variable has the
same probability distribution as the others and all are mutually independent)
and projected the original data from high dimensions to lower ones without
losing much accuracy.

Private Clustering has also been studied by cryptographic, such as using SMC
in the work of [I1].

Our work differs from the above papers in that: we put attribute-wised privacy
concerns into random transformation matrix generation; the threats to privacy
from both semi-honest and malicious parties are considered; we reinforce the
orthogonal transformation method with randomization techniques.

The privacy concerns have also been studied in other mining tasks: [I2I13] for
association rule mining; [I4] for Bayesian network; [1II5] for classification tree
building; ...However, these are out of the scope of our topic.

3 Attribute-Wised Transformation Matrix

In this paper we’ll mainly focus on one of the most common mining task: cluster-
ing. All parties are assumed to have homogeneous datasets. Considering differ-
ent data attributes may have different privacy concerns, the participants should
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carry out the transforming process with their own transformation matrixes which
represent their privacy requirements respectively. Thus, there come two main
questions:

1. How to generate the transformation matrix representing the attribute-wised
privacy concerns?

2. Since subsets of data are distributed in different coordinate systems after
the transformation, how does the miner successfully clustering the records
into right groups?

3.1 Privacy Measurement

For a participant party, suppose [ X m matrix X represents the original dataset
with [ rows and m columns , [ x m matrix Y is the transformed dataset, X’ and
Y are the unified version, H(m x m) is the transformation matrix. As defined
in [9], we use the variance of the difference between X’ and Y’ to determine the
privacy level of data variables.

Privacy Level ~ Cov(X'—Y") = Cov(X'-(E—H)) (F is the entity matrix) (1)

In practice, each attribute in a data set usually involves different weight of
privacy which is hard to be quantified by the owner. But through his experience,
the owner still can appropriately establish an order of priority. For example, a
commercial bank has its records of customers consisting of age, income, deposit,
credit ...It is probable for its officer to evaluate the risk of leakage of these
attributes and sort them by privacy concerns in descending order like: deposit >
credit > income > age > ... However, it’s still quite hard to quantify the specific
difference in between. E.g. whether the privacy level of deposit is exactly twice
or 2.5 times higher than credit? Therefore, we take the order of privacy priority
as the directive to generate the attribute-wised transformation matrix.

3.2 Attribute-Wised Transformation

The orthogonal transformation maintains the result of the dot product operation,
which is helpful to clustering, and is also employed by [8/9]. Since () not only
includes the column vectors of H, but also shows their positions (the order of
the column vectors in E should change with that of the column vectors in H),
we can’t simply reorder the columns of an orthogonal matrix to achieve the
attribute-wised privacy. In order to get an appropriate H for a dataset of m
columns, we list all the conditions H should satisfy to form the equation set:

HY - H; =1 (H;, E; represent the ith column vector of H, E)
VClT(X . (El — Hl)) > VClT(X . (E2 — HQ))
>...>Var(X - (Ep — Hp))

It takes high time complexity to locate one of the possible solutions of (2)).
We present a convenient way to achieve this. Firstly, we will generate a random
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orthogonal matrix. The random orthogonal matrix generation can be found in
the work of [16].

Lemma 1. Let D be al x m unified data matriz(i.e. a dataset with | rows and
m columns), E; be ith column vector of identity matriz E, H; be ith column
vector of an m X m orthogonal transformation matrix H. Comparing with other
attributes, the element h;; in the transformation matriz determines the relative
order of privacy for ith attribute in D.

Proof. The privacy of ith attribute is quantified as:
Var(D - (E; — H;)) = (E; — H))" - Cov(D) - (E; — H;) . (3)
For the purpose of compare, we can omit the Cov(D) in [B). So we have:

(E; — Hy)" - (E; — Hy)

=FE' E;+HI-H, - El' H,—H'-E,

=2-EI' H;—H!I E;

=2-2-h;; . (4)

Thus, —h; ; represents the order of the privacy of each variable. a

Moreover, the orthogonal matrix has a property that after changing the order of
its column or row vectors, it still keeps its orthogonality. Therefore, by moving
the columns and rows in the random orthogonal matrix, we sort the crucial
elements to achieve the attribute-wised privacy. We also assume the attribute
privacy levels are required to be arranged in descending order.

After getting a random orthogonal matrix H [I6], our attribute-wised privacy
transformation matrix generation algorithm executes as follows:

Input: data matrix D, random orthogonal matrix H
Output: attribute-wised orthogonal matrix G

1. Randomly choose or manually specify an element for every column in H
so that there’s only one element selected in each row, the selected elements
make up vector S.

2. Sort the row vectors of H in ascending order according to their previously
selected s; (s; represents the ith element in vector S).

3. Sort H’s column vectors in ascending order according to their selected s; to
form G.

Suppose the party has m attributes,then the time complexity of the algo-
rithm is O(m) . In this way, we sort the diagonal elements in ascending order
without losing the orthogonal feature of the matrix. Thus, the privacy levels of
the variables are arranged in descending order. And a different order of privacy
arrangement can also be achieved in the similar way.
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4 Multi-party Clustering Protocol

In our situation, like questionnaire survey, the participants may not know each
other; they just fill in papers and leave, not to be online in the same time.
Thus, it’s nearly impossible to run protocols or calculations among all of them.
However, during the survey, one interviewee is much likely to meet the next one.
Therefore, it makes sense to have the adjacent respondents share parts of their
information. Our method is also enlightened from this idea.

In our method, every party has its data matrix right multiplied by an orthog-
onal matrix in order to retain the distance between its record vectors.

Considering the two-party condition, suppose party A has data matrix X4,
party B has Xp, Ha, Hg are the corresponding orthogonal matrixes. Then,
Yao=Xa-HpYp=Xp-Hp.

Before transformation, row vectors in X 4 and X can be viewed as points in
the vector space with bases {(1,0,...,0),(0,1,0,...,0),...,(0,...,0,1)}. The
orthogonal matrixes H 4, Hp transform the basis of the spaces respectively into
different coordinates. In this point of view, we can’t make direct compare of row
vectors between two parties. And the dot product of perturbed rows will be:

Yu-YE =X, -Hy HE- XL (5)

In order to get the original dot product from (Fl), the point is to know Hx-HE,
which we don’t directly provide and the reason will be deferred to the ”Privacy
Analysis” part.

Overall, for clients, our transmitting protocol consists of the following steps:

1. Generate an orthogonal matrix H using the algorithm in Section

2. Transform the original data X into Y = X - H , and send Y to miner.

3. Generate two "RD” matrix RD;, RD, independently, whose rd;; = 1,
rd; j(i # j) are realizations of i.i.d. variables, i.e. with the same normal
distribution N (u, %) and mutually independent.

4. Receive the matrix from his former neighbor, right multiply it by RD;-H and
send the product as the ” perturbation matrix” to the miner. Send (RDy-H)T
to his latter neighbor.

What the miner gets includes the perturbed data matrixes from all parties and
the ”perturbation matrixes” e.g. T, p = HZ;-RD%RDRHB as the randomized
transforming matrix from coordinate system A to B. When the miner is going
to calculate the original X4 - X%, he uses Y4 - Ta g - Y2 to substitute for it.
Before clustering, the miner should integrate all parties’ data into one coordinate
system. The way he achieves it consists of the following steps:

1. Receive the perturbed data sets from all n clients.

2. Determine the target coordinate system ("TCS” for short) by randomly
designate one party’s coordinate system.

3. If a row vector is not in "TCS”, find the shortest perturbation matrix se-
quence from both transforming directions, and transform it into ”TCS”
by multiplying T5 ;41 - Tiy1442 ... - Tres—1,res or Tigo1 - oo T -
Tres+1,res-
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Thus, the above steps of both client and miner make up of our multi-party
privacy preserving clustering protocol. Then, we will analyze the accuracy level
it reaches and the privacy it can preserve.

5 Accuracy Analysis

In the common orthogonal transformation, dot product operation is performed
without losing accuracy, but has big security problem (to be discussed in next
section). When the ”RD” matrix takes part in, X4 - X% changes to:

Ys-(H} - RD}-RDp-Hg)-Yg

= (Xa-Ha)-(Hy-RD}-RDp-Hp)- (Hy - Xf)

=X.-RDY RDp- X} . (6)
which brings variance to the result. Thus, the investigation of the characteristics
of "RD” matrix products is necessary.

Lemma 2. Assume that P, Q are two independent variables, P~ N (up, 512,), Q~
N(pyq, 53). Then the variance of their product is the product of their variance, if
they both have their means equal to 0.

Proof. We calculate the expressions of expectation and variance as follows:

E(P;i - Qi) = E(P) - E(Qi) = pip - g (7)

D(P; - Qi)

= E(P}- Q) — E(Pi - Qi)

= E(P})- E(Q}) - E(P)” - B(Qi)?

= (D(P:) + E(P)?) - (D(Qi) + E(Q:)*) — E(P)* - BE(Q:)?

= D(P)-D(Q:) + E(P)*- D(Q;) + E(Q:)* - D(P,) (8)

If we have P ~ N(0,62),Q ~ N(0,47), we will have D(P;-Q;) = 62-62 . This

is the most extreme condition that the variance is the smallest, even smaller

than the variance of each variable if 612,7 63 <1. a

k
Lemma 3. Assume the recursive sequence a, = Y, p; - Gn—;. If its characteris-
i=1
k .
tic equation x* = " p; - 7% has k different nonzero real roots x;(i=1,2,--- k),
i=1

k
then ap = Z q; - x:.L’ (ql = f(a’17a'27' . ',Clk)) .
i=1

7

k )
Proof. For jth real root z;, J;f =>"pi- .1‘?_1. Since z; # 0, we have
i=1

Thus, {2} } meets the pattern of {a,}.
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For Yu,v (1 < u,v < k), Vs1, s2 € IR, we have:

k
81Ty + 82T, = E pi-(s1-ay " Hsi-ay) (10)
i=1
k
also meets the pattern of {a,}, thus, we can derive: a,, = >_ s; - 22, (s; € R).
=1
xr1 T - Tk S1 ai
2,2 2
. xf x5 - x 9 as .
To determine s;, we have L2 k. = , since x; are
koo.k k
Ty To -+ Ty Sk ag
different roots, the equation set has unique solution {s1,s2,- -, sk} . O

Lemma 4. Suppose there are n parties, and each of them has its dataset of
m columns. Let ay,b; represent the variance of the diagonal elements and non-
diagonal elements in the matriz which is the result of t times multiplication of
m x m "RD” matrizes. When these n parties use 6% = Nﬁmz , (r € R) to
generate the "RD” matrizes, the mazimum variance of the dot product between
data records varies inversely as r, and directly as the product of the average

squared value of record vector entries.

Proof. By Lemma[2], we derive from Section [ the variance of the entries in the
final perturbation matrix as:

Ay = Ap—1 +(m— l)bt_1'52, by = bt_1+(at_1+1) ~(52—|—(m—2)bt_1~62 . (11)

Let a=(m—1)-6% =1+ (m—2)-§2, Then

by =07 a1+ B b1+ 6 (12)
ar = a1+ a- (6% a9+ f-bi_o+6%)
= (14 0) - a1+ (- 02 = Blago + - 6> . (13)

From above, we can derive:
ar—a;—1=14+08) (ar-1 —ar_2) + (a-6% = B)(ar_2 — a;_3) . (14)
The corresponding characteristic equation for a; — a;—1 is:
22— (1+8)-z—(a-6*~3)=0. (15)

Hence:

1+8++/(B-1)2+4a-02
1,2 =

; 5 (m >1,6% > 0,thus z; #z2) . (16)
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By Lemma [3, we can derive the expressions:

t ¢
At — QA1 =C1 - T+ Ca- Ty
b, — Gr1=ar _ Cl'.’l)i+1+c2'$g+1 (01702 € R) (17)
t— « - «
c = To by —aztas 12'a~b1—(m—1)'b2~62
1= wz-wffmif - wz-wff:ﬁ (18)
o = r1-a-bi—asztas _ wl-a-blf(mfl)-bz-ér"
2 = z1-T3—T - z1-T3—T3
Combining (I7) and ([I8), we have:
t+1 t+1
c e :r1+ +co - :r2+
by =
«
B x2~a~b1—(m—1)~b2-52.x§+1 +m1-a-b1—(m—1)-b2~62 _ a:é“
xg-x%—xzf « xl-x%—xg «
1 L , ,
~ Y - (<1)] -6
i>1
< —62 (if 62 = 1/rnm?) . (19)
m2r

The longest path of ”perturbation matrix” to ”TCS” is n—1 when there are n
participants. Since the miner chooses the shortest transformation sequence, and
we transform all parties to one ”TCS”, the largest number of ”RD” matrixes in
transformation path between vectors is n.

When 6% = 1/rnm?, we have b; < —5- . The dot product of row vectors in

data matrix x4 - RD™ - 25 | comparing with the original z4 - 2% :

Var((xa-zg) — (xza- RD™ - 2F))

§%~ Z ((za)i - (xB);)?
== B((za)}) - B((@p)}) - (20)

According to (20)), the choice of parameter r has to respect the maximum
variance of squared entries in row vectors, so that it will relieve the impact by
those entries having greater departure. O

6 Privacy Analysis

6.1 Semi-honest Condition

The difficulty to infer the original attribute X through the perturbed Y is mea-
sured by Var(Y — X), and the privacy analysis of orthogonal transformation
has been discussed in [9]. In the semi-honest conditions, assume no malicious
adversaries; we use the variable-wised privacy transformation matrix (algorithm
in Section [3.2), so that each variable can be protected according to its own
importance specified by its owner.
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6.2 Malicious Condition

While common orthogonal matrix without perturbation seems to work fine in
the semi-honest conditions, there will be severe problems in the malicious model.

Problems in Common Way. For example, in the two-party (A, B) situation,
when the miner receives X4 - Ha, Xp - Hp, HZ; - Hp, he himself can only derive
X4-Hp,Xp - Ha, which do not improve his ability to probe A and B.

However, conspiring with a certain client makes orthogonal transformation
have no resistances. Suppose party A colludes with the miner, he shares his H 4
with his conspirator, then the miner immediately knows Hp through multiplying
Ha by HY - Hp. Right away, B’s data will be disclosed.

Furthermore, it is not the worst situation. If the " TCS” is set to be the same
as A’s coordinate system, with which all the other parties have to comply, the

miner gets Hg:my_l “Hay, Hg:my_Q “Ha,....Once A betrays, it can be a disaster.

Problems of Direct Randomization. Using randomization to stop conspir-
acy is a direct way. Moreover, we will also illustrate that the singular value
decomposition (SVD) method is a grave threat to data security in the common
randomization form.

It’s straightforward to achieve higher security level by adopting randomized
diagonal matrix ("RanDiag” for short) as perturbation matrix, in which all diag-
onal elements are i.i.d. from normal distribution. Consequently, every element is
perturbed by a diagonal element. Thus, the cumulative effects of several ”Ran-
Diag” can be obvious: the final effect is also a diagonal matrix, every original
data column is impacted by one of its element, and each element of the result
"RanDiag” randiag;; depends on the entries of the same position in each multi-
plier. Moreover, due to the i.i.d. characteristic, the expectation and the variance
of randiag; ; can be obtained according to Lemma [2

Generally speaking, the "RanDiag” hides Hp behind Randiag - Hp in the
former example, and therefore seems protecting B from complicity, also in the
meantime keeping accuracy in some extents. However, if the miner applies
SVD on the transforming matrix H£ - RanDiaga - RanDiagp - Hp, he will get
(RanDiaga - RanDiagp) with exact elements, but not in the correct order.
Taken in this sense, SVD can improve the probability of revealing B’s data into
, in case A conspires with miner.

1
omumber of columns)

Privacy Levels of Our Method. Our method tries to avoid the above prob-
lems, we let neighbor parties send out the product with their "RD” matrix, and
i.e. every party’s transformation matrix is randomized by a "RD” matrix. Like
the "RanDiag’s” process, the miner gets H: - RDY - RDp - Hg, X4 - Hs and
Xp - Hp. Comparing with the common orthogonal transformation way leaking
the original X p, the conspirators get Xp - RDp instead. Every entry in the orig-
inal vector contributes its own part to protect each of them in the perturbed
version:
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Yi = X, +Z rdj;-; (xi,y; : the ith element in the row vectors of X,Y’). (21)
J#i
Since rd;;(j # 4) is i.i.d. and generated by N(0,48?), then (37, (rdj; - x;)) ~
N(0,62- Z#i x?)
Thus, by Lemma [l we have:

x? E(2?)
Vot e = Tt =T o< B e
J# J#i

Therefore, in the face of complicity, our method may not maintain the variable
order of privacy levels as user specified, but we will have the interval width

6.8\/ E(x?) /(r-m-n) define the amount of privacy at about 100% confidence

level [I]. Tt can be inferred from ([9)(22) that the privacy level varies inversely
as the average length of the matrix paths, thus, choosing the shortest path to
"TCS” for every participant is necessary.

7 Experiment Result

The dataset ”Synthetic Control Chart Time Series” are obtained from the UCI
KDD Archive [I7]. It has 60 columns with similar averages and 600 rows (
Var(E(column;))/E(E(column;)) = 1.9% ). The clustering result is shown in
Figure [[[(a) with 6 clusters. We horizontally partition the data in order to sim-
ulate different parties. Then, for each party, we generate a random orthogonal
matrix, and a "RD” matrix with 2 = 1/7(60)?n. In this phase, the orthogonal-
ity of the transformation matrix is enough, so we generate random orthogonal
matrixes for every simulated party. In the experiment, we assume all parties have
the same parameter r in each turn, and we compare its effect on the accuracy.
This can tell us the lowest accuracy level under maximum 6.

In order to simulate the miner using k-means for clustering, we randomly
choose a party in every turn to be the ”TCS”, find a shortest path to it for other
parties to transform to, and link the transformation matrixes on this path by

multiplication. With respect to the clustering result of original data, we calcu-

late the error rate for clustering as number of records in wrong clusters 100%.
number of all records

During the experiment, we iterate 10 times in every combination of parameters
to get the average error rate. For the k-means clustering algorithm, we repeat
the process 10 times to choose the result with the smallest sum of distances.

As shown in Figure 2l we test the impact on clustering result with combina-
tions of party number and r. The error rate increases slowly with the number of
parties, because the variance of calculation is closer to the maximum variance
which is determined by r and m, as n gets larger. Also, the bigger 1/r is, the
more the maximum variance. We also give a directviewing of the clustering re-
sult in Figure [I(b). Comparing with Figure [[((a), we can also find out that due
to the orthogonal transformation keeping the distances among data vectors, the
6 clusters vary little.
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Fig. 1. (a)Cluster silhouettes for the original data. (b)Cluster silhouettes for the per-
turbed dataset where n = 10,r = 3.
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Fig.2. (a)K-Means clustering with different combinations of parameters.
(b)Comparison of clustering accuracy.

8 Conclusions

In this paper, we have introduced a multi-party clustering method using ”RD”
matrix for protecting the original records both in semi-honest and malicious
conditions. The "RD” matrix leverages orthogonal transformation in the semi-
honest condition to avoid the compromise between privacy and accuracy, and
also protects data from malicious complicity by randomization without losing
much accuracy. As the increasing of participants, the influence to the privacy
loss is within linear level. We’ve also presented an efficient algorithm to achieve
the attribute-wised privacy concerns.

The orthogonal-like method is a promising way to protect the sensitive data
in some mining tasks. Although it has limitations, combining it with other
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techniques may accomplish more tasks. We regard our work as an initial step.
Further research will include more work in the malicious model and extending
this idea to other data mining algorithms.
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Abstract. Some of the knowledge discovered by data mining may con-
tain sensitive information, which should be hidden before sharing the
result of data mining. In this paper, we consider that the knowledge
for sharing is discovered by frequent pattern mining, and some of the
frequent patterns are private, which cannot be shared. Our problem of
privacy-preserving frequent pattern sharing is to hide these private pat-
terns before sharing the result of frequent pattern mining, and at the
same time maximize the number of non-private frequent patterns to
be shared. We show that this problem is NP-hard, and present three
item-based pattern sanitization algorithms for transforming the result of
frequent pattern mining into a privacy-free frequent pattern set.

Keywords: Frequent pattern, private pattern, privacy preservation.

1 Introduction

Data mining can help to discover useful knowledge from large amount of data.
In many applications, we need to share the discovered knowledge by data min-
ing with others. For example, two retailers A and B cooperate to discover the
purchase behaviors of their customers. Due to legal prohibitions, they cannot
share their transaction database directly. One way for solving this problem is
that each retailer can first perform frequent pattern mining on its own database.
Then, each retailer can exchange their mining results with the other. The authors
in [II2] have shown that the expensive computational cost makes it impractica-
ble to reconstruct the original database from the set of shared frequent patterns.
Therefore, retailer A (or B) will not have the danger of disclosing its original
data when it shares its local frequent patterns with the other.

However, the knowledge discovered by data mining may also contain sensitive
information. The disclosure of sensitive information can bring threats against
personal privacy, commercial secret, and even national security [3]. Consider
retailer A in the above example. Assume that after performing frequent pattern
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mining on its own data, retailer A finds that its customers tend to purchase
merchandise z and y at the same time. Retailer A regards this knowledge as
sensitive information, and does not want to disclose it to retailer B. This is
because with this knowledge, B may launch sales promotion and offer a lower
price for customers who buy x and y together. Thus, A will face the danger of
losing its customers.

In this paper, we address the problem of privacy-preserving frequent pattern
sharing. The result of frequent pattern mining is the collection of all frequent pat-
terns with their supports. Frequent patterns are very useful in many areas, e.g.,
association rule discovery, feature extraction, classification, and clustering [4].
The scenario that we consider is as follows: given the result of frequent pat-
tern mining, some of the discovered frequent patterns are private and cannot be
shared. Our problem of privacy-preserving frequent pattern sharing is to protect
private patterns from disclosure, while maximizing the number of non-private
frequent patterns to be shared.

The main contributions in this paper are as follows. First, we present the
notation of privacy-free frequent pattern set. A privacy-free frequent pattern set
is a subset of the result of frequent pattern mining, and can be shared without
disclosing sensitive information. Besides maintaining privacy, a privacy-free fre-
quent pattern set has other advantages. It does not contain any fake frequent
pattern, which does not appear in the original database. Also, the support of
any frequent pattern in a privacy-free frequent pattern set is the same as that in
the original database. Second, we show that finding an optimal solution to our
problem of privacy-preserving frequent pattern sharing is NP-hard. Our proof
is based on a reduction from the hitting set problem [5]. Third, we present
a framework, called item-based pattern sanitization, and provide three pattern
sanitization algorithms. Each of the algorithms can guarantee transforming the
result of frequent pattern mining into a privacy-free frequent pattern set.

This paper is organized as follows. In the next section, we review the related
work in literature. In Section [3] we define our problem of privacy-preserving
frequent pattern sharing, and present the notation of privacy-free frequent pat-
tern set. We also show that finding an maximal privacy-free frequent pattern
set to our problem is NP-hard. In Section 4 we present the framework of item-
based pattern sanitization, and give three pattern sanitization algorithms. Each
of them can guarantee generating a privacy-free frequent pattern set. We eval-
uate the performance of our algorithms in Section Bl Finally, we conclude our
work in Section

2 Related Work

In recent years, many efforts have been made to address the problem of privacy-
preserving data mining. The studies closely related to our work are as follows.
Oliveira et al. investigated security issues of association rule sharing in [6].
Given a set R of association rules for sharing, a subset Rg of R is restricted
from disclosure. They converted association rules into the corresponding frequent
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patterns, then sanitized the set of frequent patterns by an algorithm, called
Downright Sanitizing Algorithm (DSA). However, DSA has its limitation. It
cannot always prevent privacy breach completely. An attacker can still infer
sensitive information from DSA’s sanitization result [7].

Atzori et al. [8] considered the anonymity issue raised by frequent patterns
sharing. That is, given a set F of frequent patterns for sharing, and an anonymity
threshold k(k € N), if it can be inferred from F that there exists a pattern p,
and the support count of p is less than k, then sharing F may pose threat
to individual’s anonymity. The scenario we considered is completely different
from their studies. We consider that some of the discovered frequent patterns
themselves are private, and need to be hidden when sharing the result of frequent
pattern mining.

There are also another research direction related to our work. Instead of shar-
ing the knowledge discovered by data mining, it considers to share a dataset
directly. Before sharing, the original dataset is transformed so that no private
pattern or rule can be mined from the resultant dataset. This procedure is called
data sanitization. Atallah et al. [9] proved that the problem of finding an opti-
mal solution for data sanitization is NP-hard. Different heuristic approaches for
data sanitization were proposed in [QIO/TTI2]. One main disadvantage of data
sanitization is that it will change the supports of non-private patterns, which
may not be tolerable in many applications.

3 Problem Statement

3.1 Basic Concepts and Notations

For facilitating our discussion, we first introduce some basic concepts and nota-
tions. Let Z = {i1,42,- -+ ,in} be a set of literals, called items. A transaction T
is a set of items from Z, i.e., T C 7, and a transaction database D is a set of
transactions.

A pattern (or itemset) pis a set of items from Z, i.e., p € 27. If there are k items
in p, we say that the length of p is k, denoted by |p| = k. For brev1ty, sometimes
we write a pattern p = {i;,4j41,...,ix} in the form of p = 4,441 ... 1.

Definition 1. A transaction T contains pattern p if and only if p C T. In a
transaction database D, the support of pattern p is the fraction of transactions
in D that contain p, denoted by sup(p).

Definition 2. Given transaction database D and minimum support threshold
o(0 < o < 1), we say that p is a o-frequent pattern of D if sup(p) > o in D.
Particularly, if |p| = 1, we also say that p is a o-frequent item of D.

For brevity, we sometimes call o-frequent pattern frequent pattern if the context
is clear. Given a transaction database D, and minimum support threshold o,
the task of frequent pattern mining (or frequent itemset mining) is to find the
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collection of all o-frequent patterns with their supports in D. There are many
typical approaches for frequent pattern mining, e.g., Apriori, FP-growth [4]. We
denote the result of frequent pattern mining with F(D, o) (or F in short if the
context is clear), where F(D, o) = {(p, sup(p))|sup(p) > o}.

3.2 The Problem

In this paper, we consider that the data are stored in a transaction database,
and the knowledge is discovered by frequent pattern mining, and represented in
the form of a set of frequent patterns with their supports. Some of the frequent
patterns contain sensitive information, which cannot be disclosed. We called
these patterns private patterns. Generally, whether a pattern is private or not is
determined by the data owner after performing frequent pattern mining on the
original database.

Our problem of privacy-preserving frequent pattern sharing can be stated
formally as follows: given the result F of frequent pattern mining for sharing,
let Ps C F be the set of private patterns, our problem consists in transforming
F into F', which must satisfy the following conditions: (1) F' C F — Ps; (2)
Vg € Ps:q € Ir, where Zp = {ili € pAp € F'}; (3) VF” satisfying (1) and
@), |7 < |1F].

We assume |Ps| < |F|, where |Ps| and |F| are the number of private patterns
and all o-frequent patterns, respectively. We also assume that what an adversary
can get is only F”, i.e., the set of shared o-frequent patterns with their supports.
We do not consider an adversary having other background knowledge.

Given a solution F’ to our problem of privacy-preserving frequent pattern
sharing, the above first condition requires that ' does not contain any private
patterns. Furthermore, it requires that F’ is a part of the knowledge discovered
by frequent pattern mining. That is, there is no any fake o-frequent pattern in
F'. More importantly, for any shared pattern p € F’, sup(p) cannot be changed,
which further make sure that the accuracy of shared knowledge is maintained.

The second condition ensures that any private pattern is hidden completely
by ruling out any chance to infer the existence of private pattern from F’. If
q C Iz, an adversary may guess that ¢ appears in the original database, then the
adversary can have the chance to infer the existence of ¢ in the original database
with some technologies of inverse mining attack. By constraining ¢ € Zz/, we
try to prevent an adversary from this kind of guess.

In the third condition, |F’| and |F”| are the number of o-frequent patterns
in ' and F”, respectively. This condition states that we also expect to find an
optimal solution F’ to our problem. That is, we want to maximize the number
of non-private patterns in F’.

Definition 3. Given a set F' of frequent patterns, if F' meets the first and the
second conditions in the problem of privacy-preserving frequent pattern sharing,
we call F' privacy-free frequent pattern set. If a privacy-free frequent pattern set
F' also meets the third condition, that is, it is mazimal, we called it maximal
privacy-free frequent pattern set.
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We expect to generate an maximal privacy-free frequent pattern set for our
problem of privacy-preserving frequent pattern sharing. Unfortunately, finding
an optimal solution to our problem is NP-hard.

Theorem 1. Find an optimal solution to our problem of privacy-preserving
frequent pattern sharing is NP-hard.

Proof. We prove the theorem by a reduction from the problem of hitting set [5].
Given a set C' C 2°, where S is a finite set, the problem of hitting set is to find
a smallest subset S’ of S such that each ¢ € C contains at least one element in
S’. In this proof, we assume that each ¢ € C consists of exactly two elements in
S. Note that the hitting set problem remains NP-hard under this assumption.

We can create an instance of our problem of privacy-preserving frequent pat-
tern sharing in terms of the above hitting set problem in polynomial time as
follows: “Let Zo = {ili € ¢ A ¢ € C}. Suppose database D = C' U D¢, where
De = {{i}|i € Z¢}, and minimum support threshold o = 1/n, where n is the
number of transactions in D, the collection of all o-frequent patterns in D will
be F = CUD¢. Let Ps = C be a set of private patterns.”

Suppose F’ is an optimal solution to the above problem of privacy-preserving
frequent pattern sharing. That is, 7’ is an maximal privacy-free frequent pattern
set. We can show that 7o — Zx/ is a solution to the corresponding hitting set
problem, where Zz = {ili € p Ap € F'}. The details are as follows:

(1) Since C C 29 we have Zo C S. Therefore, ¢, — I# is a subset of S.

(2) Since Ps = C and F’ is an maximal privacy-free frequent pattern set, we
have Ve € C : ¢ € Tx/. Because also Ve € C' : ¢ C Z¢, we have cN(Ze —Zx1) # 0.
That is, each ¢ € C contains at least one element in Zo — Zz.

(3) Suppose that S’ is any solution to the hitting set problem, then we have
S’ C I¢. Next, we will show that |S’| > |Z¢ — Z#/| by contradiction. Assume
that S| < |Zc —Zs|. Let Tz = Zc—S" and F = {{i}|i € Iz}, we have F C Dc.
Notice that Do = F — Ps, we have F C F — P,. Because also Py = C, we have
Vg € Ps : |ql = 2. S0 VYq € Ps : ¢ £ L. Hence, F is a privacy-free frequent
pattern set to our problem of privacy-preserving frequent pattern sharing. Ac-
cording to our assumption |S’| < |Z¢ —Zr|, we have |Zo —Zz| < |Zc —Z|, then
|Z7| > |Z7|. Since F = C U D¢ and P, = C, we know that F' = {{i}|i € T}
and thus | F'| = |Z#|. Because F = {{i}|i € Tz}, we have | F| = |Zz|. Therefore,
| F| > |F'|. This conflicts with the condition that F” is an maximal privacy-free
frequent pattern set.

Therefore, Zc — Zx is a solution to the hitting set problem. O

4 Generating Privacy-Free Frequent Pattern Set

In this section, we first give a framework, called item-based pattern sanitization,
which can guarantee transforming F to a privacy-free frequent pattern set F’.
Then, based on our framework, we present three heuristic algorithms for privacy-
preserving frequent pattern sharing.
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4.1 The Framework of Item-Based Pattern Sanitization

Our framework of item-based pattern sanitization can be described as follows:
“Given F as the collection of all frequent patterns discovered by frequent pattern
mining, let P, C F be a set of private patterns, we first initialize 7/ = F. Then,
for each private pattern ¢ € Ps, we choose an item x € ¢ with some strategy,
remove all the frequent patterns containing item z from F’, and also all the
private patterns containing item z from Ps. This procedure is iterated until
Ps = 0.7 For facility, we call item x the victim of private pattern g.

Theorem 2. Our framework of item-based pattern sanitization can generate a
privacy-free frequent pattern set.

Proof. From the procedure of our framework of item-based pattern sanitization,
we know that for any q € Ps, there exists item x € g such that Vpe F' :p Z x.
Hence, we have F/APs = ) and Vg € Py : ¢ € Zx, where Zx = {i|i € pAp € F'}.
Because F’ is initialized as F, we also have F' C F. Therefore, 7/ C F — P,.
From Definition Bl we know that F’ is a privacy-free frequent pattern set. O

4.2 The Sanitization Algorithms

Based on the framework proposed in Section [£], we give three pattern sanitiza-
tion algorithms for privacy-preserving frequent pattern sharing in this section.
They transform the result of frequent pattern mining into a privacy-free frequent
pattern set with different strategies for choosing victims of private patterns.

Algorithm: RANDIPS
Input: frequent pattern set F, private pattern set Ps(Ps C F)
Output: privacy-free frequent pattern set F’
Method:
1. F =F;
2: while Ps # () do begin
Se =0; //Sc: a set of candidate items
for each private pattern q € Ps do
for each item ¢ € ¢ and i ¢ Sc do S. = Sc U {i};
select item x € S. randomly as victimy;
F=F —{pllzep)Alpe F)}
Ps =Ps —{al(z € 9) N (g € Ps)};
end

w

Fig. 1. Algorithm RANDIPS

The first sanitization algorithm, called RANDIPS (RANDom Item-based Pat-
tern Sanitization), is a naive algorithm, just for the purpose of performance com-
parison in Section [Bl The details of RANDIPS are shown in Fig. [[l Given the
collection F of all frequent patterns discovered by frequent pattern mining, and
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Ps C F is a set of private patterns, RANDIPS first initializes 7' = F. While P,
is not empty, RANDIPS scans Ps to construct a set of candidate items S, at line
3 — 5. Then, it chooses randomly an item x as victim from S,, and removes any
frequent patterns containing x from F’ at line 7, any private patterns containing
x from Py at line 8. When Py = (), we know from Theorem 2] that F’ is a privacy-
free frequent pattern set.

Our second algorithm, called MINCIPS (MINimal Counter Item-based Pat-
tern Sanitization), chooses victim with a greedy strategy during the course of
pattern sanitization. The details of MINCIPS are shown in Fig.[2l For each item
i € S¢, MINCIPS maintains a counter fent[i], which records the number of fre-
quent patterns in F’ containing item . Each time MINCIPS chooses from S,
the item 2z with the minimal counter fent[x] as victim at line 7. By choosing
such a victim, we expect to eliminate less number of frequent patterns from the
result of frequent pattern mining. Similarly, according to Theorem [Z it is easy
to show that MINCIPS generates a privacy-free frequent pattern set.

Algorithm: MINCIPS
Input: frequent pattern set F, private pattern set Ps(Ps C F)
Output: privacy-free frequent pattern set F’

Method:

1. F = F;

2: while P; # () do begin

3: Se = 0;

4: for each private pattern q € Ps do

5: for each item i € ¢ and ¢ € Sc do Sc = Sc U {i}; fentli] = 0;
6: for each p € 7' do Vi € (pN Se), fent[i] = fent[i] + 1;

7 select item x € S, such that = argmin;es,{ fent[i]};

8 F=F-{pllzeprpeF)}

9: Ps=Ps —{ql(x € q) A (g €Ps)};

10: end

Fig. 2. Algorithm MINCIPS

We notice that there are often common items among multiple private patterns.
For example, Suppose ¢; = ab and ¢o = ac are private patterns. If we choose item
a as victim to sanitize frequent patterns, we can prevent the disclosure of both ¢;
and ¢o at the same time. Incorporating this idea, we give an improved algorithm,
called MAXSIPS (MAXimal Score Item-based Pattern Sanitization). The details
of MAXSIPS are shown in Fig. Bl For each item i € S., MAXSIPS maintains
not only the counter fent[i] as MINCIPS does, but also another counter penit|i].
The counter pent[i] records the number of private patterns in Ps containing item
i. Furthermore, MAXSIPS calculates a score s[i] = pent[i]/ fent[i] for each item
i € S, at line 9, and chooses from S, the item x with the maximal score s[x]
as victim at line 10. By choosing such a victim, we also expect to maximize
the number of private patterns being hidden in an iteration, and thus reduce the
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Algorithm: MAXSIPS

Input: frequent pattern set F, private pattern set Ps(Ps C F)
Output: privacy-free frequent pattern set F’

Method:

1. F =F;

2: while Ps # () do begin

3: Se = 0;

4 for each private pattern q € Ps do

5: for each item i € ¢ do

6: if i € Sc then S. = S. U {i}; fent[i] = 0; pent[i] = 1,
T else pent[i] = pentli] + 1;

8: for each p € 7' do Vi € (pN Se), fent[i] = fent[i] + 1;

9: for each ¢ € S. do s[i] = pent[i]/ fentli];

10:  select item x € S, such that x = arg max;cs.{s[i]};

1 F=F —{pllzep)A(peF)}

122 Ps=P. —{ql(z € ) A (g € Ps)};

13: end

Fig. 3. Algorithm MAXSIPS

number of iterations in pattern sanitization, and finally maximize the number
of non-private patterns in F’. Similarly, according to Theorem 2] we can show
that MAXSIPS generates a privacy-free frequent pattern set.

5 Experiments

In this section, we evaluate the performance of our algorithms RANDIPS, MIN-
CIPS and MAXSIPS. All these algorithms are implemented with C++-.

5.1 Experimental Settings

We use a synthetic dataset, T40I10D100K, generated by IBM data generator.
The details of the generation procedure and related parameters are described
in [13]. In our experiments, we set N = 1000, |L| = 2000, |T'| = 40, |I| = 10,|D| =
100K. There are 1000 different items, and 100K transactions in our test dataset.
Each transaction contains 40 items on average.

The methodology of our experiments is as follows. Given minimum support
threshold o, we first get the set F of all frequent patterns by mining the test
dataset with Apriori [13]. Then, we randomly choose some patterns from F as the
set P, of private patterns such that Vg1, g2 € Ps,q1 € ¢2 and g2 € ¢1. Because if
q1 C ¢2, hiding ¢; will also protect g2 from disclosure simultaneously. Similarly,
when g2 C ¢, we only need considering to hide g2. We generate privacy-free
frequent pattern set F’ by sanitizing F with one of the algorithms RANDIPS,
MINCIPS, and MAXSIPS. Because the content of private patterns may have
impact on the result of pattern sanitization, we plot each result in the following
figures with an average over the results of 10 trials.
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All our experiments are performed on a 1.5GHz Intel Pentium IV PC with
256MB main memory, running Microsoft Window XP operating system.

5.2 Effectiveness

We compare the effectiveness of RANDIPS, MINCIPS and MAXSIPS in this
set of experiments. The effectiveness is measured with the size of the resultant
privacy-free frequent pattern set. In Fig. we report the experimental re-
sults with respect to the number of private patterns. In our experiments, the
set F of frequent patterns is obtained by mining test dataset with minimum
support threshold ¢ = 1.5%. We randomly choose 10, 20, 30, 40, 50 patterns
from F to form five sets of private patterns. It can be seen that MAXSIPS is
more effective than both RANDIPS and MINCIPS, irrespective of the number
of private patterns. The reason is that MAXSIPS takes into consideration both
frequent patterns and private patterns when choosing victim for pattern saniti-
zation. However, MINCIPS only emphasizes considering frequent patterns, and
RANDIPS selects victim randomly. In Fig. we can also see that with the
number of private patterns increasing, more frequent patterns need to be elim-
inated for preventing the disclosure of private patterns. Hence, the size of the
privacy-free frequent pattern set decreases for all algorithms.

Hl RANDIPS
] MINCIPS
5 Bl MAXSIPS

Il RANDIPS
45 [ MINCIPS
Il MAXSIPS

Size of Privacy-free Frequent Pattern Set (K)
©
Size of Private-free Frequent Pattern Set (K)

10 20 30 40 50 8.9 1 1.1 1.2 1.3 1.4
Number of Private Patterns Minimum Support Threshold o (%)

(a) (b)

15 16

Fig. 4. Effectiveness of Algorithms

We also compare the effectiveness of algorithms by varying the minimum sup-
port threshold o for frequent pattern mining. The results are shown in Fig.
The value of o ranges from 1% to 1.5% in our experiments. The smaller value of
o is, the more number of frequent patterns will be mined. Each time when we
obtain a set F of frequent patterns, we randomly choose 10 patterns from F to
form the set P, of private patterns. It can be seen that MAXSIPS can obtain
a privacy-free frequent pattern set with larger size than both RANDIPS and
MINCIPS under all the settings of minimum support threshold o. Especially
when given a smaller o, the performance of MAXSIPS is much better than that
of RANDIPS and MINCIPS.



234 Z. Wang et al.

5.3 Time for Pattern Sanitization

In this set of experiments, we compare the execution time of RANDIPS, MIN-
CIPS and MAXSIPS. Fig. shows their execution time with respect to the
number of private patterns. In our experiments, the set F of frequent patterns is
obtained with minimum support threshold o = 1.5%. We increase the number of
private patterns from 10 to 50. For each private pattern, RANDIPS only scans
the set of frequent patterns at most once for pattern sanitization, while MINCIPS
and MAXSIPS may scans twice the set of frequent patterns, one for calculat-
ing the counter fent, and another for pattern sanitization. Hence, RANDIPS
spends less time on pattern sanitization than both MINCIPS and MAXSIPS.
An interesting result in Fig. is that the execution time of MAXSIPS is less
than that of MINCIPS when the number of private patterns is larger than 30.
The reason is that MAXSIPS can hide more private patterns in an iteration of
pattern sanitization than MINCIPS does. Thus, MAXSIPS will scan the set of
frequent patterns in less iterations than MINCIPS.
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Fig. 5. Execution Time of Algorithms
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In Fig. we compare the execution time of algorithms with respect to
the number of frequent patterns. By varying minimum support threshold o from
1.5% to 1%, we obtain five sets of frequent patterns, where the number of fre-
quent patterns ranges from 6539 to 65236. For each set of frequent patterns,
we randomly choose 30 patterns from it as the set of private patterns. Since
MINCIPS and MAXSIPS scan more times the set of frequent patterns than
RANDIPS does, the increases in their execution time are more than that of
RANDIPS when the number of frequent patterns increases. Fig. also shows
the interesting result similar to that in Fig. That is, when we increase the
number of frequent patterns, MAXSIPS spends less time on pattern sanitization
than MINCIPS. The reason is that MAXSIPS maximizes the number of private
patterns being hidden in each iteration of pattern sanitization. As such, it needs
less iterations during pattern sanitization. Hence, when increasing the number
of frequent patterns, the execution time of MAXSIPS becomes less than that of
MINCIPS.
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5.4 Scalability

In this set of experiments, we test on the scalability of algorithms MINCIPS and
MAXSIPS. We show the scalability of MINCIPS and MAXSIPS with respect to
the number of private patterns in Fig. and Fig. , respectively. In our
experiment, we increase the number of private patterns from 10 to 50, and repeat
the same experiment with different settings of minimum support threshold o. It
can be seen that the execution time of MINCIPS and MAXSIPS always increases
linearly with respect to the number of private patterns.
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In Fig. and Fig. we show the scalability of MINCIPS and MAXSIPS
with respect to the number of frequent patterns, respectively. By mining test
dataset with different minimum support threshold o, we can vary the number of
frequent patterns in F. In our experiment, we decrease o from 1.5% to 1%, and
the number of discovered frequent patterns increases from 6539 to 65236. The
same experiment is also repeated on the set Py with different number of private
patterns. We can see that for both MINCIPS and MAXSIPS, the execution time
also increases linearly with respect to the number of frequent patterns.

6 Conclusions

Sharing the knowledge discovered by data mining without discrimination may
cause the disclosure of sensitive information. In this paper, we have addressed the
problem of privacy-preserving frequent pattern sharing. We present the notation
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of privacy-free frequent pattern set, and show that finding an optimal solution
to the problem of privacy-preserving frequent pattern sharing is NP-hard. Then,
we propose a framework of item-based pattern sanitization, and present three
heuristic algorithms for privacy-preserving frequent pattern sharing. Our exper-
imental results show that MAXSIPS is more effective amongst them, and its
execution time is linearly scalable with respect to both the number of frequent
patterns and the number of private patterns.

For future research, we will investigate the possibility of developing more
effective and efficient algorithms for privacy-preserving frequent pattern sharing,
and we will also extend our research to other forms of knowledge representation.
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Abstract. In large-scale distributed information systems, providers are
typically autonomous, i.e. free to leave the system at will or to per-
form certain requests. In this context, request allocation is critical for
the efficient system’s operation. However, most methods used in dis-
tributed information systems aim at maximizing overall system perfor-
mance (throughput and response times) by allocating requests to the
most efficient providers, without considering providers’ autonomy. In
this paper, we propose a balanced request allocation method, K, Best,
which considers providers’ autonomy in addition to load balancing. Our
method is general and simple, so that it can be easily incorporated in ex-
isting distributed information systems. We describe the implementation
of K,Best in different scenarios. Finally, we give an experimental eval-
uation which shows that K, Best significantly outperforms traditional
request allocation methods.

1 Introduction

We consider distributed information systems that are dynamic and provide ac-
cess to a large number of information providers. Providers can be fairly au-
tonomous, i.e. free to leave the system at will and to express their intentions for
performing requests. Their intentions can stem from combining their preferences
with other important factors such as their strategies.

In this context, allocating requests to providers must maximize overall sys-
tem performance (throughput and response times). The traditional solution,
used in mediator systems [6I4YI7], is to reduce the overloading of providers as
much as possible so that load balancing is increased. However, preserving the
providers’ intentions when performing request allocation is equally important
to keep providers happy and the system stable. With the traditional solution,
providers can become unsatisfied when their intentions are not met and sim-
ply quit, resulting in an unstable system. Therefore, request allocation should
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also take into account providers’ intentions. This is a timely problem with the
deployment of web services and service-oriented architectures.

Providers’ intentions are dynamic and depend on the providers’ context. For
instance, some providers may desire to perform specific requests at some time,
but not at another time. Furthermore, providers can be heterogeneous in terms
of capacity and data. Heterogeneous capacity means that some providers are
more powerful than others and can treat more requests per time unit. Data
heterogeneity means that different providers provide different data and thus
produce different results for the same request.

In this paper, we address the request allocation problem by considering
providers’ intentions in addition to load balancing. We propose a balanced re-
quest allocation method, called K, Best. It is inspired by the two random choices
paradigm which has proven useful for dynamically assigning tasks to providers
[102002T]. Our method is general and simple, so that it can be easily incor-
porated in existing distributed information systems. It generalizes traditional
methods and can be adapted to the application by varying several parameters.
We describe the implementation of K, Best in different scenarios. Finally, we
give an experimental evaluation which compares K, Best to traditional request
allocation methods. We show that, with autonomous information providers in
the system, our method significantly outperforms these methods.

The rest of this paper is organized as follows. In Section Pl we define the sys-
tem model and introduce some notations. In Section [B] we present the K, Best
method. In Section Ml we give the experimental evaluation of K,Best. In
Section B, we discuss related works. Section [6] concludes.

2 Model and Notations

We consider a system consisting of a set of mediators, M, of a set of consumers,
C, and of a set of providers, P. These sets are not necessarily disjoint, i.e. we
can have M N C N P #@. Requests are formulated in a format abstracted as
a triple ¢ = < ¢,d,n > such that g.c € C is the identifier of the consumer
that has issued the request, ¢.d is the description of the task to be done, and
g.n € N* is the number of providers to which the consumer wishes to allocate
its request. Consumers send their requests to a mediator m € M which allocates
each incoming request g to the ¢g.n providers in F,, where F, denotes the set of
providers that can treat g. We use N, for denoting ||P,||, or simply N for the
sake of simplicity when there is no ambiguity on ¢. In the case where g.n > Ny,
the consumer q.c will get N, results instead of g.n. We only consider the arrival
of feasible requests, that is, those requests for which P, # @.

Request allocation of some feasible request ¢ among the providers which are
able to deal with ¢ is defined as a vector Allo¢ or Allo¢, when there is an
ambiguity on ¢ (see Definition ). The set of providers such that Alloc¢[p] = 1
is noted j’;.
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Definition 1. Request Allocation
The allocation of request ¢ among the providers in Py is a vector Allo¢ of length

N such that: Vp € P,, Alloc[p]= (1) Zﬁiﬁ?ﬁiﬁir p gets the request

with Z Alloé[p] = min(g.n, N)
peEP,

Each provider p € P has a finite capacity, cap(p) > 0, for performing feasible
requests. The capacity of a provider denotes the number of computational units
that it can have. Similarly, each feasible request g has a cost, cost,(q) > 0, that
represents the computational units that ¢ consumes at p. We define provider
utilization as follows.

Definition 2. Provider Utilization

Let @), denote the set of requests that have been allocated to p but have not
already been treated at time t (i.e. the pending requests at p). The utilization of
a given provider p € P at time t, Uy(p), is defined as the computational units

that QQp consumes at p
3 costy(q)

q€Qp

U= o)

Providers are free to express their intentions for performing each feasible re-
quest ¢, denoted by the PI,(g) function whose values are between —oo and 1, and
where p denotes a given provider. If the intention value is positive, the greater
it is, the greater the desire for performing requests. If the intention is negative,
the smaller it is, the greater the refusal for performing requests. Providers’ re-
fusal can go down to —oo because utilization can, theoretically, grow up to +oo.
In order to guarantee system stability, the way in which such intentions are
computed is considered as private information for providers.

3 K, Best Method

In this section, we present the K,, Best method for balanced request allocation.
It is meant to be run by one or several mediators which allocate the requests
they receive from the clients. We restrict ourselves to the case where requests
can be viewed as single units of work called tasks. An incoming feasible request
g can be allocated to n providers (because of data heterogeneity, more than
one provider can provide answers). We assume that there is a matchmaking
mechanism ([§] for example) to find the set P, of providers that are able to
deal with each incoming feasible request gq. Therefore, we can focus on request
allocation only. Our method is inspired by the two random choices paradigm
[I020021]. The principle of two random choices is to randomly select a set of
providers K among the N, providers and then allocate the request to the least
utilized provider in K. K, Best uses a similar principle. We describe below the
principle and properties of the K, Best.
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3.1 K,Best Principle

Given an incoming feasible request ¢ and the set P, of providers which are able
to deal with it, we denote the providers’ intention for dealing with ¢ by the
vector P19. Algorithm [I shows the main steps of K, Best for allocating g.
First (line 2 of Algorithm [I), a set K of providers are selected at random
among the set P,, where ||K|| = k and k € N*. Second (line 3), the k,, € N* least
utilized providers (i.e. the K, set) are selected among the set K of providers@.
Third (line 4), the providers’ intention vector, ]?I)q[p], for dealing with ¢ is
computed. Considering our system architecture [I5], this operation is realized
at the mediator sites and do not impact the network traffic. Next (line 5), the
intentions’ ranking vector I_%)q is computed. This ranking is necessary for the
selection of providers to deal with ¢. Intuitively, ]_%)‘1[1] is the most interested
provider to deal with g, 1_%)‘1[2} the second, and so on until to ]—%q[N] which is
the least interested. Finally (lines 6-8), the request ¢ is allocated to the n best
providers. If N < n, the request is simply allocated to all N providers without
any further considerations. The second (line 3) and fourth (line 5) phases can

be solved using a sorting algorithm. So, in the worst case, their complexity is
O(k logy(k)) and O(ky, logy(kr)), respectively.

Algorithm 1: K, Best_Providers
Input :gq, k, kn, P,
Output: Alloc,
1 begin
K «+ select, at random, k providers in the set P, ;
K, « select the k, less utilized providers in the set K ;

foreach p € K,, do fork ask for the provider’s intention PI [p] ;

for i =1 to min(n, k,) do All@q[]_fq[i]] —1;
for j = min(n, kn) + 1 to kn do Allot,[RI[f]] — 0 ;
end

2

3

4

. g . . . -

5 compute the providers’ intention vector ranking R? ;
6

7

8

3.2 K,Best Property and Analysis

An expected property of providers is individual rationality, whereby they behave
according to their own interests only [I]. However, this may lead providers to not
participate in a given request allocation since they are selfish and may have no
interest in processing the request. Thus, individual rationality is incompatible
with the system’s objectives to process efficiently all incoming feasible requests
and satisfy consumers. For these reasons, we are looking for a special kind of
long-term individual rationality which K, Best allows.

1 We can indifferently assume that the values of k and k, are predefined by the
administrator or defined on the fly by mediators.
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In the case of m requests and m homogeneous providers, request allocation
methods based on the two random choices paradigm (which we call the TRC Ba-
sed methods) assign to providers a maximum load of only (loglog m) with high
probability [I0J20]. Given an incoming request g, T RC Based methods randomly
select two providers (the K set) among P, and allocate ¢ to p € K, such that

Vo' € K\By, Us(p') > Us(p)

Nonetheless, the T RC Based methods are only suitable for homogeneous dis-
tributed systems (i.e. providers have the same capacity for performing requests).
In the context of heterogeneous distributed systems, request allocation methods
ensure good performances in the system by considering the capacities of all the
providers in P, [6IT2JTAT7I2T]. These methods (the CapacityBased methods)
allocate each incoming request ¢ to p € P, such that

' € PP, : Us(p') < Uslp)

A third possible way to allocate requests is by only considering the providers’
intentions, which we call the IntentionBased methods. Given the request g to
be allocated, IntentionBased methods allocate ¢ to p € P, such that

I’ € P\P, : Ply(q) > Pl,(q)

On the other hand, the k, parameter defines the general behavior of the
K, Best method. For smaller values of k,, K, Best allocates the requests by
mainly considering the providers’ utilization, and by basically considering the
providers’ intentions for greater values of k,. Thus, the value that k, may take
depends on the type of application. Therefore, we recommend smaller values of
ky if the system pays more attention to the providers’ utilization and greater
values if it pays more attention to the providers’ intention. In the following
theorem, we summarize the K,, Best properties which bound its behavior.

Theorem 1. For a large number of heterogeneous providers, K, Best behavior
s bounded by the following properties.

(i) if k =2q.n Ak, = q.n, K,Best is equivalent to the TRC Based methods.
(i1) if k = Ny ANkyn = q.n, KpBest is equivalent to the CapacityBased methods.
(it1) if k = Ny ANk, =k, K,Best is equivalent to the IntentionBased methods.

Proof. Omitted because of triviality.

A different way to proceed in K, Best is by selecting first the most interested
providers (K,) among K to finally allocate requests to the least utilized providers
among K,. If request allocation is done this way, intentions are given more
importance than wtilization. Besides, one can replace the providers’ intentions
by the consumers’ intentions for allocating requests if the objective of the system
is, for example, to ensure interesting results for consumers. If the system’s goal
is to satisfy both providers and consumers, the consumers’ intentions can be
considered as an additional step in K, Best, or intentions of both providers and
consumers can be merged in only one step.
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4 Experimental Evaluation

In this section, we give an experimental evaluation of K, Best using simulation.
We carried out several series of tests with a main objective in mind: how well
K, Best operates in environments with heterogeneous and autonomous providers.
We assume a single mediator. In order to assess the quality of K, Best, we con-
ducted three types of evaluations: performance, request load balance, and satis-
faction balance. In the following, we introduce the baseline methods to which we
compare K, Best and our experimental setup, and then we present the experi-
mental results.

4.1 Baseline Methods

In distributed information systems, the well-known methods to allocate requests
efficiently across providers are those with the Capacity Based behaviour (i.e. the
Capacity Based methods) [6T4J17]. These methods, unlike the T RC Based ones,
operate well in heterogeneous systems which is why we use them as baseline.

Economic models have been shown to provide efficient request allocation in
heterogeneous systems [BIAUT6OII3]. We use, as baseline, an Economic method
whose criterion to select providers is the wtilization and bid of providers. Note
that different economic methods may have other performance results than those
presented here. In our experiments, we use virtual money (token) which is just
seen as a means of regulation. In the course of time, the tokens are spent by
providers in order to acquire requests. Thus, a source of financing is necessary to
them. Otherwise, after some time, providers would not have more tokens to bid
positively. We have chosen to associate a bank with the mediator, which gives
a specific amount of tokens to providers at the registration step and equally
redistributes the tokens in the course of time.

4.2 Experiment Setup

We built a Java-based simulator that models a mono-mediator distributed sys-
tem, following the system architecture in [I5]. In all experiments, the number
of consumers and providers is 200 and 400 respectively, with only one mediator
allocating all the incoming feasible requests. We assign sufficient resources to
the mediator so that it does not cause bottlenecks in the system. Each result
we present is obtained by 10 simulation series. Feasible requests arrive to the
system following the Poisson distribution, which has been found in dynamic and
heterogeneous distributed systems [5].

For our simulations, we consider that providers provide answers with similar
quality, hence assuming that consumers always ask for 1 provider to solve their
requests (i.e. g¢.n = 1). Since we focus on heterogeneous distributed systems, we
set k = N,. Basing ourselves on the results of [T0J20], we set k, = 2¢.n (i.e.
kn = 2). In order to compare the K, providers, we consider their intentions
for performing requests. Providers work out their intentions using the S,QLB
method [7]. To ensure high autonomy in our experiments, providers’ preferences
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Table 1. Simulation parameters

Parameter Definition Value
nbConsumers  Number of consumers 200
nbProviders Number of providers 400
nbMediators Number of mediators 1
qgDistribution Query arrival distribution Poisson
iniSatisfaction Initial providers’ satisfaction 0
qClasses Supported query classes 2

nbSimulations Number of realized simulations for each experience test 10

are randomly obtained between —1 and 1. More sophisticated mechanisms for
obtaining such preferences can be applied ([2] for example).

Since our main focus in this paper is to study the way in which requests are
allocated in the system, we do not take into account the bandwidth problem. It
is because of this that simulation tests are enough for evaluating our method.
Providers are initialized with a satisfaction value of 0. We set the providers’
capacity heterogeneity in accordance to the results in [18]. Based on these results,
we generate around 10% of low-capable, 60% of medium-capable, and 30% of
highly-capable providers. The highly-capable providers are 3 times more capable
than medium-capable providers and still 6 times more capable than low-capable
ones. We generate two classes of requests that consume, respectively, 130 and
150 computational units at the high-capable providers (taking about 1.3 and 1.5
seconds, respectively).

4.3 Experimental Results

Performance. We start with an evaluation of the system’s response time gua-
ranteed by the CapacityBased, Economic, and K, Best methods. As is conven-
tional, we define the response time as the elapsed time from the time a consumer
issues the request to the time it receives the answer. As first case, we consider
that providers are captive and do not leave the system by unsatisfaction, request
starvation, nor overutilization. Figure shows that K, Best yields the same
response times as CapacityBased, and that both of them outperform the FEco-
nomic method. This shows that K,,Best is also suitable for environments where
providers do not leave the system.

As second case, in order to evaluate the impact of provider departures, we
study response time when providers may leave the system by unsatisfaction or
request starvation. To do so, we allow providers to leave the system if their satis-
faction is 0.15 under their adequation. The adequation notion (see [7] for details)
denotes the degree of satisfaction towards all the feasible requests proposed by
the system. Also, providers are allowed to leave the system if they do not per-
form at least 25% of what they should. The results are shown in Figure
We observe that K, Best significantly outperforms the CapacityBased and Eco-
nomic methods. While K, Best degrades in average the system’s response time
by a factor of 1.5 only, the Fconomic and CapacityBased do it, respectively,
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Fig. 1. Response Time

by a factor of 1.8 and 4! We observed that in the Economic method, providers
usually quit by request starvation, while in the CapacityBased, they do so by
unsatisfaction.

We ran other experiments where providers may also leave the system by
0vemtz‘lizm‘i07 but by lack of space, we do not present the results here. We
observed that K, Best and CapacityBased do not suffer from providers’ de-
partures by overutilization, while the performance of the Economic method is
degraded by a factor of 4.5 and, worse again, at a given time the system remains
with no providers! These results demonstrate the great impact on response times
of providers departures by unsatisfaction, request starvation, and overutilization.
Therefore, in a system where providers are selfish, we must pay special attention
to their interests.

Request Load Balance. We now study the request load balance (RLB) for
various workloads. In the experiments, we measure the RLB at any time as the
ratio of the smallest and largest utilized providers. Furthermore, it is important
that the system strives to give requests to all providers in the system if possible
so they don’t leave. Thus, we also measure the average request load balance
(avgRLB) at a discrete time interval [t1, t3]. The avgRLB measure is symmetrical
to the RLB measure. The average utilization, Uy, +,)(p), is said to be the average
utilization of the provider p at the discrete time interval [t1, t3].

We know that the thresholds of request starvation and overutilization over
which providers decide to leave, are very subjective and might depend on several
external factors. Thus, to avoid any question on the choice of such thresholds,
we assume, in this study, that providers are not allowed to leave the system
whatever their degree of request starvation and overutilization are.

Contrary to the expected, on the one hand, the results show that the FE-
conomic method has serious problems to ensure good RLB ratios in the sys-
tem, despite that providers take more into account their preferences than their

2 For instance, when providers want to guarantee a good quality of service.
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Fig. 2. Request load balance

utilization at the time of bidding for requests. On the other hand, the results
show that CapacityBased and K, Best have problems to ensure good RLB only
for workloads under the 40% of the total system capacity. When workloads in-
crease, both algorithms improve the RLB in the system. This is because most
providers in the first case have almost no requests (i.e. have all their capacity
available), and thus, requests may be allocated to those providers that spend
more treatment units to perform them. Hence, each time that requests are al-
located to the least capable providers, the distance between the most and least
utilized providers increases significantly. For lack of space, we do not present
these results.

In order to explain the above phenomenon, we present the results of a series of
simulations where we uniformly vary the workload from 30% (at the beginning
of the simulation) to 100% (at the end of the simulation). The results show
that CapacityBased and K, Best methods effectively improve the RLB as the
workload increases, and that the Economic method cannot ensure an acceptable
RLB in the system (see Figure . In all cases the K, Best performance is as
good as CapacityBased one, even if the former takes into account the providers’
intentions and the latter does not.

Let us analyze the avgRLB guaranteed by these three methods, that is, how
well these methods avoid request starvation. To this end, we measure the avgRLB
in a time interval of 20 seconds over a simulation of 10000 seconds for different
workloads. The results are shown in Figure We observe that, unlike the
RLB results, for workloads over 20% of the total system capacity the Capaci-
tyBased and K, Best methods significantly outperform the Economic method.
This means that while CapacityBased and K, Best strive to allocate requests on
giving requests to all the providers in the system, the Economic method suffers
from serious request starvation problems.

Satisfaction Balance. We now study the satisfaction balance (SB) ratios guar-
anteed by the three methods for various workloads. We assume that providers
work out their satisfaction as in [7], but without loss of generality, providers
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can do it differently. For lack of space, we only present the average satisfaction
balance (avgSB) measures, at a discrete time interval [t1, t2]. The avgSB is de-
fined as the ratio of the smallest and largest average satisfied providers, where
average satisfaction denotes the average of the providers’ satisfaction at the
discrete time interval [tq, t2]. Furthermore, we measure the standard deviation
of the providers’ average satisfaction (average variability), in order to evaluate
how these methods satisfy all providers. Similarly to the thresholds of request
starvation and overutilization, the unsatisfaction threshold over which providers
decide to leave, is also quite subjective and may depend on several external fac-
tors. Then, to avoid any question on the choice of such a threshold, we assume
that providers are not allowed to leave the system by unsatisfaction.

Conversely to the RLB results and as expected (because the providers’ bids
are based on the providers’ intentions), the Economic method preserves better
the providers’ intentions (see Figure . But this occurs because Economic
does not pay much attention to the providers’ utilization. Hence, this method
is only suitable for systems where providers do not care about their utilization
nor response time is very important for consumers. In these results, we have also
observed that even if K, Best ensures the same RLB than CapacityBased, it
significantly satisfies better providers. Nevertheless, we can observe that both
methods have some difficulties to preserve the providers’ intentions for a very
low workload (20% the total system capacity). This is due to the fact that the
number of incoming feasible requests is not enough for giving requests to all
providers, and thus in both methods, requests are allocated to the least utilized
providers. Note that K, Best can be improved in two ways: 1) setting the k,
to a greater value, or 2) in selecting first the k&, most interested providers and
allocating requests to the ¢q.n least utilized ones in K.

Figure shows that, for workloads under 20% of the total system capac-
ity, some providers get more satisfied than others in the CapacityBased and
K, Best methods. This is why the average variability of both methods is high.
However, for higher workloads, the three methods yield almost the same average
variability.
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5 Related Work

In the context of large-scale distributed information systems, most of the work
on request allocation [BIT4UT7I20l2T] has dealt with the problem of allocating re-
quests to the most capable providers. However, preserving providers’ autonomy
for performing requests has not received much attention. Economical methods
[BHITEIT3] strive to deal with such autonomy. In such models, every provider
tries to maximize its revenue by selling services to consumers. Mariposa [I3]
pioneered the use of an economical method for dealing with the request alloca-
tion problem in distributed systems. In Mariposa, all the incoming requests are
processed by a broker site, which given an incoming request, requests providers
for bids. Providers bid for acquiring the request based on a local bulletin board.
Then, the broker site selects a set of bids that has an aggregate price and delay
under a bid curve provided by the consumer. Nevertheless, it is unclear if this
method ensures good response times in adequacy with the providers’ intentions.
Furthermore, some requests may not get processed although it exist providers
able to deal with it. Recently we have proposed the S,QLB approach [7] to
balance requests across providers while considering their intentions for perform-
ing requests. SpyQQL B strives to balance requests in the course of time thereby
reducing request starvation in the system. However, K, Best is orthogonal and
more general than all these methods. The K, Best method is actually a set of
solutions for different environments and types of applications.

6 Conclusion

In this paper, we addressed the problem of request allocation in large-scale
distributed information systems with autonomous providers. We proposed the
K, Best method which allocates requests by considering providers’ intentions for
performing requests in addition to their wtilization. The principle of K, Best is
similar to the two random choices paradigm which has proven useful for dynam-
ically assigning tasks to providers. We described the implementation of K,, Best
in different scenarios with the different strategies to adopt. We gave an ex-
perimental evaluation which compares K, Best to traditional request allocation
methods. We demonstrated through experimentation that CapacityBased and
Economic are not suitable for distributed information systems where providers
may leave by request starvation, overutilization, or unsatisfaction. The experi-
mental results show that, with autonomous providers in the system, our method
significantly outperforms these methods. K, Best is suitable for dynamic, very
large-scale distributed information systems with competitive or cooperative be-
haviors. Our method is general and simple, so that it can be easily incorporated
in existing distributed information systems. It generalizes traditional methods
and can be adapted to the application by varying several parameters.



248

J.-A. Quiané-Ruiz, P. Lamarre, and P. Valduriez

References

1.

2.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

O. Morgenstern and J. von Neumann: Theory of Games and Economic Behavior.
Pinceton University Press, Inc. 1980.

A. Sah, J. Blow, and B. Dennis: An introduction to the Rush language. In Procs.
of the TCL Workshop. 1994.

D. Ferguson, C. Nikolaou, J. Sairamesh, and Y. Yemini: Economic Models for
Allocating Resources in Computer Systems. Market-based control: a paradigm for
distributed resource allocation. World Scientific Publishing Co., Inc. 1996.

D. Ferguson, Y. Yemini, and C. Nikolaou: Microeconomic Algorithms for Load
Balancing in Distributed Computer Systems. In Procs. of the ICDCS Conference.
1988.

E. P. Markatos: Tracing a Large-Scale Peer to Peer System: An Hour in the Life
of Gnutella. In CCGRID Symposium. 2002.

H. Zhu, T. Yang, Q. Zheng, D. Watson, O. Ibarra, and T. Smith: Adaptive Load
Sharing for Clustered Digital Library Servers. In HPDC Symposium. 1998.

J.-A. Quiané-Ruiz, P. Lamarre, and P. Valduriez: Satisfaction-Based Query Load
Balancing. In Procs. of the CooplS Conference. 2006.

K. Sycara, M. Klusch, S. Widoff, and J. Lu: Dynamic Service Matchmaking Among
Agents in Open Information Environments. In SIGMOD Record 28(1). 1999.

L. Li and I. Horrocks: A Software Framework for Matchmaking Based on Semantic
Web Technology. In Procs. of the WWW Conference. 2003.

M. Mitzenmacher: The Power of Two Choices in Randomized Load Balancing.
PhD. Thesis, UC Berkeley, 1996

M. Nodine, W. Bohrer, and A. Ngu: Semantic Brokering over Dynamic Heteroge-
neous Data Sources in InfoSleuth. In Procs. of the ICDE Conference. 1999.

M. Roussopoulos and M. Baker: Practical Load Balancing for Content Requests in
Peer-to-Peer Networks. Distributed Computing 18(6):421-434. 2006.

M. Stonebraker, P. Aoki, W. Litwin, A. Pfeffer, A. Sah, J. Sidell, C. Staelin, and
A. Yu: Mariposa: A Wide-Area Distributed Database System. In VLDB J. 5(1).
1996.

N. Shivaratri, P. Krueger, and M. Singhal: Load Distributing for Locally Dis-
tributed Systems. In IEEE Computer Journal 25(12). 1992

P. Lamarre, S. Cazalens, S. Lemp, and P. Valduriez: A Flexible Mediation Process
for Large Distributed Information Systems. In Procs. of the CooplS Conference.
2004.

R. Buyya, H. Stockinger, J. Giddy, and D. Abramson: Economic Models for Man-
agement of Resources in Grid Computing. In CoRR Journal. 2001.

R. Mirchandaney, D. Towsley, and J. Stankovic: Adaptive Load Sharing in Het-
erogeneous Distributed Systems. In Parallel and Distributed Computing J. 9(4).
1990

S. Saroiu, P. Krishna Gummadi, and S. Gribble: A Measurement Study of Peer-
to-Peer File Sharing Systems. In Procs. of the MCN Conference. 2002.

T. Ozsu and P. Valduriez: Principles of Distributed Database Systems, (2nd ed.).
Prentice-Hall, Inc. 1999.

Y. Azar, A. Z. Broder, A. R. Karlin, and E. Upfal: Balanced Allocations. In STAM
Journal on Computing 29(1). 1999.

Z. Genova and K. Christensen: Challenges in URL Switching for Implementing
Globally Distributed Web Sites. In Procs. of the ICPP Workshops. 2000.



The Circular Two-Phase Commit Protocol

Heine Kolltveit and Svein-Olaf Hvasshovd
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Norwegian University of Science and Technology

Abstract. Distributed transactional systems require an atomic commitment pro-
tocol to preserve atomicity of the ACID properties. However, the industry leading
standard, 2PC, is slow and adds a significant overhead to transaction process-
ing. In this paper, a new atomic commitment protocol for main-memory primary-
backup systems, C2PC, is proposed. It exploits replication to avoid disk-logging
and performs the commit processing in a circular fashion. The analysis shows
that C2PC has the same delay as 1PC, and reduces the total overhead compared
to 2PC.

1 Introduction

Main memory prices have dropped significantly over the last years, and the state of
many applications and databases can now be fitted entirely in main memory. To make
the state both persistent and available, it can be replicated instead of written to disk.
For instance, a backup replica (backup for brevity) takes over the processing if a pri-
mary replica (primary for brevity) fails. A backup is kept up to date by receiving the
same operations as the primary (active replication [1]]) or log records from the primary
(passive replication [2]]). The backup can either apply the log records to its own state or
periodically receive checkpoints from the primary. Assuming that the mean time to fail,
MTTE, is orders of magnitude larger than the mean time to repair, MTTR, the system
only needs to be single fault tolerant to completely avoid the need for disk accesses.
MTTR can be made very short by employing on-line self-repair mechanisms [3]]. In
addition, since disk accesses are slow compared to both RAM accesses and network
latencies, replication can result in an improvement in performance.

A transaction is a collection of operations that transfers a system reliably from one
state to another, while providing the ACID properties [4]]: Atomicity, consistency, isola-
tion and durability. Commonly, transaction termination and atomicity is satisfied by an
atomic commitment protocol, ACP. The ACP has been showed to be an important fac-
tor of total transaction processing time and, in particular, the current industry leading
standard, the Two-Phase Commit protocol, 2PC [5]], is slow [6/7.8]. The delay caused
by two rounds of messages and multiple log records flushed to disk cause a significant
overhead. Also, a failure of the coordinator might block the participants from complet-
ing a transaction [9410].

ACP performance and resilience to failures is a well established research field, but
optimizations that will have significant effect is still possible under a parallel and repli-
cated paradigm. Thus, this paper presents an ACP called Circular Two-Phase Commit

R. Kotagiri et al. (Eds.): DASFAA 2007, LNCS 4443, pp. 249-261,]2007.
(© Springer-Verlag Berlin Heidelberg 2007
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protocol, C2PC. It is an optimized version of 2PC for primary-backup systems. The pro-
tocol takes advantage of replication to trade costly flushed disk writes for cheaper mes-
sage sends and RAM accesses. The idea is to send the vote and decision to the backup
instead of a disk. This provide availability for the transaction participants and coordi-
nator and renders 2PC non-blocking [9I11]]. To give better performance, the vote and
decision are sent in a ring instead of back and forth between the primary and backup.
The protocol is always single fault-tolerant and these methods could be favorably ap-
plied in a shared-nothing, fault-tolerant DBMS like ClustRa [3]].

The rest of the paper is organized as follows: Section [2] summarizes related work.
Section [3] presents the system model and Section Ml defines the non-blocking atomic
commitment problem. Section[3 gives an overview and a detailed description of C2PC,
proves the correctness of the protocol and outlines a one-phased version called C1PC.
Then, an evaluation of the protocols is given in Section |6} Finally, the conclusion and
further work are presented in Section[Z}

2 Reated Work

Several atomic commitment protocols and variations have been proposed over the years.
Many approaches have been concerned with either developing a non-blocking protocol
or the performance issues. However, only a few deal with both.

In a non-replicated environment, 2PC may block if the coordinator and a partici-
pant fail [9U10]. 3PC [12] decreases the chance of blocking failures by adding an extra
round of messages, thus favoring resilience over performance. 3PC has been extended
to partitioned environments [[13]], and the number of communication steps has been re-
duced to the same as 2PC by using consensus [14], causing an increase in the number
of messages or requiring broadcast capabilities.

Several 2PC-based modifications where performance issues are handled exist [15].
Presumed commit and presumed abort [[16] both avoid one flushed disk write, by assum-
ing that a non-existent log record means that the transaction has committed or aborted,
respectively. Transfer-of-commit, lazy commit and read-only commit [9], sharing the
log [[16417] and group commit [18/19] are other optimizations. An optimization of the
presumed commit protocol [7] reduces the number of messages, but requires the same
number of forced disk writes.

Optimistic commit protocols are designed to give better response time during nor-
mal processing, but will need extra recovery after failures or aborts. They release locks
when the transaction is prepared, but must be able to handle cascading aborts by using
semantic knowledge [20]. PROMPT [8] uses optimistic locking in the sense that locks
can be lent to other transactions after the participant has voted yes. A transaction that
lends locks will not reply to the request until the locks are fully released by the pre-
vious transaction, and only one transaction at a time can lend a lock. This approach
avoids cascading aborts while it may yield better performance because of increased
concurrency.

One-phased commit protocols have also been proposed [1702112212324]]. These are
based on the early prepare or unsolicited vote method by Stonebraker [25] where the
prepare message is piggybacked on the last operation sent to a participant. In this way,
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the voting phase is eliminated. However, these approaches inflicts strong assumptions
and restrictions on the transactional system [22]]. For instance, it requires either the par-
ticipants to prepare the transaction for each request-reply interaction, or the coordinator
must be able to identify the last request for a transaction to be able to piggyback a
prepare-request. Otherwise, the performance of 1PC degrades.

A few approaches that render 2PC non-blocking by replication have been proposed.
The first replicates the coordinator, but not the participants [[L1]. In addition to sending
log records to the backup, they are forced to disk, causing a decrease in performance.
Also, the backup only finishes transactions already started. No new transactions can be
initiated by the backup. This approach has also been adapted to multiple backups [26].

The second combines optimistic commit and replication [27]. A replicated group
of commit servers is used to keep the log records not yet written to the log by the
participant available, thus ensuring resilience to failures. This approach uses multicast
and has the same latency as 2PC, but requires more messages to be sent.

A third approach [28] is the most similar to the approach adopted in this paper. The
differences are that it incurs unnecessary overhead by sending the “start of prepare” and
the commit log records to the backup, and it forces log records to the disk even if both
the primary and the backup work correctly. The performance is thus degraded.

3 System Model

The system is composed of a number of processes or nodes connected through a com-
munication network. Each process has both a functional unit (application or database
server) and a transaction manager. A process executes two kinds of actions. (1) Change
state and (2) send or receive a message. When correct, they execute at arbitrary speeds,
but eventually make progress. Processes fail by crashing, causing them to lose state.
Such events are, however, rare. A failed process is recovered and brought up-to-date by
the system.

Communication is asynchronous and reliable. Thus, there are no bounds on com-
munication delays and messages are not corrupted or lost if both the receiving and the
sending process behaves correctly, i.e. do not crash.

In an asynchronous system, a failure detector is needed to make the system reliable
[29]. An eventually strong failure detector can solve the atomic commitment problem
[30]. However, to simplify the problem descriptions and explanations a perfect fail-
ure detector that eventually suspects every faulty process and never suspects a correct
process is assumed.

For the purpose of this paper no disks are used. State is stored entirely in main-
memory. Thus, to make the state persistent and the system highly available the primary-
backup approach [2] is used. This approach assumes that MTTF is orders of magnitude
larger than MTTR, thus both the primary and backup do not fail at the same time.

Following [16]], the costs of execution in this system are twofold. (1) The computa-
tion cost is the total number of messages sent, and (2) the delay is serialized messages.
The main memory operations associated with the atomic commitment protocol are only
a small fraction of the load on the system, thus their costs are assumed to be negligible.
Also, as long as the processors are not fully utilized, there are no queueing effects.
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4 The Non-Blocking Atomic Commitment Problem

An atomic commitment protocol ensures that the participants in a transaction agrees on
the outcome, i.e. ABORT or COMMIT. Each participant vote, YES or NO, on whether
they can guarantee the local ACID properties of the transaction. All participants has a
right to veto the transaction, thus causing it to abort. The Non-Blocking Atomic Com-
mitment problem, NB-AC, has these properties [10/30]:

NB-AC1. <uniformagreement> All processes that decide reach the same decision.

NB-AC2. <integrity> A process cannot reverse its decision after it has reached one.

NB-AC3. <uniform validity> COMMIT can only be reached if all processes voted
YES.

NB-AC4. <non-triviality> If there are no failures and no processes voted NO, then
the decision will be to COMMIT.

NB-AC5. <termination> Every correct process eventually decides.

5 The Circular Two-Phase Commit Protocol

This section presents the Circular Two-Phase Commit protocol, C2PC, for main mem-
ory primary-backup systems.

Normally, 2PC requires both forced and non-forced disk writes [[16/9]. In a primary-
backup environment these disk writes can be replaced by, respectively, synchro-
nous (blocking) and asynchronous (non-blocking) logging to the backup node. Fig-
ure [T(a) illustrates this. The small arrows between each primary-backup pair is the

logging.

\ f\ \ WORK_REQ f\ \
+ PREP\ARE
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Fig. 1. Execution of various atomic commitment protocols



The Circular Two-Phase Commit Protocol 253

2PC (Figure consists of two phases, a voting phase and a decision phase. In
the voting phase the votes are collected by a coordinator, and the coordinator makes
a decision depending on the votes and persistently stores the decision. In the decision
phase, the outcome is sent to the participants which send an acknowledgement back to
the coordinator. Each participant must persistently store its vote and the outcome before
replying to the coordinator in, respectively, the voting and decision phase. After the
decision has been made persistent, the coordinator can give an early answer [3] to the
client. Thus, the response time seen from the client is less than what it would be if the
second phase had to be completed before the reply.

1PC (Figure [I(b)) piggybacks the prepare-message on the last work request for the
transaction. Thus, the first phase of the voting is eliminated. However, each participant’s
vote must be persistently stored to the backups before replying to the coordinator.

The C2PC protocol is a modified version of 2PC for main memory primary-backup
systems. Similarly to 2PC, C2PC has two phases and logs the votes and decision to
the backups. However, it allows the backup to reply to the backup coordinator. This is
shown in Figure[T(c)} Instead of sending votes and acknowledgments back and forth the
votes and decision are sent in a ring for each branch of the commit tree. This is a case
of the transfer-of-commit optimization [[9] where the authority to commit is passed via
the participants to the backup root coordinator.

C2PC reduces both the number of messages in the critical path and the total number
of messages to commit a transaction. The critical path is the delay until the transaction
coordinator can give an early answer to the client. For instance, comparing Figure[I(a)]
and the added delay has been reduced from six to four messages and the added
number of messages from thirteen to nine. By comparison, 1PC (Figure has an
added delay of four, two within the transactional operations frame and two after, and a
total overhead of eleven messages.

During normal processing, the communication goes through each ring twice, one for
each phase as seen in Figure[I(c) In the first round, the primary coordinator, pc, votes
and piggybacks its own vote on the prepare message to the primary participant, pp.
Each pp vote and sends its vote along with the vote of the pc to the backup participant,
bp. Bp adds its own vote and forwards it to the backup coordinator, bc. Bc makes a
decision based on the received votes and its own. The decision is then made persistent
by sending it to the pc, which gives an early answer to the client and initiate the second
phase.

The protocol also handles subcoordinators, or subordinate processes [16]]. A subor-
dinate acts as a participant to the coordinator and as a coordinator to the participants. A
subordinate can also act as a participant to another subordinate. During the first phase
a primary subordinate, ps, votes and forwards the vote to each of the subparticipants.
The backup subordinate, bs, collects the votes from all the subparticipants before it
sends its vote to the bc. During the second phase the decision is propagated in the same
fashion.

If, during the first phase, one of the participants or subordinates votes NO, the vote
is propagated back to the bc, while each subordinate along the way makes the deci-
sion to abort. The decision is then sent out to all remaining undecided participants and
subordinates.
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The protocol handles failures of both the primary and the backup. These failure
scenarios might occur:

o If one of the primaries fails during the first phase, the transaction is aborted as the
backup cannot be sure that it has all the log records.

e If one of the backups fails during the first phase, the preceding node in the ring
sends the vote message to the primary instead.

o If one of the participating primaries (resp. backups) fails during the second phase,
the preceding node in the ring sends the decision or acknowledgement message to
the backup (resp. primary) instead.

Rerouting the messages to the non-failed primary or backup in the last two scenarios
above works since the primary and backup is assumed never to fail at the same time.

First, a detailed explanation is given, second, the correctness of the protocol is proven
and, third, a one-phase version of C2PC, C1PC, is outlined.

5.1 Detailed Description

This section presents the C2PC protocol in detail. Listings[T.I]to[T.6lpresent the protocol
in failure free scenarios for all types of nodes.

Each process has a Transaction Table (TT) which holds the state (active, prepared,
committed or aborted) and known participants of each transaction. Also, it is told which
processes have failed from the local failure detector. Log records marked with a Log
Sequence Number (LSN) [10] are shipped asynchronously to the backup. The backup
checks that it has received all LSNs and acknowledges the greatest LSN received so far.
The TT of the primary holds the greatest LSN acknowledged so far by the backup, and
the backup TT is updated as log records are received and acknowledged from the pri-
mary. When voting, any unacknowledged log records are piggybacked on a Vot eMsg.
The TT can also be changed by receiving a vote message, Vot eMs g, from a participant.

First, the protocols for the coordinator and the participants are presented. Then, the
protocols for the subordinates are given.

Coordinator and Participants. As seen in Listing[I.Tlthe pc of the transaction initiates
the protocol by attaching its own vote to a Vot eMsg and sending it to each of the
participants.

Some necessary information is included in all messages going down in the commit
tree: (1) The transaction identifier, (2) the address of the primary and backup of the pc
and (3) the address of the client. The first identifies the transaction to be committed,
while the second allows bp to contact bc. The third allows bc to contact the client
to complete the transaction should pc fail. Also, included in at least one of the vote
messages are (4) the unacknowledged log records of the transaction at pc and (5) a list
of the participants of the transaction. The fourth ensures that bc has all the log records
generated by pc of the transaction before committing it. Finally, the fifth guarantees that
bc waits for Vot eMsgs from all the participants before making a decision and enables
it to complete a transaction in case pc fails.

Each pp (Listing of the transaction receives a Vot eMs g. If the received vote or
its own is NO, the decision is ABORT, and a new Vot eMs g with a NO-vote is sent to the
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atomic_commitment: 1
if (myVote ==NO) {
decide(ABORT);
voteMsg = new VoteMsg(txn,No); 4 atomic_commitment:
send (voteMsg) to all participants; receive (voteMsg) from all partipants; 20
}else{ if (receivedVotes == NO || myVote == NO) {
voteMsg = new VoteMsg(txn, Yes); 7 decide(ABORT);
send (voteMsg) to all participants; dMsg = new DecisionMsg(txn,ABORT); 23
receive(DecisionMsg) from backup { }else{
if (decision is COMMIT) decide(COMMIT); 10 decide(COMMIT);
else decide(ABORT); dMsg = new DecisionMsg(txn, COMMIT); 26
dMsg = new DecisionMsg(txn,decision);
send reply to client; 13 send (dMsg) to primary;
send (dMsg) to all participants; if (decision is COMMIT) { 29
if (decision is COMMIT) { receive (DecisionMsg) from all;
receive (AckMsg) from backup; 16 receive ack from client;
on timeout {resend dMsg; } send (AckMsg) to primary; 32
1} }
Listing 1.1. Primary coordinator Listing 1.2. Backup coordinator
atomic commitment:
receive(voteMsg); atomic_commitment: 47
if (receivedVote == NO || myVote == NO) { 35 receive (voteMsg);
decide(ABORT); if (receivedVote == NO || myVote == NO) {
vMsg = new VoteMsg(txn,NO); decide(ABORT); 50
send (vMsg) to backup; 38 vMsg = new VoteMsg(txn,NO);
}else { send (vMsg) to parentBackup;
txnLog = getLog(txn); }else{ 53
vMsg = new VoteMsg(txn,vote,info); 41 vMsg = new VoteMsg(txn,YES);
send (vMsg) to backup; send (vMsg) to parentBackup;
receive(decisionMsg) { receive (decisionMsg) { 56
decide(decisionMsg.decision); 44 decide(decisionMsg.decision);
send (decisionMsg) to backup; send (AckMsg) to parentBackup;
I I 59
Listing 1.3. Primary participant Listing 1.4. Backup participant

backup. If the vote is YES, pp adds its unacknowledged log records for the transaction
to the vote message and forwards it to the backup.

When a YES-vote is received by a bp (Listing [[L4), the log records from the pp
are removed from the Vot eMsg and applied to the local log. The local vote is then
collected and forwarded to the backup of the parent. If the local vote or the received
one is NO, the decision is ABORT and a Vot eMs g containing a No-vote is forwarded
to bc.

Listing shows the algorithm for bc. Upon receiving a Vot eMs g, it checks if the
message contains a list of participants. If so, it checks whether or not it has received
a Vot eMsg from all of them. If a list is not included, it knows that there are more
messages coming. Either way, it waits until all participants’ votes have been collected
(line 20), and then makes a decision: ABORT if any NO-votes have arrived or itself votes
No, otherwise COMMIT. Any unacknowledged log records sent from pc are appended
to the local log and a decision message, DMB g, is then sent to pc.

When the pc receives a DVs g, it decides the same and then forwards the decision to
the client and the participants. If the decision is COMMIT it waits to receive a confirma-
tion from bc saying that all participants have committed before the transaction can be
removed from TT.



256 H. Kolltveit and S.-O. Hvasshovd

atomic_commitment: 59
receive(voteMsg); atomic_commitment:
if (receivedVote == NO || myVote == NO){ receive (voteMsg) from all subpartipants; 74
decide(ABORT); 62 if (receivedVotes == NO || myVote == NO) {
vMsg = new VoteMsg(txn,NO); decide(ABORT);
send (vMsg) to participants; vMsg = new VoteMsg(txn,NO); 77
}else{ 65 send (vMsg) to parentBackup;
txnLog = getLog(txn); }else{
voteMsg = new VoteMsg(txn,vote); vMsg = new VoteMsg(txn,YES); 80
send (voteMsg) to participants; 68 send (vMsg) to parentBackup;
receive(decisionMsg) { receive (decisionMsg) {
decide(decisionMsg.decision); decide(decisionMsg.decision); 83
send (decisionMsg) to participants; 71 send (DecisionMsg) to parentBackup;
+} I
Listing 1.5. Primary subordinate Listing 1.6. Backup subordinate

After voting, the participants waits for a decision. When received, the decision is
made, and the message is sent from the pp to the bp to the bc. Note that since the pc and
the bc are assumed not to fail at the same time, a termination protocol is not needed for
the participants, because the coordinator ensures the liveness of the transaction.

Subordinate Processes. The previous subsection is necessary to make an atomic com-
mitment, but internal nodes in the commit tree can also exist. These nodes are called
subordinates[16] and are characterized by acting as a coordinator for some participants,
while being a participant itself for the coordinator or other subordinate.

The protocol for a primary subordinate, ps, is given in Listing[1.3l When a Vot eMs g
is received, it decides ABORT if the received or its own vote is NO. Otherwise, the unac-
knowledged log records are appended to at least one of the outgoing Vot eMsgs along
with a list of the participants. Either way, the address of the current psand bsis sent to
the participants along with the vote and the information received in the Vot eNVsg.

A backup subordinate, bs, (Listing[[.6)) waits, as the bc, until a Vot eMs (g is received
from all its participants and then makes a decision based on the received vote and, if
all votes are YES, the result of applying the log records received from the primary. The
information from the parent primary is added to the Vot eMsg, and it is sent to the
parent backup.

In the same way as the participants, the subordinates waits for a decision after voting.
When received, the decision is made, and the message is sent from the psto a pp or another
ps. The bsreceives the decision from one or more bps or bss, and forwards it to the bc.
For the same reasons as for the participants, a termination protocol is not needed here.

5.2 Correctness

This section proves the correctness of the C2PC protocol by proving each of the prop-
erties given in Section H] in this order: NB-AC2, NB-AC3, NB-AC4, NB-AC1 and
NB-ACS5.

Lemma 1. NB-AC2: A process cannot reverseits decision after it has reached one.
Proof. The algorithms for each of the processes use if-else statements to avoid deciding
more than once per process.

Lemma 2. NB-AC3: The CoMMIT decision can only be reached if all processes voted
YES.
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Proof. All processes can decide COMMIT during the second phase of the protocol.
However, they can only decide COMMIT if they receive a message with a COMMIT
decision. The only process that can decide COMMIT during the first phase is bc (line
25). This happens only if it has received YES-votes from all the participating processes
including itself.

Lemma 3. NB-AC4: If no process failed and no process voted No, then the decision
will beto CoMMIT.

Proof. If no process failed, and no process voted NO, then since the communication
system is reliable, bc receives YES from all participants and subordinates. Thus, COM-
MIT is reached (line 25).

Lemma 4. NB-AC1: All processes that decide reach the same decision.

Proof. A process can only decide ABORT during the second phase, if a process decided
ABORT during the first phase. Similarly, a process can only decide COMMIT during the
second phase, if bc decided COMMIT during the first phase. As proved in Lemma 2,
COMMIT can be decided (line 25) only if all processes voted YES. A process can only
decide ABORT during the first phase if it votes NO. A process cannot both vote YES
and NoO, so two processes cannot decide differently.

Lemma5. NB-AC5: Every correct process eventually decides.

Proof. To enable a process to decide in the presence of failures, all failure scenarios as
well as the scenario with no failures must be handled. These scenarios can occur:

1: Pc fails before sending the vote to all participants.

2: Pc fails after initiating the voting, but before sending the decision to all partici-
pants.

3: Pc fails after sending the decision to all participants, but before receiving an

AckMsg from bc.

Bc fails before sending the decision to pc.

Bc fails after sending the decision to pc, but before sending AckMsg to pc.

A ps, bs, pp or bp fails before sending the vote.

A ps, bs, pp or bp fails after sending the vote, but before sending the decision.

No node fails.

AN A s

Scenario (1): None has voted, each of the participants can independently abort the
transaction after a timeout has expired without causing inconsistencies in the system.

Scenario (2): When bc does not receive a decision from any of the participants and
pc fails, bc can complete the transaction with the decided outcome.

Scenario (3): The AckMsg is sent to pc to allow it to purge the transaction entry
from its TT. However, this is not needed if pc fails, because it will have to update its TT
as part of the recovery process.

Scenarios (4) and (6): If pc does not receive a decision within a given time limit it
can send a message to bc and tell it about the timeout, then bc can decide Abort. If bc
has failed, pc can safely abort the transaction.

Scenario (5): The transaction is completed, but if the decision is COMMIT the trans-
action entry will not be deleted from the TT of pc until an Ack Ms g is received.However,
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Fig. 2. Examples of C1PC execution

pc resends the decision (line 17) with updated backup information until it receives con-
firmation that all participants have decided.

Scenario (7): When a process fails during the second phase, the decision must be
sent via the backup on its way down the commit tree or via the primary on its way up
the tree. Pc resends the decision (line 17) until it receives an acknowledgement, and the
failed processes are bypassed.

Scenario (8): This is proven similarly to Lemma 3. Since no process failed and the
communication system is reliable, bc receives votes from all participants and subordi-
nates. Thus, it decides either COMMIT in line 25 or ABORT in line 22. By the same
argument each participant and subordinate eventually decides.

All scenarios are handled, thus, all correct processes eventually decides.

Theorem 1. C2PC isa valid non-blocking atomic commitment protocol.
Proof. Since C2PC satisfies properties NB-AC1 - NB-ACS5 it solves NB-AC. |

53 CI1PC

Circular One-Phase Commit protocol, C1PC, is a circular version of 1PC and can be
designed as shown in Figure 2| The main differences between C1PC and C2PC are:
During the first phase (1) pc piggybacks Vot eMs g on the last request and (2) bp replies
to psor pc (instead of bs or bc) because there might be results that are needed. During
the second phase, (3) pc makes the decision to commit, and (4) bc replies to the client
and sends the DM5 g to the participants.

6 Evaluation

This section compares the performance of non-fault tolerant, replicated 2PC, replicated
1PC, C2PC and C1PC. We assume the normal operational mode where no participat-
ing processes fails and all participants vote YES. The purpose is to evaluate the costs
associated with the various protocols.

The table in Figure[Blshows formulas for the added number of messages in the critical
path and the total overhead to complete a transaction compared to the non-fault tolerant
case. The critical path is the delay until the transaction coordinator can give an early
answer to the client. Parallel and linear execution corresponds to a commit-tree of height
1 and N — 1 respectively.
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Protocol Delay | Total 25 2PC, inear

Non-fault tolerant 0 0 2017 Goeinear

Replicated 2PC, parallel| 6 |SN + 5 EES

Replicated 2PC, linear [4N + 4|8N + 5 °

Replicated 1PC, parallel| 4 |6N +5

Replicated 1PC, linear |2V + 2|6 N 45

C2PC, parallel 4 8N +1 00— izg

C2PC, linear 2N + 14N +5 B 0T e e T -]
C2PC, hybrid 4 [6N+1 £ — - i
CIPC, parallel 2 |[4N+3 Sl T
CIPC, linear N+1|3N 14 N | |
C1PC, hybrid 2 3N +4 1 2 N 3 4

Fig.3. Added delay until early answer to client and total overhead for various ACPs. N = #
servers invoked by transaction excluding the coordinator, N > 1

The non-fault tolerant case is non-replicated and has zero delay and overhead to
complete the request. It does not tolerate any failures and there is no coordination of the
outcome.

For the transactional cases, the parallel versionsof C2PC and CIPC have the
shortest delay and the linear versions have the least overhead. This observation
leads to the hybrid versions of C2PC and C1PC, where the voting phase is executed
in parallel and the decision phase in linear. This minimize both the delay and the
overhead.

The graphs in Figure[3ldepicts the delay and overhead of selected protocols. The pro-
tocols with constant delay are not shown in the delay graph and in the overhead graph
the linear and parallel circular protocols are not showed to avoid cluttering.

The delay of parallel and hybrid C2PC is equal to and two-thirds of the delay of
1PC and 2PC, respectively. C1PC halves the delay and almost halves the overhead
compared to 1PC, but also inherits its restrictions and assumptions [22]]. The overhead
of the parallel and hybrid versions of C1PC is almost half of that of 1PC, and hybrid
C2PC has less overhead than 1PC.

7 Conclusion

This paper has presented an atomic commitment protocol, Circular Two-Phase Commit
(C2PC). It is an single fault-tolerant optimization of 2PC for replicated main-memory
primary-backup systems. C2PC does not require any changes to the standard 2PC in-
terface, and can be implemented in an asynchronous system with an unreliable failure
detector. The protocol is unique in the sense that it does not log to disk and ensures
liveness for both data, processing and transaction commitment.

For further work the protocol should be implemented and performance measures
should be made to verify the analysis and evaluation in Section
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Abstract. On-time data management is becoming a key difficulty faced by the
information infrastructure of most organizations. In fact, database applications
for critica areas are increasingly giving more importance to the timely
execution of transactions. Database applications with timeliness requirements
have to deal with the possible occurrence of timing failures, when the
operations specified in the transaction do not complete within the expected
deadlines. In spite of the importance of timeliness requirements in database
applications, typica commercial DBMS do not assure any temporal properties,
not even the detection of the cases when the transaction takes longer than the
expected/desired time. This paper discusses the problem of timing failure
detection in database applications and proposes a transaction programming
approach to help developers in programming database applications with time
constraints. The paper illustrates the proposed programming model with a
practicall example using the Oracle 10g DBMS running a performance
benchmark for real-time database applications.

Keywords: Databases, transaction processing, performance, timely
transactions.

1 Introduction

Developing database applications with timeliness requirements is a very difficult
problem as current database technology does not provide easy programming support
that help engineers and programmers in dealing with timing issues. Thisis true for all
the programming layers of a typical database application: the database management
system (DBMS), the middle layer software (e.g., web-server, application-server, etc),
and the client application. Nevertheless, real database applications very often have to
cope with the possible occurrence of timing failures, when the operations specified in
a transaction do not complete within the expected deadlines. Without adequate
support to help designers and programmers to solve timing requirements, the
development of these applicationsis a very complex task.

The notion of time is completely absent from the classical DBMS transactional
model, which is based on the ACID properties (Atomicity, Consistency, Isolation, and
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Durability) [1]. [2] proposes that research should be conducted in order to add
timeliness properties to the typical ACID properties, which would provide to the
application layer timely ACID properties or, in short, TACID. In this paper, which
represents the first step towards TACID transactions, we discuss the problem of
timing failure detection in database applications and propose a transaction
programming approach to help developers in programming database applications with
time constraints. According to the timing requirements we classify applications in
different classes, namely: traditional (no temporal requirements), fail-safe, time-
elastic, and fail-operational. To implement these classes we propose the following
types of transactions, which support different temporal requirements: transactions
with no tempora requirements (typical ACID transactions), transactions with strict
temporal reguirements, and transactions with relaxed temporal requirements.

This paper proposes a new approach for transaction programming, which alows
concurrent detection of timing failures during execution, including for distributed
transactions. Timing failure detection can be performed at the database clients
interface, in the database server, or in a distributed manner. An application
programming interface (API) that implements this new transaction programming
approach is provided. It can be used by database programmers to easily implement
applications with timeliness requirements. All source code, including an example of
utilization, is available at [http://gbd.dei.uc.pt/downloads.php] for public use.

The structure of the paper is as follows. The following section discusses the
problem of timing failure detection and proposes a classification for database
transactions and applications. Section 3 proposes a new transactions programming
approach and presents the application programming interface developed. Section 4
presents the experimental evaluation and Section 5 concludes the paper.

2 Timeliness Requirementsin Database Applications

In many sSituations timeliness is as important as correctness and atomicity. For
instance, in a database application designed to manage information about a critical
activity, e.g., air traffic control, a transaction that reads and stores the current reading
from a positioning radar must be executed in a short time (i.e., the longer it takes to
execute the transaction the less useful the reading is). In other words, in many
applications, a transaction that does not complete before a specified deadline becomes
useless and this situation must be reported to the application/business layer in order to
be handled in an adequate manner. But worse than becoming useless, the delayed
execution of a transaction can compromise safety properties of a system. In such
cases, the detection of a violated deadline would allow the execution of fall-back or
recovery actions, isolating and avoiding the propagation of the failure to other
components and, consequently, the occurrence of more severe failures,

Real-time databases have emerged some years ago. However, these databases have
been designed and implemented for very specific applications [3], [4]. To support
real-time applications, real-time databases relax the ACID requirements to allow
better support for temporal consistency while maintaining support for data
consistency [5], [6]. Semantic information is used to determine to what degree the
ACID properties must be enforced.
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In real-time DBMS the ACID properties are normally applied only to parts of the
transaction. Nevertheless, important features such as timing failure detection or, more
generically, timing fault-tolerance, have been completely neglected, which also
restricts the application areas for such DBMS. The problem is even worse if we
consider the possibility of deploying distributed DBMS over wide-area or open
environments. Such environments exhibit poor baseline synchrony and reliability
properties, thus making it more difficult to deal with timeliness reguirements.
Obviously, this uncertainty and lack of timeliness will directly affect the execution of
transactions, which, as an immediate effect, will be delayed. However, more severe
effects may also be observed on the account of timing failures.

The environments we consider in this paper can be characterized, essentially, as
environments of partial synchrony. In fact, their basic synchrony properties are only
cluttered from time to time, or by specific parts of the structure. Severa partia
synchrony models have been proposed, with different solutions to address application
timeliness requirements. The idea of using failure detectors that encapsulate the
synchrony properties of the system was first proposed in [7]. The work in [8]
introduces the notion of Global Stabilization Time (GST), which limits the
uncertainty of the environment. The Timed model, proposed in [9], alows the
construction of fail-aware services, which always behave timely or else provide
awareness of their failure.

Our proposal is to bring timing failure detection to the typical ACID transactions
implemented by most commercial DBMS, putting together classic database
transactions management and distributed timely computing. The goal is to extend the
typical transaction programming approach in order to support transactions with ACID
properties together with timing failure detection.

In order to add timing failure detection to the typical ACID transactions, we
propose that the basic toolset to be offered to database application programmers
should include the following classes of transactions:

— Transactions with no temporal requirements. Typical ACID transactions
implemented by classic database management systems. The database clients do not
expect any timeliness guarantees, not even the detection of timing failures.

— Transactions with strict temporal requirements. For this class, the database
clients can specify a time frame in which the transaction has to be concluded to
succeed. In this class, the system must at least provide timing failure detection, even
in distributed transactional environments. The transaction is rolled back if the last
command in the transaction is not executed before the specified deadline and the
client application is notified in order to cope with the occurrence of the timing failure.
— Transactions with relaxed temporal requirements: In this class, the transactions
are aways executed independently of the specified time frame. However, if the dead-
line is reached before the transaction commits, the client application is nevertheless
informed. This alows the application to execute any task related to the occurrence of
the timing failure (e.g., notify the DBA) and continue the execution of the transaction.

Rea database applications very often have to deal with different timing
requirements, whose execution must be supported by one or more of the classes of
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transactions proposed before. The following points present our classification for
database applications concerning timing constraints, and give some examples of
applications from real scenarios:

— Traditional applications class: Typical applications with no temporal requirements.
— Fail-safe class: Applications that can switch to a fail-safe state when there is a
timing failure. When a transaction is submitted the application waits for the
transaction response or a notification that a timing failure has occurred. The
application must be informed about a timing failure occurrence as soon as the
deadline specified for the transaction is exceeded. In this case the application executes
some conforming actions and enters a fail-safe state. These database applications can
be implemented based on transactions with strict temporal requirements. Typical
examples include manufacturing industrial processes (electronic industry, automotive
manufacturing industry, etc) where it is possible to stop the manufacturing chain in
case of delay in the database transaction execution (that fail-safe state is in general
necessary because of mechanical issues of manufacturing processes).

— Time-elagtic class: Applications able to adapt timing constraints during execution.
In this case, the collection of information about timing failures and the temporal
execution of transactions can be used to feed a monitoring component or to tune
specific application parameters in order to adapt its behavior to the actual load
conditions of the system. The application may decrease the transaction submission
rate, increase the transactions deadline if possible, or postpone the execution of
transactionsto alatter time. In environments with replicated databases, the application
can also perform load balancing based on timing failure detection. These applications
can be implemented based on transactions with strict temporal requirements or based
on transactions with relaxed temporal requirements. Examples of this class include
databases that control mobile communication systems, where connection
establishment can tolerate some delays (or may be refused) and billing transactions
can be postponed, or continuous manufacturing processes such as chemical processes.
— Fail-operational class: Applications that continue executing transactions without
adapting timing constraints during execution, regardiess of the timing failures
detected. The client application should be notified about the occurrence of the timing
failure but the execution of the transaction does not stop. Timing failure detection is
used by the application to perform specific actions (e.g., notify the database
administrator) when the execution of transactions exceed the deadline. These
applications can be implemented based on transactions with strict tempora
requirements or transactions with relaxed temporal reguirements. Examples of this
classinclude pay-per-view television applications and video streaming.

3 New Transactions Programming Approach

Transactions in typical database application are executed by submitting one command
at atime or using batches of commands. After submitting a command (or a batch of
commands) the client application waits for the corresponding response. The database
server can be a single machine or a distributed set of replicated servers. An important
aspect is that neither the client layer nor the database server are concerned about the
detection of timing failures.
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In order to provide transactions with temporal requirements we need a new
approach for transaction programming. Our proposal is to modify the typical database
environment in order to include timing failure detection capabilities. Three
possibilities can be considered: detection in the client layer, detection in the database
server, and distributed detection. To measure the duration of both local and
distributed actions we have adopted the Timely Computing Base (TCB) model [10],
which is based on an improved round-trip technique that guarantees not only
bounded, but also aimost stable measurement errors. Informally speaking, the TCB
Distributed Duration Measurement service can be used for monitoring the duration of
local or distributed actions. It is the responsibility of the application to indicate the
beginning and the end of the action. Local actions are measured in the same site, and
in the case of distributed actions the measurement is made in a distributed way, using
different TCB instances.

3.1 Timing Failure Detection in the Client Database I nterface L ayer

In atypical database environment the client application communicates with the server
through an interface layer (e.g., Oracle Call Interface). This layer is specific for each
DBMS and is responsible for managing all the communication with the database
server. The detection of timing failures in the client requires the modification of this
layer. As changing the database interface layer itself is difficult (this is normaly a
piece of proprietary software) our proposal is to add a wrapping layer through which
al the communications between the client application and the database interface layer
must go by. We call this layer Transactions Timing Failure Detection (TTFD) layer.
Figure 1 shows the architecture we propose for timing failure detection in the client
interface layer. In order to implement timing failure detection capabilities, we propose
the use of two connections between the client application and the TTFD layer: one to
submit commands and receive results and the other to control timing definitions (e.g.,
the deadline and the type of the transaction) and receive timing failure notifications.
These notifications are sent in the form of exceptions that must be handled by the
client application. Note that, the TTFD layer can be used to abstract any particular
implementation of a timing failure detection service. Therefore, it is possible to
generate timing failure notifications at this layer, independently of the specific
notification mechanism provided by the specific TTFD service implementation.

DB Client

Client Application

Control/Failure
SQL/Results

TTFD

-

Database Interface Layer

Results

Fig. 1. Environment for timing failure detection in the database interface layer

When the client application begins a time critical transaction (i.e., submits the first
SQL command in the transaction) and provides the class of the transaction (strict
temporal requirements or relaxed temporal requirements) and the deadline for the



Towards Timely ACID Transactionsin DBMS 267

execution, the TTFD layer starts counting the elapsed time. The Duration
Measurement service of the TCB is used for time measurement. The time critical
transaction ends when the application executes a commit or rollback. If the deadlineis
violated before the end of the execution of the transaction an exception is generated
and thrown to the client. If the transaction has strict tempora requirements it is
automatically rolled back, otherwise, the transaction execution continues normally.

From the client point-of-view, the measured execution times includes the delays
due to client-server network communication. This means that some false positives
may occur due to the extra time that it takes for the response to travel from the server
to the client. Timing failure detection in the database interface layer should be used in
scenarios where it is important to take in consideration the time the client application
waits for the response to the last command in the transaction (e.g., when the client
application is able to perform load balancing at the network level). However, other
solution is needed in scenarios where timeliness requirements apply to timed
executions that terminate on the server side.

3.2 Timing Failure Detection in the Database Server

The second approach we propose consists on detecting timing failures at database
server side. In this case the transactions execution time is measured from the server
point-of-view. To provide the detection of timing failures in the database server we
need to modify the DBMS implementation or to use a DBMS proxy that intercepts all
the messages arriving to and leaving from the database server (see Figure 2). The
database proxy also implements timing failure detection and the TCB is used to
measure time. In the client side we aso need the layer through which all the
communications between the client application and the database interface layer must
go by (TTFD layer). In this architecture this layer does not deal with timing failure
detection. It receives timing definitions from the client application and forwards them
to the database proxy. When the proxy detects a timing failure it notifies the TTFD
layer, which raises the corresponding exception to the client application.

An important aspect isthat all the communication between the TTFD layer and the
DBMS proxy is performed using a communication channel different from the one
used to send the SQL commands and results. The timing definitions and timing failure
notifications are sent using this channel. Figure 2 presents the environment that we
propose for timing failure detection in the database server. As mentioned before, the
database server can be a single machine or a set of replicated servers.

DB Client DB Server

Client Application

R Timing definitions
SQL/Results

TTFD

Failures

SQL

Network

Axoid SNgA

Database Interface Layer

Fig. 2. Environment for timing failure detection in the database server
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When the client application begins a time critical transaction (i.e., submits the first
SQL command) and provides the class of the transaction and the deadline for the
execution, the DBMS proxy starts counting the elapsed time using the TCB. If the
deadline is exceeded before the end of the execution of the transaction an exception is
sent to the client application through the TTFD layer. Transactions with strict
temporal requirements are automatically rolled back. On the other hand, for
transactions with relaxed tempora requirements the execution continues normally.
Note that, rolling back the transaction is not influenced by any timing constraints as
the state of the database only changesiif the transaction commits.

Timing failure detection from the server point-of-view does not consider the
amount of time that goes from the moment when the client submits the first command
and the moment the server receives that command. This means that the transaction
execution time is counted only after the first command is received by the DBMS
proxy. Thus, if the communication between the client and the server is dow, there are
some cases where a timing failure is not detected because the client/server
communication time is not considered. Timing failure detection in the database server
is useful in scenarios where the network delays should not be taken into account or
are always so small that, from the client application point-of-view, have no impact in
the transaction execution. It may also be useful if one decides to enrich the database
server with real-time modules that are autonomously and immediately executed by the
TCB upon failure detection.

3.3 Distributed Detection of Timing Failures

A transaction starts when the client application submits the first command and ends
immediately after the server finishes the execution of the last command (and not when
the client application receives the response). Thus, some database applications may
require the execution time to be counted from the moment when the client submits the
first command and the moment when the execution of last command ends at the
server side. In this case the two solutions proposed before cannot be applied. It is
necessary to use a form of timing failure detection based on distributed duration
measurements. We will simply call it distributed timing failure detection.

An obvious problem raised by this approach is the distributed measurement of
time. Asit iswell known, it is quite difficult to have synchronized clocks in different
machines. To solve this problem we have decided to use the Duration Measurement
service of the TCB model [10]. This service obvioudy requires local clocks of TCB
modules to be read, and timestamps to be used and disseminated among relevant
nodes of the system. Unlike the measurement of local actions, measuring distributed
durations is quite more difficult because simply reading the clocks to get two
timestamps is not sufficient. The distributed duration measurement service of the
TCB is based on an improved round-trip technique [10] that guarantees not only
bounded, but also almost stable measurement errors.

As shown in Figure 3, to provide distributed detection of timing failures we need to
modify the DBMS implementation or to use a DBMS proxy and to include an
additional layer in the database client that handles all the communications between
the client application and the database interface layer (TTFD layer). This layer does
not detect timing failures. It receives timing definitions from the client application and
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instructs the TCB to start measuring the time. Timing definitions are sent to the
DBMS proxy that detects timing failures using the distributed duration measurement
capabilities of the TCB. When a timing failure is detected the DBMS proxy notifies
the TTFD layer, which raises the corresponding exception to the client application.

Asin the solutions proposed before, two connections are needed between the client
application and the TTFD layer and the communication between the TTFD layer and
the DBMS proxy also uses a communication channel different from the one used to
send the SQL commands and receive the responses.

DB Client DB Server
1 {. - - .-
Client Application o e . —
Control/Fail E
ontrol/Failure . N
ISQUR S I . Timing definitions )
— TTFD — Nefwark B DBMS
Failures o
Database Interface Layer SQL 1=

— Network

Results

.- Dedicated Connection

Fig. 3. Environment for distributed timing failure detection

3.4 Transactions Programming Interface

In order to alow database programmers to easily implement applications with
timeliness requirements we have developed an application programming interface
(API) that implements the new transaction programming approach proposed in this
paper. In this work we have implemented this interface for JAVA and we are now
starting to implement it for other languages (C++ and Delphi). An important aspect is
that this API is as close as possible to the ones normally used by the programmers
when implementing typical database applications. In fact, we tried to implement
classes and methods similar to the ones typically used by programmersin terms of the
names, parameters, and form of use (see example in section 4). Table 1 presents the
most important methods provided.

4 Practical Example of Implementation

The example presented in this section has resulted from the study meant to
demonstrate and evaluate the usefulness of the transactions programming approach
proposed. As we are particularly interested in the aspects related to transaction
execution time, we have decided to use a performance benchmark for real-time
database systems for telecommunications [11]. This benchmark represents a
telecommunications operator that includes several service providers, each one having
its own database in a distributed environment.

The benchmark has been implemented using both the standard Java Database
Connectivity (JDBC) API and the API proposed in this paper (considering both strict
tempora requirements and relaxed tempora requirements). The first goa is to
evaluate the effort needed to migrate from the traditional approach to the approach
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Table 1. API provided for JAVA programmers. All source code, including an example of
utilization, is available at [http://gbd.dei.uc.pt/downloads.php] for public use.

TACID Method

JDBC Method

Short Description

TACIDConnection
getConnection(String URL, int
approach)

Connection
getConnection(String
url)

Establishes a new TACID connection to the database. ur/
represents the name of the database. approach is the ti-
ming failure detection level (client, server, or distributed)

void close() throws SQLException

void close() throws

Closes the database connection

SQLException,
TACIDTimeoutException

int timeout, String sql)
throws SQLException

SQLException
void commit() throws SQLException, |void commit() throws Commits the transaction. Throws an timeout exception if
TACIDTimeoutException SQLException a timing failure has occurred meanwhile
void rollback 0 throws void rollback() throws  [Rollbacks the transaction. Throws an timeout exception
SQLException, SQLException if a timing failure has occurred meanwhile
TACIDTimeoutException P s
Ko syt e, [RsaSe ey e it om0 o
int timeout, String sql) throws startTimeQuery(int type, 0P

is the type of the transaction (strict or relaxed requirem-
ents). fimeout represents the deadline for the transaction
Returns the result of the command in a result set

int startTimeUpdate(int type, int
timeout, String sql) throws
SQLException,

int executeUpdate(String
sql) throws

Starts a new time critical transaction. SQL represents the
first command (insert, update or delete command) in the

throws SQLException,
TACIDTimeoutException

int timeout, String sql)
throws SQLException

TACIDTimeoutException SQLException transaction
. ResultSet
ResultSet executeQuery(String sqi) startTimeQuery(int type, |Executes a query. The time critical transaction has

already been started by another command

int executeUpdate(String sql) throws
SQLException,
TACIDTimeoutException

int executeUpdate(String
sql) throws
SQLException

Executes an insert, update, or delete command. The time
critical transaction has already been started by another
command

ResultSet getResultSet()

Returns the result of the last query executed

int getResultUpdate()

Get the result of the last insert, update, or delete executed

long getExecTime()

Returns the execution time for the last transaction

proposed in this paper. Table 2 presents a simple example of the use of timing failure
detection in the benchmark.

As we can see, the TACID implementation is very similar (in both structure and
commands) to the typical implementation, which facilitates the database programmers
work. During the benchmark implementation we have observed a similar
implementation time for both approaches. In fact, an experienced programmer tokes
around two days for each implementation. Obviously this implementation time
depends strongly on the programmer’ s experience.

In order to evaluate the efficiency of the time failure detection approaches, we have
performed several experiments. The basic experimental platform consists of three
machines. Two machines are used as database servers and one as database client. The
machines are connected using two dedicated fast-Ethernet networks. One is used for
the SQL/results communication and the other is used by the TCB. Six service
providers are considered, by implementing three databases in each database server.

The Oracle™ DBMS is one of the leading databases in the market and as one of
the most complete and complex database it represents very well all the sophisticated
relational DBMS available today. For that reason we have chosen Oracle 10g [12],
which has been tuned based on the results from a previous work on the evaluation of
the Oracle performance and recoverability [13].
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The performance benchmark used has been implemented using the traditional
approach (no timing failure detection) and considering timing failure at the three
layers (clients interface, database server, and distributed). Both transactions with
strict temporal requirements and transactions with relaxed temporal requirements
have been implemented. The performance benchmark was executed five times for
each configuration (atotal of 35 runs) with a duration of 10 minutes for each run.

Table 2. TACID implementation vs typical implementation: excerpt from the update subscriber
transaction. The TACID implementation uses transactions with strict temporal requirements.

TACID Implementation Typical Implementation
// Establish the connection // Establish the connection
Class.forName (driverName) ; Class.forName (driverName) ;
con = TACIDDriverManager.getConnection con = DriverManager.getConnection (db);
(db, distributedDetection) ; Statement con = con.createStatement();
try { try {
// First command (timeout 100ms) // First command
sgl="select addr from profile where sql="select addr from profile where
sid="+sid; sid="+sid;

rs=con.startTimeQuery (strictTempReq, 100, sql) ; [rs=con.executeQuery (sql) ;

sgl="update profile set addr=’'Coimbra’ sgl="update profile set addr=’Coimbra’

where sid="+sid; where sid="+sid;
recCount = con.executeUpdate (sql) ; recCount = con.executeUpdate (sql);
con.commit () ; con.commit () ;

} }
catch (TACIDTimeoutException e) { ... }

Results have shown that timing failure detection does not introduce any overhead in
transactions execution. For example, for the baseline configuration we have observed
an average of 3769.9 transactions per minute (with a standard deviation of 23.17
transactions), while for timing failure detection at the client interface layer we have
observed an average of 3784.5 transactions per minute (with a standard deviation of
38.96 transactions). The small deviations in the measures in successive runs are
normal and just reflect the asynchronous nature of transactions. For the other layers
(server and distributed) similar results have been observed.

Concerning execution time, the average using the baseline configuration was of
46.62 milliseconds (with a standard deviation of 0.25 milliseconds), while the average
with timing failure detection at the client interface layer is around 41.58 milliseconds
(with a standard deviation of 0.35 ms). This shows that the execution time when using
time failure detection at the client interface layer is lower than the one observed for
traditional transactions. This is due to the fact that when a transaction exceeds the
deadline it is immediately rolled back and the client application continues the
execution to the next transaction. Similar results were observed for the other layers.

Figure 4 presents an example of the execution profile for one of the transactions
(roaming user) during one run of the benchmark using timing failure detection at the
client interface layer and strict temporal requirements (similar profiles were observed
for the other layers of timing failures detection). As we can see some transactions
exceed the deadline, however in all the cases the timing failure was detected and the
client application notified. These transactions are automatically rolled back. As show
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in the figure, the transactions that exceed the deadline are detected alittle bit after the
deadline. This is due to the small latency of the detection mechanism (less than 20
milliseconds). Note that, database applications are characterized by long execution
times (in some cases severa seconds), thus alatency of 20 msis quite acceptable.
Another important aspect is that, by the analyses of the results shown in Figure 4
we can see that even in sophisticated DBMS like Oracle 10g it is quite difficult to
predict the execution time of the transactions. In fact, athough most of the
transactions are executed before the deadline some of them exceeded that deadline.
This is due to many reasons such as the cache behavior, checkpointing, logging, etc.
This demonstrates the importance of timing failure detection in database applications.

ms Roaming User
600

500

400 |

300

200

100

Fig. 4. Execution profile using timing failure detection. The horizontal line represents the
deadline (500 ms) and each vertical bar represents the execution time of a single transaction.
The vertical bars that cross the horizontal line represent transactions that exceeded the deadline.

To further understand the behavior of the timing failure detection mechanism we have
executed the benchmark in the presence of an additional load that stresses the network
and the server machines. This way, we have executed the real-time performance
benchmark and, in random moments, we have executed the additional workload
during a random amount of time. The additional workload has been adopted from the
TPC-C performance benchmark [14] (this workload has been chosen due to practical
reasons and any other workload could have been selected). The average number of
transactions executed per minute decreased about 40%) and the average transactions
execution time increased around 30%. The latency remained the same.

ms Roaming User

Fig. 5. Execution profile using timing failure in the presence of an additional database load



Towards Timely ACID Transactionsin DBMS 273

Figure 5 presents the execution profile for the roaming user transaction during one
execution of the benchmark in the presence of the additional load. Note that, there are
now many more transactions whose execution times exceed the deadline or gets
closer to it. Nevertheless, al the timing failures were detected.

5 Conclusion

This paper discussed the problem of timing failure detection in database applications
and proposes a transaction programming approach to help developers in programming
database applications with time constraints. Three classes of transactions are
considered concerning temporal requirements. transactions with no temporal
requirements (typical ACID transactions), transactions with strict temporal
requirements, and transactions with relaxed temporal requirements. The approach
proposed implements these classes of transactions by allowing concurrent detection of
timing failures during transaction execution. Timing failure detection can be
performed at the database clients' interface, in the database server, or in a distributed
manner. The paper illustrates the proposed programming models in a practical
example using the Oracle 10g DBMS. A performance benchmark for real-time
database applications is used to validate the approach and to show the advantage of
timing failure detection.

From the results presented in this paper it is clear that it is useful to consider a new
transaction programming approach aimed at supporting timing specifications for the
execution of transactions. On the other hand, the work done so far was instrumental to
uncover some of the problems that must be addressed to solve the tempora issues
related to timing failure detection is DBMS settings. We intend to pursue this work
and redesign or complement the mechanisms provided by the TCB for timing failure
detection, so they become better suited to support the several classes of timed
transactions that we identified as the fundamental ones.
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Abstract. Warehousing heterogeneous, dynamic biological data is a key tech-
nique for biological data integration as it greatly improves performance. However,
it requires complex maintenance procedures to update the warehouse in light of
the changes to the sources. Consequently, a key issue to address is how to detect
changes to the underlying biological data sources. In this paper, we present an
algorithm called BIODIFF for detecting exact changes to biological annotations.
In our approach we transform heterogeneous biological data to XML format and
then detect changes between two versions of XML representation of biological
data. Our algorithm extends X-Diff, a published XML change detection algo-
rithm. X-Diff, being designed for any type of XML data, does not exploit the
semantics of biological data to reduce the data set of bipartite mapping. We have
implemented BIODIFF in Java. We have conducted an extensive performance
study using data from EMBL, GenBank, SwissProt and PDB. Our experimental
results show that BIODIFF runs 1.5 to 6 times faster than X-Diff.

1 Introduction

Technological advances in high throughput screening coupled with the genomic revo-
lution resulted in a large amount of life sciences data that are often stored in geograph-
ically distributed databases. Some of the key features of these databases are as follows
[6]. (1) Many data sources are typically centered on one primary class of objects, such
as genes, proteins, or DNA sequences. (2) The primary objects are furthered described
by a set of nested fields, called annotations. Many of the annotations are text fields, such
as description, functional annotation, source of biomaterial etc. (3) Databases heavily
cross-reference each other. (4) Databases overlap in the objects they represent, stor-
ing sometimes redundant and sometimes conflicting data. As valuable information is
scattered around over literally hundreds of these databases, a data integration system
that can handle heterogeneous, complex, and geographically dispersed biological data
sources is a key area of research in bioinformatics|[]].

Biological data integration approaches can be broadly categorized into three types.
The first approach provides a uniform Web interface to various databases and analysis
tools[12]. These systems usually use CGI scripts or Java servlets to execute queries
against databases, to call analysis programs, or to search file-based data repositories.
The second approach focuses on formulating complex declarative queries that span

R. Kotagiri et al. (Eds.): DASFAA 2007, LNCS 4443, pp. 275-287] 2007.
(© Springer-Verlag Berlin Heidelberg 2007
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(a) EMBL interface. (b) Change detection.

Fig. 1. Change detection in EMBL

multiple heterogenous databases[3]]. These two approaches have several disadvantages.
First, efficiency of the application may be choked by the slowest external data source or
by communication latency in the execution of queries and programs. Second, we may
not be able to run our applications at a time we wish because a needed external source
is unavailable. Third, there is always the risk of unintended “denial of service” attacks
on the original sources. Finally, as many biological sources have large number of errors,
there is always the risk of running remote applications that are sensitive to certain errors
that cannot be detected nor corrected on-the-fly.

The third approach addresses the above limitations by taking a warehousing ap-
proach [1137]. The first step in this approach is to develop a unified data model that
can accommodate all the information that is contained in the various source databases.
The next step is to develop a mechanism that will fetch the data from the source data-
bases, transform them to match the unified data model and then load them into the
warehouse. The warehouse then can be used for answering any of the questions that
the source databases can handle, as well as those that require integrated knowledge that
the individual sources do not have.

The warehouse approach greatly improves performance [3]. However, as biological
data is highly dynamic, it requires complex maintenance procedures to update the ware-
house in light of the changes to the sources. This raises a number of practical problems
[3]]: (1) How can we detect that the underlying data sources have changed and what are
these changes? (2) How can we automate the refresh process? (3) How can we track the
origins or “provenance” of data? In this paper, we focus on the first issue.

An important aspect of any change detection problem is finding out exactly how the
underlying data source has changed. In the case of biological databases, this is compli-
cated by the fact that updates are typically propagated in one of the three ways [3U5]:
(1) Producing periodic new versions that can be downloaded by the user community
(2) Timestamping data entries so that users can infer what changes have occurred since
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Fig. 2. XML representation of biological data (partial)

they last accessed the data (3) Keeping a list of additions and corrections; each element
of this list is a complete entry. The list of additions can be downloaded by the user
community. However, to the best of our knowledge, none of these methods precisely
describe the minimal changes that have been made to the data. We illustrate this with
an example.

Suppose that a warehouse stores a portion of EMBL data including data related to
SARS (Severe Acute Respiratory Syndrome) virus. The EMBL data bank timestamps
the data entries (Figure[I(a)) so that the warehouse maintainer can infer the latest ver-
sion of the entry. The web site also provides a tool to compare the differences between
two versions of SARS data by clicking the “Compare Selected” button in Figure[Ia).
The differencing tool then highlights the changes by color coding the lines that are in-
serted, deleted, or remained unchanged during the transition as shown in Figure [[(b).
The main drawback of this tool is that it does not exactly say how the entry has changed.
The actual change may be very small. For example, consider the | D attribute in EMBL
data. The general format of an | Dline in EMBL is: | Dent r ynane dat acl ass;
nol ecul e; di vi si on; sequencel engt h BP. From Figure [I(b) it is clear that
only the sequence length is modified from ‘28920 to “29725”. Values of the remaining
attributes of the | D line are unchanged. However, the differencing tool in Figure [[(a)
does not try to identify the exact change in the | D line. Rather, it represents the change
as deletion and insertion of the | D line. Observe that the differencing tool represents
an update of a line as a combination of deletion of the line followed by insertion of a
new line (first two lines in Figure[I(b)). Assuming that the warehouse uses a relational
database to store data, finding the exact change is important as it reduces the number
of tables or tuples needed to be updated in the warehouse [3].

In this paper, we present an algorithm BIODIFF that can identify exact changes to
the annotations associated with primary biological object. In the rest of the paper,

! A preliminary and shorter version of this paper appeared as a poster in [9].
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we use the genomic and proteomic data sources as running examples to illustrate our
change detection technique. However, as we shall see later, our approach is generic
and can be applied to any biological annotations. Note that we do not discuss detect-
ing changes to primary objects (e.g., protein sequences, nucleotide sequences) as the
differences between two primary objects (say nucleotide sequences) can be computed
using a modified sequence comparison algorithm instead of the matching algorithm
used in BIODIFF for annotations. As there is a significant body of work on sequence
comparison techniques, we do not focus our discussion on detecting changes to primary
objects here.

In our approach, we first transform data (e.g., flat files) from various biological data
sources to XML format using Bio2X [[10]. Then, we can address the problem of detect-
ing changes to biological data in the context of such XML documents. Consequently,
BIODIFF takes as input two versions of XML representation of biological data and com-
pute the changes. Since there are several recent efforts in the XML research community
to develop change detection algorithm for XML documents [2l11], an obvious issue is
the justification for designing a separate algorithm for detecting changes to the XML
representation of biological data. In fact according to [3l5], XML change detection al-
gorithms can be directly used to detect changes to XML representation of biological
data. We argue that although such algorithms will clearly work for annotation data,
they are not efficient as they do not exploit the semantics of biological data. For in-
stance, the min-cost max-flow algorithm for computing the bipartite mapping between
two XML trees is the most time consuming part in X-Diff [11]. Hence, it is desirable to
reduce the size of data set during mapping. However, X-Diff fails to do so for biological
data as it ignores the semantics of the XML elements. BIODIFF is developed to address
this issue by extending X-Diff[[11]. As we shall see later, it exploits the semantics of
the XML elements to further reduce the data size for bipartite mapping. Consequently,
our experimental results (Section[3) show that BIODIFF runs 1.5 to 6 times faster than
X-Diff on genomic and proteomic annotations.

2 Algorithm

We have designed and implemented a wrapper called Bio2X that converts flat files into
hierarchical XML form based on extraction rules[10]. We have observed that XML
representation of data from many major biological sources can be considered as un-
ordered. For example, consider the XML tree representation of two versions of EMBL
data in Figure Pl Assume that the nodes <class>Coronavirus</class> and <class>
Nidovirales</class> swap their positions in Figure 2l However, this change is not sig-
nificant since the order does not influence the semantics of the biological data entry.
Hence, in this paper we assume that an unordered XML model is more appropriate for
representing biological data.

The pseudocode of BIODIFF algorithm is given in Figure Bla) and can be best de-
scribed by the following five phases: the identifier checking phase, the type classifi-
cation phase, the parsing and hashing phase, the matching phase, and the edit script
generation phase. The identifier checking phase takes as input two XML documents,
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Input: XM. documents D, and D;, DID K
Qutput: Edit script £ Input: DID K rooted at E
/* Identifier checking phase */ Qutput: TypeContainer C
(1) Set idi=identifier of Dy
(2) Set idz=identifier of Dy (1) if no sub-elenment of E
(3) if (idl==id2) return E=no_change; .
/* Type classification phase */ (2) C=(type_1};
(4) if (TypeContainer Cis enpty) C = ChooseType(K); (3) for each sub-elenents S of E {
/* Parsing and hashing phase */ (4) add ChooseType(S to C
(5) parse D, to XTree treel; (5) store <name, attributes> pair of Sinto M
(D parse b o Xtree treez (&}
(8) Xrash(Ty);: ! (7) if_Mis not enp_ty {
/* Matching & edit script generation phase */ (8) if each has distinct name
(9) for each node nodel in first-level elements of treel { (9 add type_1 into C
(10) set nanme=treel. Get Name( nodel) ; (10) else {
EE; f?'(ﬁﬁﬂiizi;eﬁf{ fi)?“\bde(na"e”: (11) if none has any attributes
(13) add Del et e( node1, treel) to E (12) add type_2 into C
(14) else { (13) else if all has the same attributes
(15) if typel(nodel) (14) add type_2 into C
E=neToOne( nodel, node2, E); /* Figure 3(c) */ (15) else {
(18 else if type2(nodel) 16 if the attribute is not an id
E=l denEl enConp( nodel, node2, E); /* Figure 4(a) */ ( ) N
(17) else if type3(nodel) (17) add type_3 into C
E=l denSi gnat ur e( node1, node2, E); /* Figure 4(b) */ (18) el se
(18) el se E=bipartite(nodel, node2, B); (19) add type_4 into C
(19) } _
(20) } (20) }
(21) for each node2 in tree2 but not in treel (21) }
(22)  add Insert(node2, tree2) to E (22) }
(23) return E (23) return C
(a) Main algorithm. (b) Algorithm ChooseType.

Fig. 3. BIODIFF algorithm

new and old versions (denoted as Dy and D,), and determines whether they are iden-
tical. The equality of two XML representation of biological data can be concluded
without parsing the entire XML documents. For instance, for genomic data sources,
each biological data record has a version identifier. Whenever the data is changed, a
new identifier will be assigned. So the identifiers of two data files can be extracted and
compared first to determine whether the data files are identical. Similar identifiers can
be identified for most of the important biological data sources. If the identifier checking
phase detects that the two entries are not identical, then BIODIFF will parse the schema
information of the documents (DTD/XML Schema) to classify the XML elements into
four types depending on their structure. Such type classification information shall be
used in the matching phase to minimize bipartite matching of the dataset. Note that
if the DTD information is not available then it can be automatically generated from
the XML documents using XTRACT][4]]. We shall elaborate on this phase further later.
Next, D1 and D are parsed into DOM Trees treel and tree2 in the parsing and hash-
ing phase. The steps are similar to X-Diff[[11] except for one key difference. Unlike
X-Diff, when we parse the XML file, we encode the elements in the XML document
with appropriate fype of matching techniques based on the fype information generated
from the preceding phase. Note that if D; and D, contain primary objects (protein or
nucleotide sequence) then they are excluded from parsing into nodes in the DOM trees.
The goal of the matching phase is to compute the minimum cost matching between the
DOM trees treel and tree2. We elaborate on this step later. In the edit script generation
phase, we generate a minimum-cost edit script for changes to annotation data based on
the minimum cost matching found in the matching phase. This step is similar to the one
in X-Diff.
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Input: XTree treel, XTree tree2, edit script E . ; ;
Qutput: the edit script £ Input..XTree t_reel, _XTree tree2, edit script E
Qutput: the edit script E
(1) if hashcode(rrsel) ==hashcpde(tree2) return E
(2 S‘QEfe‘ezel o ;’_;2‘,,‘,:,;;“' first-level elements of (1) if hashcode(treel)==hashcode(tree2) return E
(3) store the signatures of first-level elenents of (2) store the values of sub-elenents of treel
tree2 in HashMap2; i .
(4) for each elenent in HashMapl { 3 n Vﬁm or‘l, f b-el f 2
(5) if (existing mapping el ement in HashMap2) { (3) sto[e the val ues of sub-elenents of tree
(6) if (it is an element node) { in Vector2
(7 it typel(nodel) (4) for each elenent value in Vectorl {
EsmeTomne(nodel, nodez. ); (5) if (contained in Vector2)
(8) else if type2(nodel)
E=l denEl enConp( nodel, node2, E); (6) mark unchanged;
(9) else if type3(nodel) (n 1
E=1 denSi gnat ur e( node1, node2, E); .
ElO; , el 'se E=bipartite(nodel, node2, E); Eg; for fea;:hhel 9"‘;;‘1(“' ue in Vector2 {
11 if (change
(12) else { . (10) choose the next changed el enent in Vectorl,
(13) conpare their val ues; (11) it (exist)
(14) if different
(15) add Update(el enent1, elenment2) to E (12) add Update(el ementl, elenent2) to E
(16) ¥ 13 I
(17) ) (13) el se
(18) el se (14) add Insert(elenent2, tree2) E
(19) add Delete(el ement, treel) to E (15) }
(20) 3 16
(21) for each elenment in HashMap2 { (16) } v
(22) if (no mapping el enent in HashMapl) (17) for each elenment leaf in Vectorl
gfg ) add Insert(element, free?) to £ (18)  add Delete(elenentl, treel) to E
4
(25) return E (19) return E
(a) Function OneToOne. (b) Function IdenElemComp.

Fig. 4. BIODIFF algorithm (contd.)

2.1 Type Classification Phase

The min-cost max-flow algorithm for computing the bipartite mapping between two
XML trees is the most time consuming part in X-Diff. Hence, a key goal of BIODIFF
is to minimize bipartite mapping computation by exploiting the semantic relationship
between various nodes in the XML tree. For example, the data element in Figure
contains only attribute values, whereas the organism_species element contains a list of
subtree elements. Such differences in the structure of the subtrees are exploited in our
approach to achieve this goal.

In this phase, we classify the XML elements into four different trypes based on their
structures (we shall elaborate on these types later) by analyzing the DTD (or XML
schema). As we shall see in the matching phase, instead of applying expensive bipar-
tite matching for all cases, we apply four different matching techniques to the XML
elements based on the types they belong to. Three of these matching techniques run in
linear time in contrast to polynomial time complexity of bipartite matching.

The algorithm to classify the elements in the DTD to different types is shown in
Figure ((b). It takes as input the DTD of the XML representation of biological data
and returns as output the TypeContainer C which contains information about different
XML elements and corresponding types. The ChooseType function is invoked for each
element in the DTD recursively and at each level, the names and attributes of all the
subelements are examined to choose the type of the current element. Let us illustrate
this with a simple example. Consider the subtree structure rooted at organism_species
in Figurel ChooseType is first invoked for its subelement organism in the DTD, which
is determined to be of Type I since it has no subelements. ChooseType is then invoked
for taxonomy and it is classified as Type 2 since it contains a list of subelements having
identical names (class). Finally, as the organism_species contains two distinct subele-
ments, Type 1 is chosen for this element.
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Input: XTree treel, XTree tree2, edit script E
Qutput: the edit script E

(1) set attrname=the names of key attributes;
(2) for each first-level elenents in treel and tree2
include values of attrname into signature;

(3) tal=subtree containing nodes with distinct
signatures in treel;
(4) ta2=subtree containing nodes with distinct <>xmi version="1.0" encoding="UTF-8"2>
signatures in treez
(5) E=OneToOne(tbl, tb2, B; | e . X
(6) thl=subtree containing nodes without attributes <coordinate section>
in treei; <atom serial no="1" name="N" residue name="VAL"
(7 rb2=|s:btr;:2cumal ning nodes with attributes chain |d "A” seq nUM="1" x-coord="-38.199"
(8) E=ldenEl enConp(tbl, tb2, B); y-coord="-40.257" z-coord="97.510" occupancy="1.00"
(9) for each signature conmon to nultiple elenents { temp factor="22.53" />
(10) tci=subtree containing nodes with this <atom serial no="2" name="CA" residue name="VAL"
(11 toz si glna( ures :n treel; . th th chain |d "A” seq num="1" x-coord="-38.816"
c2=subtree containing nodes wi is "
signatures in treez y-coord="-41.316" z-coord="96.669" occupancy="1.00
(12) E=I denEl enConp(tcl, tc2, E); temp factor="18.15" />
(13) } </coordinate section>
(14) return £

(a) Function IdenSignature. (b) Element coor di nat e_secti on of PDB.

Fig. 5. BIODIFF algorithm (contd.)

2.2 Matching Phase

We now discuss the matching process in BIODIFF. Unless specified otherwise, in our
following discussion we use the notion of signature as introduced by [L1]. Observe
that the first level element nodes (elements for brevity) in the tree representation of
XML version of biological data have distinct structures (Figure 2)). Each node has a
unique name and hierarchy. Each node in the first level appears only once and mapping
occurs only between nodes with the same signature. So the whole XML tree can be
divided into a set of smaller subtrees rooted at each first-level node. Each smaller tree
will be compared with another smaller tree from the second XML tree having the node
with same name. For example, the subtree rooted at node labeled organism_species
in Figure Pli) will be compared with the subtree in Figure Pfii) whose root is in the
first level and has the same label. Note that this computation is independent from the
remaining subtrees.

The above step alone does not provide performance improvement compared to X-
Diff. X-Diff also achieves this with its signature definition. However, this step makes
it possible to use different types of matching for different subtrees. Hence, we cate-
gorize the matching techniques into four basic types for both minimum-cost distance
computation and minimum cost edit script generation. We discuss these techniques in
detail now. Note that each subtree is treated independently for further matching. So any
distance computation will be localized within each subtree.

Type 1: One-to-One Comparison. An element in the XML representation of biologi-
cal data can be composed of a number of attributes, subelements or textual data. Some
elements may exhibit unique signature within its subtree scope. For example, consider
the organism element in Figure[2l Only one organism element can exist in the subtree
rooted at organism_species element. So there will be at most one candidate-matching
element in the newer version of the subtree. Hence, one-to-one comparison can be con-
ducted between these two elements. Lines 1-2 in Figure[3(b) identifies these types while
parsing the DTD.



282 Y. Song, S.S. Bhowmick, and C.F. Dewey

Case 1: The element contains only text value: The corresponding element pair from
the older and newer versions can be matched directly using one-to-one comparison. For
example, the version_number element shown in Figure Pl contains only a string value
representing the accession number and version number. So the two version_number
elements in Figure[2 can be compared directly.

Case 2: The element contains distinct attributes: Each attribute should have a distinct
name (signature). Each attribute can be matched with only a single attribute of the other
XML file. The entire attribute list pair is then matched on a one-to-one basis. Take
the dara element in Figure 2(i) as an example. It contains the attributes id, data_class,
molecule, division, and length. After obtaining the first attribute id in Figure 2(b)(i), the
algorithm searches for attribute id in Figure[2(ii) in the element node data and compares
their content. This is repeated for each attribute of data.

Case 3: The element contains a list of subelements with distinct names: One-to-one
comparison is also sufficient to match the two lists. For example, consider the dates el-
ement in FiguresPli) and 2(ii). Each dates element consists of two subelements: created
and updated. These two subelements will appear at most once in this subtree rooted at
dates. So given an element created in the older version of the subtree, there will be
at the most one candidate-matching element in the newer version of the subtree. After
matching the two created nodes, for example, further matching between the two sub-
trees of created is then computed recursively. The type of matching technique to be
applied on the subelements depends on the specific structure again.

The pseudocode for one-to-one comparison is shown in Figure @{a). It can be seen
that with the utilization of a HashMap structure for storing elements, linear time com-
plexity O(|Ty| + |Tz|) is achieved, where |T;| and |T3| are the numbers of nodes in
the subtrees T and 75 respectively. Note that although X-Diff only performs min-cost
max-flow computation between the elements with the same signature, for a subtree with
all unique signature subelements, the complexity will not reduce to O(|Ty| + |T5]). It
still needs to enumerate all the pairs first to select the nodes with the same signature as
it cannot know ahead of time that only one matching candidate actually exists.

Type 2: Identical Subelement Comparison. The first case discussed above is suit-
able for an element with a list of distinct subelements or attributes where each element
or attribute must have a unique name within the scope of its subtree. Conversely, an
element may contain a list of subelements having identical names. In this case, by fol-
lowing the X-Diff convention, if all the subelements have the same signature, then they
will be compared using min-cost max-flow algorithm. However, as bipartite matching
is an expensive procedure, we resolve this program by transforming a bipartite match-
ing problem into linear-time matching whenever possible. Lines 10-14 in Figure B(b)
identifies the cases below while parsing the DTD.

Case 1: Elements without attributes: For example, the taxonomy element has a list of
subelements with the same name class. Each of the class element does not contain any
attribute. A class can be deleted, inserted, or updated. In our approach, we first find
all the unchanged class pairs and then we assign all the unmatched class elements in
the second subtree to unmatched elements in the first subtree sequentially and record
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that they are changed. If a class element of the second subtree is left unpaired, then it
is considered as newly inserted. Similarly, if a class element of the first subtree is left
unpaired, then it is considered as deleted.

Case 2: Elements having identical attributes: Each element with identical name may
have identical nonempty set of attribute name-value pairs. Consequently, this becomes
identical to Case 1 where the elements are just identical by examining the titles of the
nodes. Hence the same comparison technique will be applied to them.

Case 3: Elements of cases 1 and 2 containing subtree structures: The sequential match-
ing becomes no longer valid since the matching pairs have to be computed by analyzing
the entire hierarchy of the subtrees. A min-cost max-flow bipartite matching has to be
carried out. However, such structure does not exist in our XML data formats generated
by Bio2X [10]. Any element, which is not unique within the current scope and contains
a subtree structure, will have at least one distinct attribute associated with it. Hence,
such situation can be ignored.

The algorithm is shown in Figure d(b). The complexity of this procedure is also
linear in O(|Ty| + |T2|).

Type 3: Extended Signature Comparison. We now consider the case when identical
subelements have different attributes (name or value). They can be text-value, attribute-
value elements, or contain subelements. These two cases are defined by the Lines 16-17
in Figure B(b).

Case 1: Each identical-name element has a distinct attribute: We can differentiate
these elements by utilizing the attributes as identifiers. By incorporating the attribute
name and value into the original signature, we generate unique signatures for each el-
ement within the current subtree. Hence, the matching problem will be reduced to a
one-to-one comparison again as described earlier. For instance, the qualifier elements
(Figure 2li)) has a signature entry/features/sequence_feature/qualifier/element as de-
fined by X-Diff. Observe that three of them have an attribute labeled fype. Hence
they can have the following distinguishable signatures: entry/features/sequence feature/
qualifier/ element/mol_type, entry/features/sequence feature/ qualifier/element/isolate,
and entry/features/sequence feature/ qualifier/element/organism. Consequently, the
problem of matching an element in two versions of XML documents transforms into
locating an element with the same refined signature. This is basically the one-to-one
comparison algorithm described earlier. One gualifier element in Figure2{i) has no type
attribute. It will be matched with the other qualifier element without rype (Figure Rlii)).
Multiple qualifier elements without attributes can exist in one subtree. Then they will be
extracted and matched using the Type 2 technique. Also, if multiple gualifier elements
have identical attributes, then they are also matched using Type 2 technique.

Case 2: Each identical-name element has multiple different attributes: The technique
stated above is easily extensible to an element having multiple attributes. In this case,
either any one of the attribute acts as the identifier or some of the attributes can be com-
bined to act as the identifier. The attribute names are predefined for each XML element ap-
plying this matching algorithm. For example, consider the element <database_reference
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db="EMBL” primary_id="L09112” secondary_id="AAA96323.1” />, which has three
difference attributes. The value of attribute primary_id or secondary_id is always unique
within a database. Hence, attribute primary_id with db can be used as the identifier for this
element. We do not choose secondary_id because it is an optional attribute. The choice of
the key attribute or a combination of attributes depends on the biological context of the
data, which is predefined in the biological databases.

The complete matching algorithm is outlined in Figure [B(a). After extending the
signature, the elements will be matched using either Type 1 or 2 technique. Note that
the complexity of the for loop (line (9) to (13)) is linear to number of nodes matched by
Type 2 technique, which are subsets of 7} and T5. Hence, this matching technique also
runs in linear time complexity: O(|T1| + |T»]).

Type 4: Bipartite matching. The min-cost max-flow algorithm as used in X-Diff is
used for elements that cannot be matched using the above three methods or a com-
bination of them. This may occur when the attribute(s) is only an index for num-
bering the elements and the element pair with the same index may not match at all.
For example, the coordinate_section of PDB database contains a list of atom elements
(Figure [5(b)). The atom list records the names, locations and the atomic coordinates
for standard residues. Each atom is identified by a serial_number, and the sequence of
atom elements is determined by the order of the corresponding residue. Suppose in the
newer version, an extra atom element is added for a newly inserted residue. The atom
may be inserted in the middle of the atom list. When we compare the old and new
version of atom list, the atom newly inserted will be matched to some afom in the old
version, which is not correct. Hence, the alignment between the atom list of the old
and new versions cannot be carried out reliably by matching the arom elements with
the same serial_number (signature). Consequently, the only option left is to use min-
cost max-flow bipartite matching. Note that this procedure requires O(|T1| x |T2|x
max{deg(T"),deg(T»)} xlogz(max{deg(T}), deg(T2)})) complexity[11].

2.3 Complexity Analysis

Let |71| and |T%| be the numbers of nodes in the two XML trees 77 and T3 respectively.
Let n; and n9 be the numbers of nodes requiring a min-cost max-flow matching al-
gorithm. In the equality checking phase, the equality of two documents is determined
by checking their identifier values. The time complexity to locate identifiers from two
documents is O(L1 + L), where L; and Lo are the numbers of nodes ahead of the
identifiers. In the parsing and hashing phase, the time complexity to parse two docu-
ments and construct trees is O(|T7 | + |T%|). Hashing is performed during parsing. Since
we need to sort child node XHash values before computing parent node XHash val-
ues, the upper bound of the complexity is O(|T1| x log |T1| + |T2| x log |T2)[LI].
In the matching phase different matching algorithm is applied to each subtree rooted
at first-level node according to its node type. For Type 4 matching the time com-
plexity is O(n1 X nax max{deg(ni).deg(nz)}xlogs(max{deg(ni), deg(nz)})). The
time complexity for Type 1 to 3 matching techniques is O(|Ty| + |Tz|). So the over-
all time complexity of the matching phase is O(|Ti| — n1 + |Ta] — n2 + N1 X n2x
max{deg(n1),deg(nsz)} xloga(max{deg(n1), deg(nz)})). It shows that the performance



BioDIFF: An Effective Fast Change Detection Algorithm 285

1200 f—i —= X-Diff / 1200 +—{—=— x-Diff (Swissprot) ya
—< BioDiff —e— BioDiff (Swissprot)
1000 1000 X-Diff (PDB )
= —+ BioDift (PDB) /
E 800 2 s0
s _— H =
E 600 / E s00 /
400 / 400 /
200 k// 200
° S
5 10 50 100 300 500 1000 5 10 50 100 300 500 1000
Size (KB) size (KB)
(a) EMBL. (b) SwissProt and PDB.

Fig. 6. Performance study using genomic and proteomic data

primarily depends on the number of nodes in the files and the percentage of nodes that
require Type 4 matching. When the changes between the two versions are not reflected
in |T»| or no, the percentage of changes does not affect the performance as well, which
is consistent with the experiments conducted in X-Diff[[11]. Finally, for the minimum
cost edit script generation phase, the minimum cost edit script is generated by traversing
all nodes in the two trees. Hence, the complexity is O(|T1| + |T2|).

Let us compare the time complexity of the matching process for nonsequence data in
B1oDIFF with X-Diff. As X-Diff requires about O (|T1| X | Ta| x max{deg(T1),deg(T>)} x
loga(max{deg(T), deg(T>)})) to match, the improvement of nonsequence element
matching inBIODIFF over X-Diff can be estimated asO(|Ty| x |Ts|x max{deg(Th),
deg(Ts)} Xlogs(max{deg(T1), deg(T>)})/(|T1|+|T2| —ni—na+ny Xng x max{deg(ni),
deg(nz2)} xloga(max{deg(ni), deg(nz)}))). Assuming ny = ng = n, |T1| = |To| = t,
and max{deg(7T}),deg(T)} xloga(max{deg(T}), deg(T2)}=x, the complexity compar-
isonbecomes O(xt?/(t — n + xn?)). For certain value of t, this percentage of speed up
depends on the value of n. If n = 0 or n = 1, then the speed up is around O(xt), which is
the best-case performance. If n = ¢, then the speed upisequal to 1, which is the worst-case
performance. If n > 1 andn < ¢, then the speed up is between 1 and O(xt). In conclusion,
the change detection performance of BIODIFF algorithm on annotations is always faster
than X-Diff. However, the speed up depends on the percentage of elements utilizing the
linear time matching methods.

3 Performance Study

B10ODIFF is implemented in Java using J2SDK 1.4.0. Particularly, we investigate the im-
pact of file size on response time of BIODIFF and X-Diff. We ran the experiments on a
Pentium IIT 900MHz PC with 256 MB memory under MS Windows 2000 Professional.
X-Diff is downloaded from http://www.cs.wisc.edu/-~yuanwan/xdiff.html.

The testing is done for GenBank, EMBL, Swiss-Prot, and PDB data separately. The
size of the documents excluding the primary object (sequence data) ranges from 5 KB to
1 MB. As sequences occupy major chunk of space in the documents, we believe that 1
MB is large enough to represent annotations associated with primary biological objects.
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Note that the execution time of X-Diff and BIODIFF algorithms only consists of the
change detection time between the two XML trees. The preprocessing time, including
the type generation and parsing of XML documents is not included in the performance
evaluation. Note that preprocessing time depends only on the document and schema size
and is not influenced by the algorithm efficiency. According to the complexity analy-
sis, the proportion of nodes requiring Type 4 matching also affects the performance of
matching phase. Hence, we choose data files with different proportion of tree structures
that need Type 4 matching technique for each file size. The performance recorded is
averaged from the testing results for each file size. For example, when testing BIODIFF
on EMBL, Genbank, and SwissProt data, we took 10 files for each sample file size, with
references elements occupying 1-10% of the entire file size. For PDB, we assumed 30-
80% elements involved in Type 4 matching. Note that percentage of elements involved
in Type 4 matching is chosen based on real life examples.

Figure |6l shows the results. We do not show the results on Genbank separately as its
performance is similar to EMBL. It can be seen that BIODIFF outperforms X-Diff for
all the four databases. As seen from the figures, X-Diff exhibits similar performance for
different databases as it is a generic algorithm for all types of XML documents. Hence,
its performance mainly depends on the number of nodes. BIODIFF, on the other hand,
has different performance for each database since each database has different tree struc-
tures. If a database has more nodes that require min-cost max-flow matching algorithm,
the improvement of BioDiff compared to X-Diff is less. For example, for Genbank,
EMBL, and SwissProt, only the references element requires bipartite matching. Con-
sequently, BIODIFF outperforms X-Diff 2 to 3 times for documents of size less than
100 KB. This increases to 6 times as the size of the documents increase to 1 MB. For
PDB, reference, coordinate_section, and secondary _structure elements require bipartite
matching. As number of nodes that requires min-cost max-flow matching algorithm
for change detection is larger in PDB compared to Genbank, EMBL, and SwissProt,
the execution time of BIODIFF on PDB is larger than the time taken for Genbank,
EMBL, and SwissProt. Even then BIODIFF is almost 1.5 times faster than X-Diff for
PDB dataset.

4 Conclusions

In this paper, we present an algorithm called BIODIFF for detecting exact changes to
biological annotations. In our approach we transform heterogeneous biological data to
XML format using Bio2X and then detect changes between two versions of XML rep-
resentation of biological annotations. Our algorithm extends X-Diff [11], a published
change detection algorithm for unordered XML. The min-cost max-flow algorithm for
computing the bipartite mapping between two XML trees is the most time consuming
part in X-Diff. BIODIFF addresses this limitation by exploiting the semantic relation-
ship between various nodes in a subtree, attribute usage, presence or absence of optional
elements, etc. Our experimental results show that BIODIFF runs 1.5 to 6 times faster
than X-Diff.
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Abstract. In this paper we describe an efficient implementation scheme for
MOLAP internal basic data structure based on extendible multidimensional ar-
rays. In general, MOLAP implementation scheme employs multidimensional
array as their basic data structure. But most of the cases the implemented arrays
are very sparse when employed to store front end relational tablesin OLTP sys-
tems. Moreover conventional multidimensional arrays cannot be extended when
new column values needs to be added. In this paper, to solve these problems,
the concept of extendible array is used. The effectiveness of extendible array for
MOLAP implementation is shown by means of both theoretical anaysis and
experimental results.

Keywords. Data warehousing, MOLAP, Multidimensional Array, Extendible
Array, OLAP Operation.

1 Introduction

Online analytical processing (OLAP) is becoming increasingly important for analyz-
ing multidimensional data. This data is generally derived from transactional data
using various levels of aggregation. This aggregation levels are maintained in data
warehousing system. Basically there are two kinds of OLAP systems employed in
data warehouses. One is for relational OLAP called ROLAP and the other is for mul-
tidimensional OLAP called MOLAP. The data cube operation proposed in [1] com-
putes the group-by aggregations over all possible subsets of the specified dimensions.
Much work has been done for computing ROLAP data cube [2]-[4] but few works on
MOLAP data cube[5][6].

The MOLAP systems use a multidimensional data structure such as an array con-
structed from the original data, which are typically stored in relational databases.
Conventional multidimensional arrays do not support dynamic extension of an array
and hence addition of a new column value is impossible if the size of the dimension
overflows. Therefore we need a method of extending multidimensional arrays in all
dimensions. Another problem with the multidimensional array structure is its sparsity,
which wastes memory because a large number of array cells are empty and thus are
rarely used during the computation. In particular, the sparsity problem becomes seri-
ous when the number of dimensions increases. This is because the number of all pos-
sible combinations of dimension values exponentially increases, whereas the number
of actual data values stored in arelational table would not increase at such arate.

R. Kotagiri et al. (Eds.): DASFAA 2007, LNCS 4443, pp. 288 2007.
© Springer-Verlag Berlin Heidelberg 2007
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In this paper, we present a method to overcome the problems introducing a new data
structure. The concept of extendible array [7] is employed in order to extend the mul-
tidimensiona array dynamically. An extendible array is extendible in any direction
without any relocation of the data already stored.

In our previous work [8], the History-Offset implementation of Relational Tables
(HORT) based on the extendible array and its superiority over conventional imple-
mentation of relational tables is presented. Here in this paper we have reorganized our
HORT data structure to be implemented for MOLAP implementation and show the
effectiveness of our scheme by means of both theoretical analysis and experimental
results.

1% dim.

Historytable/l of1[s]s]7]w0]x

Addresstable —p| 0 | 1 [ 4]80]60] 34] 95]
\ N 0 1 23 45 s

RIE 0(|1480603495
22 o[z =]z [s1|62|35]96
4(]l6] 2|€ 7 € |82]62|36]097
6| 56| 3[s6 575859@37 %8
8 (45| 4|45 46 47 48 49|38 99
9| (50| 5|50 51 52 53 54|39 |00
2" dim| —
11] 87| 6|87 88 89 90 91 92101

Fig. 1. Realization of 2 dimensional extendible array

2 Employing Extendible Arrays

An n dimensional extendible array A has a history counter h and three kinds of auxil-
iary table for each extendible dimension i(i=1...,n). See Fig. 1. These tables are

history table H, , address table L, , and coefficient table C, . The history tables memo-
rize extension history h. If the sizeof Ais [s,,s, ,....,s,] and the extended dimension is

i, for an extension of A along dimension i, contiguous memory area that forms an n-1
dimensional subarray S of size [s,,s,,.....S.,S.4....S,,S, | iS dynamically allocated.

Then the current history counter value is incremented by one, and it is memorized on
the history table H,, also the first address of Sis held on the address table L, . An

element (i i ,...i,) in an n dimensional conventional fixed size array of size
[s..s, ,....,s,] isalocated on memory using an addressing function like this:

FQ,,0, 10nll) =5S,..541, 55,8, ol +..F S, +1y

Here, we cal (ss,...s,,.Ss,...S,,.....5,) &S a coefficient vector. Using these three

kinds of auxiliary tables, the address of an array element can be computed as follows.
Consider the element <4,3> in Fig.l. Compare H,[4]=7 and H,[3]=6. Since

H,[4]>H,[3], it can be proved that the element <4,3> is involved in the extended
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subarray S occupying the address from 60 to 63. The first address of Sis known to be
60, which is stored in L, [4]. Since the offset of <4,3> from the first address of Sis 3,

the address of the element is determined as 63.

3 Implementing MOL AP by Extendible Array

3.1 TheData Structure

The data structure that is employed here is atwo level tree structure. The first level of
the structure is a one way list containing (key, pointer) pairs where key is the first key
and pointer is the starting address of a node of the second level. The first level of the
structure serves as a gateway to the second level. Hereafter the first level will be
called as head and the second level will be called leaf nodes as shown in Fig. 2. The
leaf nodes contain at most k keys.

Leaf nodes

Fig. 2. The CDL data structure

When a key value K; (1<i<k)is to be inserted, the largest value smaller than or
equal to K; is determined in head and the pointer associated with the key value is
followed to determine the corresponding leaf node of the second level. The key value
K; is inserted to the node. If the node overflows i.e. more than k keys needs to be
entered in the node, the node is split into two in the middle such that one node con-
tains |k/2| keysand another node contains [k/2] keys and the ascending order of the

keys is maintained. The (key, pointer) pair of the new two node is stored into the
head. The key K; is then inserted to the appropriate leaf node. The (key, pointer) pair
in the head are stored in such away that head is ordered in terms of key values. Fig. 2
shows the data structure after inserting the keys 10,16,28,32, 40, 24, 30, 36 in the
order for k =3.

Whenever akey value K; is searched, the largest value smaller than or equal to K; is
determined in the head and the pointer associated with the key value is followed to
determine the corresponding leaf node which contains the desired key value K;. To
search a range of key values, the traversal is performed by determining the leaf node
containing the lowest value in the range then sequential search is performed on the
leaf nodes until the node containing highest value in the range is determined or
the end of the node is reached. The next pointer in the head is followed to determine
the next leaf node and searched the leaf node until the largest value in range is found.
Binary search is adopted to search the head. The head is placed on main memory and
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Fig. 3. lllustrative example of Compressing Extendible array

the leaf nodes are stored on secondary storage. In the following each of the key value
K; in leaf nodes will be associated with a data value D; as shown in Fig. 3(c).

3.2 Compressing Sparse Array

It is desirable to develop data compression techniques so that the data can be accessed
in their compressed form and operations can be performed using the compressed data.
In our technique, we specify an element using the pair of history value and offset
value of the extendible array. Since a history value is unique and has one to one corre-
spondence with the corresponding subarray, the subarray including the specified ele-
ment of an extendible array can be referred to uniquely by its corresponding history
value h. Moreover the offset value (i.e., logical location) of the element in the subar-
ray is also unique in the subarray. Therefore each element of an n dimensiona ex-
tendible array can be referenced by specifying the pair (history value, offset value).
Consider a simple multidimensiona model, in which we have the dimensions
product, store, time, and the “measure” as shown in Fig. 3. There are three dimen-
sionsin Fig. 3 for product, store and time respectively. The sales values are stored in
the corresponding cell of the extendible array as fact data. For example the sales
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value 200 in the extendible array (Fig. 3(b)) indicates the fact that this is the sales
value for product P4 of Store $4 in Time T3 corresponding to the coordinate <4,4,3>.

3.3 Thelmplementation M odel

The model that we are going to present is based on the extendible array explained in
Section 2. An example of physical implementation of the scheme is shown in Fig. 3.

Definition 1 (CVT). CVTy for the k-th column of an n column relational table is
defined as a structure of B* tree with each distinct column value v as a key value and
its associated data value is subscript i of the k-th dimension of the logical extendible
array. Hence the entry of the sequence set of the B” tree isthe pair (v,i). The reference
of the subscript i includes history value and co-efficient vector of a subarray and the
column value itself. The history value and coefficient vector are the auxiliary tables
explained in Section 2.

Definition 2 (CDL). The set of the pairs (history value, offset value) for al of the
effective elements in the extendible array are housed as the keys in a two level tree
structure described in Section 3.1 called CDL (Compressed Data List). The corre-
sponding fact data is inserted as its associated data value in the leaf nodes as shown in
Fig. 3(c). We assume that the key occupies the fixed size storage and the history value
isarranged in front of the offset value. Hence the keys are arranged in the order of the
history values and keys that have the same history values are arranged consecutively
in the leaf nodes of CDL.

The history value and offset value of a record is determined and stored in CDL
having the fact data as the data value. A subarray is constructed for each distinct value
of acolumn. The extension of an extendible array is performed logically and physi-
cally only the position information of the effective array elements is stored in CDL.
Hence we will call the extendible array aslogical extendible array.

4 OLAP Operations

The OLAP operations are the basis for answering questions like: “find the sales value
of product P4" or “find the sales value of store SL in Time T1” in relation Fig. 3(a).
The former is slice operation and the later is dice operation. The slice is a selection
aong one dimension, while dice operation defines a sub cube by performing a selec-
tion on two or more dimensions. In the dice operation column values of some dimen-
sions are specified. For example, in the predicate “find the sales value of store Sl in
Time T1" the dimension Sore and Time is specified having column values S1 and T1.
Let the specified column values be v, ,v, ....,v, and their dimensions corresponds to

d,.d,,..d . Let h,,h, ,.,h, be the history values that correspond to the column
values v, ,v, ,...,v, and the maximum history value be h_, = max(h, ,h, ....h, ). The
subarray corresponding to h,,, isnamed as the principal subarray in the following.
Only the principal subarray corresponding to h,. is the candidate subarray for
searching among the specified dimensions. The remaining candidate subarrays belong



An Efficient Implementation for MOLAP Basic Data Structure and Its Evaluation 293

to the unknown (i.e., column value not specified) dimensions and the history val ues of
these subarrays are greater than h,__ .

Dice Operation

The operation starts finding the largest key value smaler than equal to the key
<h,. 0> in the head of CDL. After that, sequentia search is performed to the rest of
leaf nodes until the end of sequence set is reached; the sales values of the keys match-
ing condition are added together to find the total sales value. Note that after search-
ing the principal subarray, the key matching continues against the subarrays that have
the history values greater than h, . But the subarrays that belong to the known
(value-specified) dimensions do not include the candidate sales; they are read through
without key matching.

The dlice operation is similar to that of the dice operation because in the dice op-
eration the number of known dimension is only one where as in dice operation the
number of known dimension is more than one. Hence the slice operation can be per-
formed as described above.

5 Cost Analysis

In this section, we model the processes of retrievals and extensions for MOLAP under
two different implementation strategies namely Conventional Multidimensional Ar-
rays (CMA) and Extendible Multidimensional Arrays (EMA). The first one reorgan-
izes the array whenever there is an extension to it. That is, the whole array will be
relinearized on disk to accommodate the new data due to the addition of new column
values. The second strategy extends the initial array with subarrays containing the
new data. In this Section, we show that the EMA strategy can reduce the cost of array
extensions significantly.

For the derivation of cost functions we compressed the multidimensional sparse ar-
ray. Both CMA and EMA are assumed to be implemented as CDL, where <history
value, offset value> (<h,0>) isthe key for EMA and <o> isthe key for CMA.

5.1 Parameters

Length of anode for EMA, X, = (Kl +dl)xkn
Length of anode for CMA, X, = (ol +dl)xkn

where
ki= Length of key value of EMA
di= Length of data value or fact data
ol= Length of key value of CMA
kn = Number of keysthat can fit in aleaf node
All the lengths are in bytes. The cost functions are represented as the number of
node access required because all the basic CPU operations can be executed in con-
stant time,
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Assumptions

To simplify the cost model we make a number of assumptions.

(i) Thelength of dimensions extends in round robin manner for both CMA and EMA.
(if) The length of each dimension is equal and when extension occurs each of the
dimensions are extended by equal length. We denote the length of dimension at ith
extension as L.

(iii) The records are uniformly distributed in the corresponding CMA or EMA. We
denote the density of recordsby p both for CMA and EMA.

dim.1 History value

—L_p 0o 1 3 5 7 9
0
2
4

hv —_—— Ll

I_____________I T I | F—
dim.2 8
10

(a) CMA (b) EMA

Fig. 4. The dice operation for CMA and EMA

5.2 Retrieval Cost

In CMA al offset values of the array elements are consecutive and linearized in a
single data stream using the addressing function described in Section 2. Hence the
range of candidate offset values for a query can be determined uniquely. But for
EMA, the same data stream is distributed over different subarrays as shown in
Fig. 4(b).

Cost function for EM A

For EMA, the records of all the subarrays having history value greater than hv (prin-
cipa subarray) are checked. We assume that the principal subarray hv is found in the
middle of the corresponding dimension. Hence the records to be checked at extension

i in the leaf nodes of CDL will be (L' —(L; /2)")Xx o (due to the assumption 5.1
(i)). Hence the number of nodes accessed for retrieval from EMA is therefore

REMA=[ (1-(1/2)")x L;"p / kn | (1)
Cost function for CMA

In an n dimensional CMA, if the selection of the dlice is along dimension n (i.e. sub-
script X, is known) then all the candidate offsets are consecutive and the volume of the
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range of the slice is L. This is explained with an example in the following. The
addressing function of a5 dimensional array is as follows

(X1 X4 %30 %00 %) = $9,5:8, X5 + 55,8, X, + 5,8, X3 + 5%, + X

Let us consider =L for j=1,...,n (Assumption 5.1 (ii)). If L=5and xs is known (say,
xs =0, and x; =0,...,L-1 for j=1,...,4 ) then the candidate offset values in the slice are
consecutive in the range O to 624 (total 625 offsets) out of 3125 offsets which is L*
(i.e.5). If x isknown (say, x, =0, and x, =0,...,L-1 for j=2,...,5) then the candidate
offset values in the dice are in the range 0 to 3120 (total 3121 offsets) out of 3125
offsets. Hence the volume of the candidate offset valuesis determined by L° — (L -1).
If the subscript x, is known then the volume of the candidate range of offsets is
L® - L(L-1) . Ingenerdl, if the subscript x, (1< k <n) is known then the volume of the
corresponding range of offsets to be searched in the diceis L" — L“*(L-1). Hencethe
number of records to be searched in the corresponding CDL of CMA at extensionii is
given by {L'-L“L, -)}xp and number of nodes to be searched is given by
[{L"™ L** (L-1)}x p/ kn] inthe corresponding CDL of CMA.

Theretrieval cost for CMA

(L™ LM (Li-1)x p/ kn] @

From equation (2) it can be realized that the retrieval cost for CMA is greatly depend-
ent on the known dimension k.

5.3 Extension Cost

To extend the CMA the entire array has to be reorganized and all the offset values
will be changed. For example, Fig. 5(a) shows the offset values of a 2 dimensional
CMA. When the CMA is extended in dimension 1 (shown in Fig. 5(b)) the offset
values are changed. Since the offset values are subject to change while reorganizing
the CMA hence al the leaf nodes have to be faced to recalculate the offsets for CMA
in the corresponding CDL.

If at the ith extension, Z; is the number of |eaf nodes needed for the extension then,
the cost of extension Ey

E™ =z and ESM=2S +Z

dim.1 .
cl1]2 ([1]2]3]
dim.2 415 41567
6| 7|8 8| o |10]11}

€) (0

Fig. 5. Extension redlization of a2 dimensional CMA
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where

S= Number of leaf nodes before ith extension of the corresponding CDL; S is deter-
mined by S5 (L"x p) / kn| (because of assumption 5.1 (ii)).

Z= The number nodes for ith extension; = (L"%x p) / kn| (because of assumption

5.1 (i)(ii))

—mB— Retrieval time EMA

—m— Remeval time EMA —— Retrieval time CMA(k=1)

35+
3.0 —o— Remeval time CMA(k=3) 304 |—A— Retrieval time CMA(k=2)
—v— Retrieval time CMA(k=3)
254 254 | —@— Retrieval time CMA(k=4)
204 20 —4— Retrieval time CMA(k=5)

—bP— Retrieval time CMA(k=6)

Retrieval time(Sec.)
&
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(8) Retrieval cost comparison for CMA (b) Retrieval cost comparison for CMA and
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Fig. 6. Retrieval cost comparison for CMA and EMA

For extending CMA, it requires to reorganize the array and rewrite both existing and
new data elements. The S leaf nodes need to be faced to recalculate the new offsets
due to the extension. The factor of 2 accounts facing both the read and write opera-
tions of the existing nodes.

The size of the extended subarray for EMA can be calculated by knowing the size
of each dimension except the dimension to be extended. The difference of extension
cost between the two strategiesis referred to as Extension Gain (EG)

EG=E™ -E™ =2S ®)

From equation (3) we can see that there is tremendous extension gain using EMA.

6 Experimental Results

We have constructed a prototype system having the parameter values shown in
Tablel placing the leaf nodes of CDL in secondary storage and head on main mem-
ory. The test results for dice operation are analyzed in this Section. All the tests are
run on a machine (SUN Enterprise 4500) of 1.05 GHz and 48 GB of memory having
disk page size P=8KB.

Table 1. Parameter values for the prototype system

& and ol 4t L] Fad b L 2
S b Zlz 192 2] 20-20 | 0.00025
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6.1 Retrieval Cost Comparison Between CMA and EMA

Fig. 6(a) shows the retrieval cost for known dimension k=3. The known dimension k
has no effect for EMA but it has large effect in CMA. The retrieval cost for different
valuesof k (k=1,...,5 and 6) is shown in Fig. 6(b). The retrieval cost for CMA is supe-
rior to EMA only for k=6 and for all the other values of k (k=1,...,5) EMA is superior
to CMA for retrieval cost. This is because all the candidate offset values are consecu-

tive for k=6 and the search volume is determined by L® and for other values of k
(k=1,...,5) the candidate records are not consecutive and hence the search volume
increases. It can be concluded that the retrieval performance for CMA is dependent on
the known dimension k and it has better performance only if k=6 on the other hand
EMA performance is independent of known dimension.

6.2 Extension Cost Comparison Between CMA and EMA

Fig. 7(a) shows the relative cost of extension for CMA and EMA for the system. The
extension gain is shown in Fig. 7(b); the extension gain increases for increasing
length of dimension. We put initial length of each dimension as 20 and then increased
it accordingly up to 50. As can be seen from Fig. 7(a) that the extension cost for CMA
is larger and it is noted from our experiment that the extension cost for CMA is on
average 2.8 times more than that of EMA. The MOLAP extension can be achieved
efficiently in this scheme. Fig. 7(b) shows the over al gain for each extension. The
extension gain increases with the length of dimension. This is because the extension
gainis 2§ and if § increase the extension gain increases.
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Fig. 7. Experimental result of extension cost comparison for EMA and CMA

7 Related Works

So far the authors know there is only one work [9] except our own work [8] on ex-
tendible multidimensional arrays for database applications. The extendible array is
employed in [9] to extend the array and it only treats an organization scheme of the
history tables. It does not concern with the actual data elements stored in the body of
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the extendible array. All the elements occupy the physical storage, and the sparseness
of the array elements is not considered. In MOLAP systems, the processing in the
array based algorithm is done on a chunk by chunk basis [5][10]. A chunk is a unit of
processing used in this agorithm and compressed on disk when more than a certain
number of cells are empty. Again, to compute the data cube in chunk based algorithm
it needs many chunks to be visited for multidimensional array [11] and computes
multiple views simultaneously which consumes lot of main memory. We overcome
this memory inefficiency in the array based algorithm by introducing a new method of
encoding records of the array.

[12] attempts to solve the sparsity problem using the ROLAP approach, which em-
ploys a sort-based method developed in [13], where multiple aggregations are over-
lapped in a pipeline fashion after sorting tuples. The sparsity problem is handled in
[14] by compressing the array using hashing method.

All the MOLAP [5][10][11][14] uses conventional multidimensional arrays as their
basic data structure and the extension of the array is not handled. More over the spar-
sity of the array elements are not handled there. In our scheme the sparsity is handled
effectively. Moreover it is shown that the array extension can be performed with very
small cost comparing to the conventional multidimensiona arrays.

8 Conclusion

We propose and evaluate an efficient MOLAP implementation to manage array ex-
tension by keeping track of the extension subarrays as opposed to the conventional
multidimensional arrays. Our performance result shows that we can extend the
MOLAP system employing extendible array and huge savings can be achieved for
extension. The large reorganization cost that is incurred in conventional multidimen-
siona array can be reduced and extendible MOLAP system can be constructed. We
believe our scheme can also be applied to the multidimensional database implementa-
tions effectively specially for data warehousing applications for multidimensional
analysis.
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Abstract. In some applications, data may possess both location-dependent and
location-independent attributes. For example, in a job database, each job can be
associated with both location-dependent attributes, e.g., the location of the work
place, and location-independent ones, e.g., the salary. A person who uses this
database to find a job may prefer not only a shorter distance between his/her
house and the work place but also a higher salary. Therefore, a query with both
concepts of “shorter distance” and “higher salary” should be considered to meet
the user’s needs. We call it the heterogeneous k-nearest neighbor (HKNN) query
in distinction from the traditional k-nearest neighbor (kNN) query in the spatial
domain, which only concerns location-dependent attributes. To our knowledge,
this paper is the first work proposing a generic framework for solving the
HKNN query. We propose an efficient approach based on the bounding property
for the HKNN query evaluation. Furthermore, we provide an update mechanism
for continuously monitoring the HKNN queries in a dynamic environment. Ex-
perimental results verify that the proposed framework is both efficient and
scalable.

1 Introduction

The continuous k-nearest neighbor query processing over moving objects, which aims
at retrieving the k objects closest to a query point, has been studied for several years
[21[31[4]1[5][ 71[8][9]. However, in many applications, a moving object may also have
attributes that are irrelevant to its location. The following are two examples drawn
from different applications. Example 1 illustrates a scenario over static objects, while
Example 2 isfor moving objectsin high dimensions.

Example 1. A person wants to buy shoes of a special brand. He/she plans to visit the
best k shoe stores in order of the shoes' price and the expense for traveling to the
store. Here we assume that the traveling expense for one distance unit (in kilometer)
is 100 (in dollar) and the traveling expense equals the distance unit multiplied by the
cost per distance unit. Thetotal cost for buying new shoes at a store can be formulated

R. Kotagiri et al. (Eds.): DASFAA 2007, LNCS 4443, pp. 300 2007.
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as. Tota cost = Price ($) + Traveling expense ($). The person’s need is to find the k
stores with the minimal values as a function of the price and the distance from the
person to the store. Motivated by this kind of applications with queries on both loca
tion-dependent and location-independent attributes, we propose the heterogeneous k-
nearest neighbor (HKNN) query.

Example 2. Consider another example for HKNN queries over multi-dimensional
data. In a digital library, each subscriber has a profile that records the degrees of
his/her preference in various fields. Each profile can be considered as an object in a
multidimensional space in which every dimension stands for afield. Also, each pro-
file has several location-independent attributes, like income, age, and so on. If a ser-
vice provider would like to publish a new electronic magazine focusing on young
people, an HKNN query that retrieves the best k subscribers with smaller ages and
profiles similar to the magazine content will be launched. The HKNN query hereisto
find the k subscribers with the minimal values as a function of the age and the dis-
tance from the profile to the magazine content.

Previous work on monitoring continuous k-nearest neighbor queries over moving
objects can be broadly divided into two categories. In the first category, the motion
patterns of objects are assumed to be known or predictable [2][5][7]. The second cate-
gory does not assume the motion patterns of objects[3][4][8][9]. There are two reasons
that the previous approaches to the kNN problem are not suitable for the HKNN query:
(1) an intuitive way is to regard the location-independent attribute as an extra dimen-
sion in the multidimensional space constituted by the location-dependent attributes.
After that, the total cost formula is used as the distance function in order to apply the
previous approaches. Unfortunately, mixing two kinds of attributes with different do-
main sizes makesit difficult to build an index for efficient query processing. Moreover,
if the operation “—", “*”, or “/” is adopted in the total cost formula, the distance func-
tion will not satisfy the triangle inequality and the pruning techniques will fail. More
detailed discussions in this aspect can be found in [6]. (2) The previous approaches
cannot deal with different operations with a single index. Therefore, a generic frame-
work supporting the four operations and an efficient index structure are required.

In this paper, we propose a generic framework for efficiently processing the HKNN
queries over moving objects and focus on the HKNN problem in which only one loca-
tion-independent attribute is considered. The formulas in different applications to
compute the total cost for each object can be generalized as total cost = V_COST
(from the location-independent attribute) op D_COST (from the location-dependent
attributes), where the operator op can be one of the four operations “+”, “—*, “*", or
“I", as user needs. Moreover, we consider the situations like Example 2, in which both
the location-dependent and location-independent attributes of objects may change
with time. In the remainder of this paper, for ease of presentation, we illustrate our
methods only for the HKNN queries with op “+“. The considerations for the other ops
(“-",“*”,“/") are similar and can be found in [6].

Our method of HKNN query evaluation proceeds in two steps. In the first step, arbi-
trary k objects near the query are selected into the answer set. For each of the k ob-
jects, the total cost is computed and the one with the worst total cost is called the
target object. Since these k objects may not be the correct answers, we then check if
any other object has a total cost better than that of the target object. Based on a
bounding property, the total cost of the target object is used to compute two
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bounds - value bound and distance bound, which respectively indicate the upper
bounds of the V_COST and D_COST for all the objects with better total costs. In
other words, these bounds limit the search space of the HKNN query to a safe region
for the remaining objects, in which all the objects with better total costs are located. In
the second step, only the objects inside the safe region are retrieved and checked.
Once an object with a better total cost isfound, it is added into the answer set with the
target object discarded. After that, a new target object comes out and the two bounds
can be lowered to further reduce the search space. The second step is repeatedly
executed until there is no object in the safe region. In this way, a large amount of
unnecessary computation can be avoided. The proposed framework also supports
continuous HKNN queries for a dynamic environment where the objects may continu-
ously update their location-dependent or location-independent attribute values. In our
approach, while receiving an object update, only the queries that can be affected are
reeval uated and thus unnecessary computation on irrelevant queries can be avoided.

The rest of the paper is organized as follows. In Section 2, basic definitions and
data structures are described. Section 3 depicts the techniques for HKNN query proc-
essing. Section 4 illustrates how to handle the updates with our index structure in a
dynamic environment. Section 5 shows the experimental results and Section 6 con-
cludes the paper with some future works depicted.

2 Basic Definitions and Data Structures

2.1 Basic Definitions

In this paper, we address the HKNN problem involving only one location-independent
attribute. In the following, we first define several terms and the HKNN problem.
Table 1 shows the symbols and functions used in this section.

Table 1. Notation and their definitions

Notation Definitions

(0] The set of moving objects

o] A moving object in O

q The heterogeneous k-nearest neighbor query

dist(o, q) The Euclidean distance between object o and query g
op The user-defined operator, canbe+, -, *, or /

Definition 1 (Object and query representations). A moving object o is represented
as o(v, p), where v denotes the value of its location-independent attribute and p=<c;,
Cy...C> denotes its coordinates, i.e., the location-dependent attribute of o (n is the
number of dimensions). An HKNN query q is represented as q(op, p’), where op de-
notes one of four operators and p’'=<c’y, €', ...C'y> denotes its coordinates, i.e., the
location-dependent attribute of q.

Definition 2 (D_COST). Let d-factor be the cost for one distance unit. The cost of
the location-independent attribute for an object o(v, p) with respect to query q(op, p’)
isdefined as: D_COST = dist(o, q) * d-factor.
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Definition 3 (V_COST). The cost of the location-independent attribute for object o
(v, p) isdefined as; V_COST = v.

Definition 4 (T_COST). Given object o(v, p) and HKkNN query g(op, p’'), we refer to
the total cost of o with respectto qas: T_COST(0, q) = V_COST op D_ COST.

Most applications in the real world demand the objects that are closest to a given
query. Therefore, our framework is designed to prefer the objects with smaller values
of D_COST no matter which operator is adopted. Applications with op “+" and “*”
aso have the nature to prefer objects with smaller values of V_COST and their goal is
to find the k objects with the smallest values of T_COST. In contrast, applications
with op “-" and “/” require objects with larger values of V_COST but smaller values
of D_COST and their goa is to obtain the k objects with the largest values of
T_COST. As aresult, the definition of the HKNN problem is given as below by con-
sidering the two classes of operators.

Definition 5 (HKNN). Given a set of moving objects O, (1) if op of query gis“+” or
“* the HKNN answers of g are defined as. HkNN(q)={oeO|T_COST(o, )<
T_COST(oy, g)}, where o is the object with the k-th smallest value of T_COST in O.
(2) If op of gis“-" or “/”, the HKNN answers of q are: HKNN(g)={oeO|T_COST(o,
q)=>T_COST(o, q)}, where o is the object with the k-th largest value of T_COST in O.

In this paper, the d-factor is set as 1 for simplicity and, from now on, we illustrate our
approach using the case that the operator of the launched query is “+”. The proposed
framework is developed for a general environment, i.e., the motion patterns of objects
and queries are unpredictable. The following illustration uses 2D data, but the pro-
posed approach can be applied to the environment with arbitrary dimensionality.

2.2 Data Structures

Before introducing our approach, we first present four data structures that will be
used.

Object Table. Each object o is associated with a set of attributes, including the object
ID id,, the location-dependent attribute p,, the location-independent attribute v, and a
set S of queriesthe answer sets of which contain o.

Hierarchical Aggregate Grid Index. Previous work [9] uses the hierarchical grid
structure to reduce the performance degradation caused by skewed data. Differently,
we here adopt it to speed up the HKNN query processing by enclosing location-
independent attribute information in each cell of the hierarchical grid structure. Note
that we can also embed this kind of information in each internal node of an R-tree
structure in a similar way. In this paper, we adopt the grid-based structure because of
its efficient construction and maintenance in a dynamic environment.

The hierarchical aggregate grid index has several levels of grids and consists of
two types of cells. basis cells and index cells. Index cells form a hierarchy, where
each index cell points to smaller cells it covers at the lower level (called the sub-
cells). The bottom level of the hierarchical grid structure is composed of basis cells,
the smallest unit in the index. Let C;; denote a cell, which can be an index cell or a
basis cell, a column i and row j of grid level C. Moreover, each basis cell X; |
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(Assume the bottom level islevel X) with equal length Jis associated with one bucket
that stores every object ID with coordinate (x, y), where x isin therange [i 6, (i+1)d]
and y isin the range [j &, (j+1)d]. Every object or query moving from (Xog, Yoid) tO
(Xnews Ynew) 1S deleted from the bucket of cell (Xqq /8], Lyad /8)) and inserted into the
bucket of cell (Xnew /8, Lynew /81). In addition, to enclose location-independent attrib-
utes of objects in each cell, both the basis cell and the index cell are associated with
three pieces of aggregate information: min, max, and count. For a basis cell, the min
(max) indicates the minimal (maximal) value of location-independent attributes for
the objects in the cell and similarly the count represents the total number of objects
enclosed in the cell. For an index cell, min (max) is the minimum (maximum) of all
the min values attached on its sub-cells, while the count keeps the sum of all the count
values attached on the sub-cells. Figure 1 shows an object table and a 3-D illustration
of the hierarchical aggregate grid index. Both types of cells are associated with the
aggregate information (a, b, c), where a, b, and c represent min, max and count, re-
spectively. Moreover, every basis cell is associated with an object bucket storing the
IDs of the enclosed objects together with the links, pointing to the corresponding
entriesin the object table.

{X;;, mindist(X;;, q), (min, max, count)}
(3, 96, 117) i | P | % | s
Index H H H H
(12, 69, 42) : : : :
@87, 14) (5, 73, 38)| _Cell o lwn| s | | _________ | Entry | | ....... |
' i i i i Cell queue ]
(12,96, 7) (18,22, 9) Basis o [eww| 15 |aa {id,, T_COST)
(7,34,5) (9.78,2) ] Cell
Object bucket Object Table | ......... | Entry | | ....... |
o | o
Answer queue
Fig. 1. Hierarchica aggregate grid index and object table Fig. 2. Cell queue and answer
queue

Cell Queue. Let mindist(X;;, q) be the minimal distance between cell X;; and query q,
i.e., the minimal possible distance between any objects in cell X;; and g. Whenever a
query g is evaluated (or reevaluated), a cell queue CQ is created. Each entry in CQ
stores a cell X;; (index cell or basis cell), mindist(X;;, g), and the aggregate informa-
tion: min, max, count of X;;. The entries in CQ are kept in ascending order of min-
dist(X;;, ).

Answer Queue. Each query q is associated with an answer queue AQ to maintain the
current set of query answers. Each entry in the answer queue keeps an object ID and
its T_COST with respect to g. The entries in AQ are kept in ascending order of
T_COST. Figure 2 shows both kinds of queuesfor query g.

3 Efficient Evaluation of HKNN Queries

3.1 Problem Characteristic and Approach Overview

A naive method for processing the HKNN query is to compute the total cost of each
object and then select the k objects with the smallest values as the answers. Nevertheless,
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it is inefficient if the number of objects is very large. Consider an aternative method
using the data structuresin Section 2.2. To evaluate query g, dl the cellsin the hierarchi-
cal aggregate grid structure can be pushed into the cell queue CQ in ascending order of
their minimal distances from g. From CQ, the cells are explored one by one to obtain the
first k objects. The k objects are then put into the answer queue AQ in ascending order of
their total costs. We call the object with the largest total cost as the target object and its
total cost as the target cost. Given AQ and the target cost, we apply the following prop-
erty to prune the remaining objects in CQ, which cannot be the HKNN answers.

Property 1 (Bounding property). For an object oin cell X ; of CQ, if itstotal cost is
not larger than the target cost, then its D_COST is not larger than the target cost and
its V_COST isnot larger than the target cost minus mindist(X; ;, 9).

Proof. Let r be the target object. Moreover, let D,, V, and T, respectively denote the
D_COST, V_COST and T_COST of object z. Snce V, =0 and T,=Dy+V, <T,=D,+V,,
we have that D, < D,+V;, =V, <D+V, — 0=T,. Smilarly, because D, = mindist(X j,
), we have that V, <D+V; — D, <D +V, —mindist(X j, 9)=T-mindist(X; ;, 9).

From this property, two upper bounds, value bound and distance bound, are obtained
and used to prune the cells in CQ, in which all the objects violate either of them. The
objectsin a cell are retrieved to compute their total costsif and only if the cell satisfies
both bounds. AQ and the target object are then updated. Since the new target object
results in a smaller target cost, the bounds can be tighter and tighter. Eventualy, CQ
will become empty and AQ will have the k objects with the smallest total costs. The
pruning mechanism using the two bounds will be described in Section 3.3.

3.2 Step 1. Retrieving the First k Objects

Given an HKNN query g, we discuss our first step of query evaluation for q in this
section. Let CQ and AQ respectively denote the cell queue and the answer queue of q.
To begin with our approach, the cells at the highest level of the index are first visited
and then inserted into CQ in ascending order of their minimal distances from q. Next,
our approach starts to retrieve the first entry in CQ. If it is an index cell, its sub-cells

(d)
Fig. 3. An example of query evaluation using two-level hierarchical aggregate grid index
areinserted into CQ according to their minimal distances to g. This processis repeated

until the first entry of CQ isabasiscell. In this case, the total costs of al the objectsin
this cell are computed. Their object IDs and total costs are then inserted into AQ in
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ascending order of their total costs. This step terminates while the number of objectsin
AQ is not less than k. Note that if the number of objectsin AQ is more than k, only the
k objects with the smallest total costs are chosen and used in the next step.

Example 3. Figure 3 shows an example of query evaluation using a two-level hierar-
chical aggregate grid index. Let A and B represent the higher level and the lower level
of grids, respectively. The bigger shaded cell (A;;) and the smaller one (Byo) are
shown in Figure 3 (a). In Figure 3 (b), given an H2NN query q, the search for the first
k objects is executed (et k be 2). Initially, the cells of the higher level are added into
CQ in ascending order of their minimal distances from g, i.e., Q ={Ay0 Ar1, Aoo
Ao1}. Then, the first entry A is retrieved and its sub-cells B,g, B,1 , B3, Bz are
inserted into CQ. Since all the counts in B, B,;, and Bz are zero, these cells are
ignored to avoid unnecessary computation. After that, CQ becomes { A1, B31, Ago,
Ao1}. Next, Ay, is retrieved in the sameway to update CQ as {B;>, Bs1, Aoo, Ao}
B, isthen retrieved and the total cost of 0, is computed (let its total cost be 1.6). As
aresult, opisinserted into AQ with its total cogt, i.e., AQ ={(0,,1.6)}. This step termi-
nates after the next entry Bz, updates AQ as {(0s,0.7), (0,,1.6)}. At this time, CQ
becomes{ Ao, Ao}

3.3 Step 2 HKNN Search with Pruning M echanism

The second step for query evaluation is to iteratively find the objects with smaller
total costs and replace the target object to further reduce the search space until the
safe region isempty. A naive method is to sequentially examine all the objects located
in the circle centered at g with radius D (for short, from now on, sometimes we denote
the distance bound and value bound as D and V, respectively). Obviously, this method
can be inefficient if more basis cells than necessary are checked. Therefore, we design
a pruning mechanism to skip the objects that are unable to be the final answers. The
pruning mechanism keeps retrieving the first entry of CQ to check whether any object
in it satisfies the two bounds. The following are the two pruning techniques we adopt.

Pruning by Distance Bound. Cell X;;in CQ needs to be checked if and only if it
overlaps with the circle centered by g with radius D, i.e., mindist (X;;, q) < D. In this
case, cell Xi; may contain an object whose distance from q is less than D and therefore
should be further checked by the value bound. Otherwise, X;; and all the remaining
cells in CQ can be discarded because all the objects inside them cannot be the final
answers (their distances from g must be larger than D).

Pruning by Value Bound. For each cell X;; in CQ, the value bound is computed as V
=c; — mindist(X;;, 0), where ¢, denotes the target cost. If the min value associated with
Xij is larger than V, X;; can be omitted. Otherwise, there are two cases to consider. If
Xij is an index cell, its sub-cells are retrieved from the hierarchical aggregate grid
structure and inserted into CQ. On the other hand, if X;; is a basis cell, the total costs
of al objectsin it are computed and then the objects with total costs smaller than c;
are inserted into AQ. Finally, only the k objects with the smallest total costs are left in
AQ and then a new target object can be found. In this way, new and smaller distance
bound and value bound will be obtained.
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Example 4. Figure 3(c) and 3(d) show an example for the second step of query
evaluation. We assume that mindist(Aq, ), mindist(By 1 q), and dist(og q) are 0.8, 0.8,
and 0.9, respectively. In addition, we assume that the min value of Agpand B, ; are 0.6
and 0.4, respectively and the V_COST of og is 0.1. In Figure 3(c), the radius of the
shaded circle centered by g is equal to D. Following Example 3, AQ is {(0s,0.7),
(02,1.6)} and. Agp is first examined. The value bound for Ay, i.e., 1.6 — mindist(Agp,
q), is larger than the min value of Aqy, its sub-cells are inserted to CQ. Again, since
Bo,1 and B, gare empty, CQ becomes { B, 1, A1, Boo}-The value bound of B, ;is com-
puted in the same way and equals to 0.8, which is larger than the min value of By ;.
Therefore, the object 0sin By ; is retrieved to replace o, as the new target object (05
has a total cost smaller than that of 0,), i.e.,, AQ ={(0s,0.7), (0s,1)} . Then, the shaded
circle shrinks because D decreases. We show the new circle in Figure 3(d). Next, we
get the next entry Aq ;. From Figure 3 (d), we can observe that it does not overlap with
the shaded circle. In other words, the minimal possible distance of any objectsin Ag
is larger than D and therefore the remaining cells in CQ can be skipped. The pruning
process ends and the final answers of q are {05, Og} .

4 Continuous Update of HKNN Query Answers

Another contribution of our framework is the update mechanism for maintaining the
answers of queries in a dynamic environment, where objects and queries may update
their status continuously. For objects, both of their positions and |ocation-independent
attribute values can be updated, while for queries, only their positions may be up-
dated. In the following, we illustrate our approach for continuously processing a sin-
gle object update.

To maintain the HKNN query answers while receiving an object update, a naive
way is to reevaluate all the HKNN queries. However, it is impractical if there are a
large number of queries registered. Obvioudly, a better solution exists if we can find
out all the queries that will be influenced by the updated object. Let cost, denote the
largest total cost of the object in the answer queue of q after the query evaluation.
Queries whose answers are affected by the updated object can be divided into two
classes. In the following, we discuss them respectively.

Case 1. The first class consists of the queries whose answer sets do not include the
updated object. For a query q belonging to this class, its cost, will not be changed
immediately in response to the updated object. Based on the bounding property, an
object o, can be used to replace the target object of q only if both the D_COST and
V_COST of o, satisfy the distance bound and value bound of g, respectively. Moti-
vated by this, for each query, we refer to the distance influence region as a region
where all the objects satisfy the distance bound of g. Similarly, we define the value
influence region to identify all the objects satisfying the value bound of q. The total
cost of o; is compared with cost, only if the two regions of query q both contain o,. If
object o; has a smaller total cogt, it is a new answer of q and costy is updated. Other-
wise, the answer queue of g remains unchanged. More details of the two regions are
discussed in the following:
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Distance Influence Region. The region composed of all the basis cells that intersect
the circle centered at q with radius D is called the distance influence region. Clearly, a
basis cell may be covered by multiple distance influence regions of different queries.
To identify these queries, each basis cell of the grid is associated with a query bucket
containing the queries whose distance influence regions intersect it. Figure 4 shows
this data structure.

Value Influence Region. We adopt the B+-tree, named the value influence region
tree, to organize the value influence regions of all the queries. Figure 5 shows an
example. In this tree, the value bounds of queries are the access keys attached on the
nodes. Moreover, each internal node (or called index node) is constructed after the
split or merging of tree nodes. On the other hand, each leaf node (or called data node)
keeps a set of queries. Note that each leaf node has a pointer, pointing to the sibling
next to it. Assume that there is an object o, with V_COST = 5. To find the queries
whose value influence regions contain object o;, arange search for all the queries with
V > 5 is launched on the value influence region tree. Since the amount of returned
queries may be huge, we first check the query bucket of the cell containing the up-
dated objected to find the queries whose distance influence regions contain o;. Then,
these queries are checked one by one to see whether their value influence regions
contain o; by launching exact searches on the value influence region tree.
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Fig. 4. Distance influence region Fig. 5. Valueinfluence region tree

Case 2. The second class includes the queries that answer queues of which contain the
updated object. In this case, costy may be changed even when the answer queue has
the same set of objects. According to the possible changes of costy, there are three
situations to consider: The first situation is that cost, remains unchanged. This may
occur due to two causes. (1) the updated object is not the target object and its new
total cost is still not larger than cost, or (2) the updated object is the target object but
its new total cost is unchanged although both the V_COST and D_COST are changed.
For both causes, we only need to update the information about the updated object.
The second situation is that cost, becomes smaller. This also occurs due to two
causes. (1) the updated object is the target object and its total cost decreases. or (2) the
updated object is the target object and its new total cost is smaller than the object with
k-1th smallest total cost in the answer set of g. Since both costs and the order of an-
swers may be changed, we need to update the two bounds and the two influence re-
gions by using the new target object and costy.

The third situation is that cost, becomes larger. It happens in two conditions: (1)
the updated object is the target object and the changed V_COST or D_COST makes
its total cost larger or (2) the updated object is not the target object but belongs to the
answer set of g, and its updated V_COST or D_COST let its total cost larger than
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costy. In both conditions, since cost, becomes larger, the object with the k+1th small-
est cost may replace the updated object as a new answer of g. Therefore, we assume
the updated object, denoted as o,, to be the target object and invoke the HKNN re-
evaluation to find the object with smaller total cost than o, to replace it. Due to space
limitation, more details about the HKNN reevaluation are discussed in [6].

Example 5. We illustrate an example for processing an object update using Figure 4
and Figure 5. Suppose the server receives an update record {0, X, ¥, v, X, Y, V'}
representing o, moves from (x, y) to (X, y') and its value changes from v to v'. As-
sume V' = 3 and the updated dist(o,, q) = 15. First, 0, is deleted from the object bucket
of the basis cell X;; and then inserted into the basis cell X; ;, wherei, j, i’, and j’ are
Lx/ &)Lyl 811X 18], and Ly /5], respectively. Next, the new total cost of o, is computed.
After that, the queries whose answer sets contains o, are found by checking the object
table. Assume g, is found and the total cost of the target object of g, is 13. Since the
new total cost of 0;is 18, the cost, of g, becomes larger (from 13 to 18, the third Situa-
tion of Case 2). Therefore, HKNN query reevaluation is invoked to update the answers
of g,. Next, the algorithm finds the queries whose distance and value influence region
both contain o, but their answer sets do not include o, (Case 1). As shown in Figure 4,
the cell enclosing 0 is covered in the distance influence regions of q;, gy, and Qs.
Since query g, has been processed, it can be ignored here. Next, we checks if the
value influence region of g, or gs contains 0;. A range query g, which searches the
queries with V > 3 on the value influence region tree isissued. In Figure 5, because q;
islinked to the leaf node with key = 2, i.e. the value bound of q; is 2, g; will not bein
the returned results of q,. Thus, o, is not in the value influence region of g;. On the
contrary, gswith V = 9 isin the results of g,. Since 0, is contained in both the distance
influence region and value influence region of gs, 0;is probably qualified to be a new
answer of gs. Therefore, the updated total cost of o, (cost;, for short) needs to be com-
pared with that of the target object of gs (coste, for short). If cost; < coste, the target
object of gsis deleted from the answer set of gsand o, becomes a new answer. Then,
the bounds and influence regions for gs are updated. Otherwise, gsis not affected by
the update of o;.

5 Experiments

We compare the proposed method using the hierarchical aggregate grid index with a
method using a one-level grid and a brute force method. For simplicity, we cal the
above three methods HAG, OLG, and BF, respectively. Similar to HAG, OLG is a
method based on the bounding property proposed in this paper. The distinction of
OLG from HAG is that it employs one-level grid structure instead of hierarchical grid
index. One-level grid structure consists of equal-sized cells and each cell is associated
with three pieces of aggregate information-min, max and count. In the first phase of
evaluating an HKNN query g, OLG adopts the method proposed in [9] to find the KNN
of q asthefirst k objects. Next, it pushes the cells overlapping with the circle centered
by g with radius D into the queue of g and runs the pruning algorithm in the same way
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as our approach. The brute-force method for comparison computes the total costs for
al objects in the database and then choose the k objects with smallest total costs as
the answers.

In al the experiments, we utilize a program modified from the Network-based
Generator of Moving Objects [1] to generate a set of moving objects and queries. The
generator outputs a set of objects with their values at every timestamp. The default
mobility of objects and queries are 10% and 5%, respectively. Table 2 lists the pa-
rameters of the data sets, where the default values are bold and italic. All our experi-
ments are performed for 100 time-stamps and the CPU time (in seconds) is reported
after a work is completed. For HAG and OLG, the locations of objects (or queries)
and the aggregate information of all cells are updated after receiving all the update
records at each timestamp.

Table 2. Parameters of thedatasets  Table 3. Grid structures with various cell sizes

Parameter Range OLG HAG

Number of 32x32 4x4 16x16,32%32

Object () 10 50,100, 150, 200 6464 4x4, 16x16, 6464

Number of 1246810 128x128 4x4, 32x32, 128%128

Queries(K) 77 "™ 256x256 4x4, 32x32, 256256
512x512 4x4, 64%x64, 512x512

1024x1024 4x4, 64x64, 1024x1024

5.1 Experimental Results

The first experiment evaluates how the performance of OLG and HAG will be af-
fected by different grid size. Moreover, for HAG, the number of levelsin the hierar-
chical grid index also has a great impact on its performance. To fairly compare the
performance of the two methods with respect to the grid size, we fix the number of
levels to 3 for HAG and vary the grid size of both methods from 32x 32 to 1024 X
1024. For OLG, this parameter indicates the grid size of the one-level grid index,
while for HAG it represents the grid size for the grid at basis level in the hirarchical
aggregate grid index (denoted as 2°x 2). In addition, we fix the grid size of the top
level to 4x 4 (i.e. 22x 2). The granularity of any index cell at alower level is set to be
2'x 2!, where | = (log,b+2)/2]. Table 3 summarizes the granularities used in our
experiments.

The experimental results are shown in Figure 6. Both methods achieve the best per-
formance when the 128x 128 grid is used, while the other grid sizes cause the two
methods higher CPU costs. This is because their grid indices with fine granularities
incur frequent updates, whereas coarse granularities result in linear searches on huge
object buckets during accessing a cell. We also observe that 3-level HAG has better
performance than OLG in all cases. The reasons are as follows: (1) After the first step
of evaluation of query g, OLG puts al the cells intersecting with the circle centered at
g with radius D into the cell queue in ascending order of their minimal distances from
g. The computations of these minimal distances for all cells covered by the circle
result in expensive costs. (2) Despite HAG have the same number of cells at basis
level as that of the index in OLG, the good pruning effect of HAG helps pruning
many index cells that do not cover any answer. Thus, unnecessary computations for
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minimal distances for all basis cells can be avoided. (3) Moreover, athough HAG
requires more updates for maintaining aggregate information due to multiple-level
grids, such updates (in both methods) can be done by batch processing at each time-
stamp. Therefore, the cost of updating hierarchical aggregate information can be lim-
ited. Based on the above observations, the remaining experiments are made using the
128x 128 grid for HAG and OLG.

~=-0LG —*HAG ~-BF -=-0LG —+-HAG —-BF -+-0LG —~+HAG
ggg CPU Time (Sec) 5000 7 CPU Time(Sec) 50007 CPU Time (Sec)
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Number of cells in grid indices Number of Objects(K) Numbers of Queries(K)

Fig. 6. Performance vs. Granularity Fig. 7. Performancevs. No  Fig. 8. Performance vs. Nq

In the second experiment, we compare the performance of HAG, OLG and BF by
varying the number of objects (denoted as No) from 10K to 200K. Figure 7 depicts
that the CPU costs of all methods increase when Ng increases. Moreover, BF is much
less efficient than the other two methods. The reason is that for each query, BF com-
putes the total costs, in which expensive distance computations are involved, for al
objects in the database. Furthermore, all the queries registered in the system are re-
evaluated to keep the answers correct when the update requests are received. On the
contrary, in all cases the execution times of OLG and HAG are relatively small. This
is because both methods are designed based on the bounding property proposed in this
paper, which helps greatly reducing the search space. Furthermore, they handle up-
dates only on the queries whose answers may be affected by the updated objects in-
stead of reevaluating al the registered queries. In Figure 7, we also observe that the
performance of HAG is only a little better than OLG. The reason is that a larger No
leads to the larger probability of a query reevaluation after the given object update.
(The third situation in Case 2 for handling object updates) Similar result is shown in
Figure 8, where the number of queries (denoted as Ng) is varied. HAG has better
performance than OLG. As mentioned in the first experiment, HAG possesses several
advantages over OLG in processing a single query. Therefore, OLG is aso more
sensitive than HAG when Ng increases. To sum up, in both figures, HAG is more
efficient than OLG and BF. These experimental results verify that HAG achieves
good scalahility and efficiency.

6 Conclusion and FutureWorks

In this paper, we introduce the heterogeneous k-nearest neighbor (HkNN) query, a
new paradigm considering both location-dependent and location-independent attrib-
utes over moving objects. HKNN queries are of nature interesting in many applica-
tions. To the best of our knowledge, this is the first work addressing the HKNN
problem and providing an efficient approach for HKNN query evaluation. Based on
the bounding property, our approach employs the hierarchical aggregate grid index,
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which recursively aggregates the values of location-independent attribute in a hierar-
chy of cells, to quickly reduce the search space of the HKNN query. Furthermore, we
developed an efficient update mechanism for continuously monitoring the affected
HKNN queries during an object update and for maintaining the correctness of query
answers. In particular, our approach can handle different types of operators with a
single index. Our experimental results demonstrate the efficiency and scalability of
the proposed techniques.

In our work, we process every query using a cell queue that employs the minimal
distance between the query and each enclosed cell asits key. In other words, we adopt
a distance-based technique to solve the HKNN problem in this paper. In the future, we
plan to research from the aspect of |ocation-independent attributes and then develop a
hybrid mechanism that can adaptively determine from which aspect the query proc-
essing should start with.
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Abstract. Similarity join over text is important in text retrieval and
query. Due to the incomplete formats of information representation, such
as abbreviation and short word, similarity joins should address an asym-
metric feature that these incomplete formats may contain only partial
information of their original representation. Current approaches, includ-
ing cosine similarity with g-grams, can hardly deal with the asymmetric
feature of similarity between words and their incomplete formats. In or-
der to find this type of incomplete format information with asymmetric
features, we develop a new similarity join algorithm, namely IJoin. A
novel matching scheme is proposed to identify the overlap between two
entities with incomplete formats. Other than ¢-grams, we reconnect the
sequence of words in a string to reserve the abbreviated information.
Based on the asymmetric features of similar entities with incomplete
formats, we adopt a new similarity function. Furthermore, an efficient
algorithm is implemented by using the join operation in SQL, which
reduces pairs of tuples in similarity comparison. The experimental eval-
uation demonstrates the effectiveness and the efficiency of our approach.

1 Introduction

Similarity Join is an important operation in data cleaning and data integra-
tion [4]. It has been studied by various aspects and referred by a variety of
names, including record linkage [7], entity identification [9] and approximate
join [B]. The key issue is to identify whether two entities (e.g., relational tuples)
are approximately the same[7]. Owning to the poor data quality with various
errors caused by human factors and technique problems(e.g., database system
problems), it is difficult to identify the same entities exactly by traditional join
operation in SQL. For example, “International” and “Intenational” with spelling
mistakes do not match exactly. By using edit distance [10], we can deal with the
spelling mistake. Furthermore, due to various kinds of formats in representing
information, it becomes even harder to detect approximate entities, such as dif-
ferent orders (“Shaoxu song” with given name first and “SONG, Shaoxu” with
surname first). Cosine similarity with g-grams [6] is used in dealing with block
orders, which is also effective in spelling mistakes. In addition to effectiveness,
efficiency is another key issue. A recent work [2] applied a join operation in
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SQL to identify entities with overlaps first, which reduced the times of compar-
isons between unrelated entities greatly. They proposed an efficient similarity
join operators that can be used in many similarity functions.

However, the current existing approaches, including cosine similarity with ¢-
grams, can hardly deal with the similarity between words and their incomplete
formats, such as abbreviation, short word and incomplete information. For in-
stance, there are various representing formats in bibliography references, includ-
ing abbreviation (“VLDB” for “Very Large Databases”), short word (“Conf.”
for “Conference”), incomplete information (“In VLDB” for “In Proceedings of
VLDB”). Those incomplete formats have a common asymmetric feature that
incomplete formats contain only partial information of their original representa-
tion, which make it difficult to find and quantify the similarity between words
and their incomplete formats. Current g-grams approach cannot identify the ab-
breviation information, while cosine similarity is not effective in dealing with
such asymmetric features. There is a solution by Rohit [I] which tries to han-
dle the abbreviation case. However, it needs several attributes with hierarchies,
such as, County, State, City and Street. So it is NOT a common solution without
humans domain knowledge.

In this paper, we propose a novel text similarity join approach, IJoin, to ad-
dress both the effectiveness and efficiency issues of identifying the similarity be-
tween text entities with incomplete formats in similarity joins. In text matching,
we connect first letter of each word to reserve potential abbreviation information
and enhance the importance of the first few grams to find high similarity be-
tween words and their short formats. We also consider the asymmetric features
of similarity between entities with incomplete formats in similarity function. Our
contributions in this paper are summarized as follows:

(1) We propose a novel matching scheme to identify overlaps between text enti-
ties and their incomplete formats;

(2) We design a similarity function which can calculate the similarity of entities
with asymmetric features when incomplete formats exist;

(3) We present an efficient implementation of our similarity joins algorithm
which uses the join operation in SQL.

The rest of the paper is organized as follows. Section [2]summarizes text match-
ing schemes, and introduces our IJoin matching approach. Section [3] presents our
IJoin similarity function. In Section @ we illustrate the basic and extended im-
plementations of our IJoin approach. Section [§ reports the experimental results
on the effectiveness and scalability of IJoin. Finally, we conclude in Section [6l

2 Distance Based Matching

In this section, we first summarize text matching schemes in similarity joins.
Then, we illustrate our IJoin matching scheme, considering asymmetric features
of incomplete information formats.

In similarity joins, we consider two relations (e.g. R and S) with common
attributes (e.g. R.A and S.A). The main issue is to find tuples in R and S with
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exactly same or approximate values of the common attribute A. If the similarity
between two tuples r and s from R and S respectively, satisfies the user specified
similarity threshold 7, then these two tuples will be the join result. Different from
edit distance [10] based measure, we first map text strings in tuples to a set of
elements as entity features. Based on the overlap of the sets, we calculate the
similarity value by certain similarity functions (discussed in Section [3)).

2.1 Existing Matching Approaches

One common text matching approach used in text retrieval, is to map a string to
a set of word tokens [3]. For example, the string “Computer Science Department”
can be mapped to a set of words, {‘Computer’, ‘Science’, ‘Department’}. The
word token based matching scheme can identify the similarity of same entities
with different representing orders, where each word is treated as a block. A
block move in the string affects the mapping set slightly. The strings “Computer
Science Department” and “Department of Computer Science” have high overlap
in their mapping sets. However, the word based approach is not effective in
dealing with spelling errors. A spelling error, such as “Conputer”, may affect
the similarity of strings significantly.

Another widely used matching method is ¢-grams, which cuts a string into
several substrings of length ¢. For the same example, “Computer Science” can
be mapped to {‘Com’, ‘omp’, ‘mpu’, ‘put’, ‘ute’, ‘ter’, ‘er ’, ‘r §’, ¢ S¢’, ‘Sci’, ‘cie’,
‘len’, ‘enc’, ‘nce’}. The g-grams method is more robust under spelling mistakes
and keeps high similarity with different representing orders [6]. The spelling
mistake of “Conputer” only affect three grams {‘Con’, ‘onp’, ‘npu’}, which take
up small parts of the whole string.

Different tokens in the mapping sets may have different ability of discrimina-
tion. For example, the token ‘ing’, which appears frequently in words, may have
lower significance in discriminating different strings. Tokens are always associ-
ated with weights to represent their importance in a string, where text retrieval
techniques are commonly used, like Inverse Document Frequency (IDF).

The approaches mentioned above can process entities without many incom-
plete information formats, but cannot identify the similarity between words and
their abbreviation formats. For example, there is even no overlap at all between
the g-grams of “Computer Science Department” and its abbreviation “CSD”.

2.2 Matching of Incomplete Formats

We consider two kinds of incomplete information formats, the abbreviation and
short words, in our IJoin matching. For the abbreviation, we generate several
new elements by connecting the first letters of each word to reserve potential
abbreviation information. We also enhance the importance of first few letters in
each word by using a decay factor to enlarge the similarity between words and
their short formats. The matching steps are described as follows:

Step 1. In order to be robust under different representing orders, we first cut a
string into word tokens. Other than ¢-grams, we do not record any information of
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word order, such as the connecting token ‘r S’ between two words in the 3-grams
sets of “Computer Science”.

Step 2. We cut each word into ¢-grams to in order to deal with spelling errors.
When we search a word in the dictionary, we can find the word with high prob-
ability by looking up the first few letters of it. Motivated by this, we associate
the first few letters with higher weight than the other ones, by setting a decay
factor v(0 < v < 1). The weight of k-th gram gy in a word is:

w(gk) = w(gk—1) - ¥ (1)

All grams are ordered by the sequence of letters in the word. Note that short word
is always few several letters in its original word (e.g. “Conf.” for “Conference”).
The decay factor can increase the weight of overlap between the short word
and the original one, since we associate higher weight to first few letters (e.g.
w('Con’) > w(’onf’) in the word “Conference”).

Step 3. We reconnect the first letters in a string in order to identify the ab-
breviation of the string. Then, the string of first letters is mapped into g-grams.
Each gram in this step has equal importance to represent abbreviation, so we
do not take decay factor here.

Table [Il shows an example of matching scheme in our IJoin approach. The
length of abbreviation word is probably short, so the decay factor does not
affect the weight of abbreviation word significantly.

Table 1. Matching scheme in IJoin

String 1, String 2 {Computer Science Department} , {CSD}
Q-grams of first letters {CSD,
Q-grams of each word ¢1=~ Com , Sci , Dep , {CSD}
g2 omp , cie , ept ,
gk ter, nce , ent }

3 Similarity Function

In this section, we illustrate our similarity function in IJoin. After mapping
strings to sets with associated weight of elements, tuples (or entities) can be
represented by vector-space model [11]. Each tuple ¢ is represented by a vector
of weights of p grams (or tokens):

ti = (gi1,- -+, Gip) (2)

where ¢; is the vector of tuple ¢ and g; is the weight of gram & in tuple 7.
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3.1 Cosine Similarity

The similarity between tuples can be quantified by the correlation, ¢;;, which is
so-called the Cosine Measure:

_ It (N ¢5] _ > 1 GikGjk
It Ut \/Zzﬂ 9o >he1 gjz'k

¢(ti, t5) 3)

where ¢(¢;,t;) is the cosine similarity value between tuples ¢; and t;. Clearly,
a measure based on cosine similarity can be used when all terms are measured
on the same scale. However, cosine similarity is not so effective in dealing with
asymmetric features of similarity between words and their incomplete formats.
Abbreviation and short word can hardly have high similarity value with their
original representing formats.

3.2 1Join Similarity

Asymmetric features exist in the similarity measure between words and their in-
complete formats. Considering the asymmetric features that incomplete formats
only take up slight parts of the original information, we calculate the similarity
in IJoin as follows:

Iti (151 _ L GikGik
min([t;], [t;])  min(3p_; g5 >hy 95%)

Other than computing the total weight of two tuples, we use only the smaller
one of them. Incomplete formats, such as abbreviation and short word, can keep
high similarity with their original formats.

Let us see the previous example in Table[I], where the overlap of two strings’
3-grams is {‘CSD’}. We assume that the weight of each gram to be 1. Ac-
cording to the formula (B]), the cosine similarity between these two strings is
d(stringl, string2) = 1//20 = 0.223. In fact, the cosine similarity value equals
to 0 (no overlap), if the IJoin matching is not adopted. For our IJoin similarity
function, the similarity value is ¢(stringl, string2) = 1.

p(tisty) = (4)

4 Algorithm Implementation

In this section, we first introduce a basic implementation of our IJoin approach.
Then, we discuss a more efficient way to process similarity joins with incomplete
information.

4.1 Basic IJoin Implementation

Given two relations R and S, the similarity join operation returns all pairs of
tuples r and s from R and S respectively, which satisfy the similarity threshold
n (e.g. ¢(r,s) > n). During the preprocessing, we apply the decay factor v to
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each gram of words. @Q)-grams of the words’ first letter sequence are added to
reserve the potential information of abbreviation.

Finally, we compare each pair of tuples from two relations based on the simi-
larity function in Formula (). The number of candidates of pairs to be compared
is large, especially when the data scale increases. An index of tuples may reduce
the accessing time, however, the number of comparisons cannot be decreased.
We will discuss a solution to reduce the number of candidates of comparing pairs
in the next section.

4.2 Extended IJoin Implementation

In order to reduce the candidates of comparisons, we need to filter those pairs of
tuples with no relevancy. A recent study [2] develops a method, namely SSJoin,
by exploiting some new attributes for each tuple, which can be used to decide
whether two tuples are relevant. The relation R(A) is extended to R(A, B), where
B is one of A’s ¢g-grams. For example, the string “Computer Science Department”
can be extended to 20 tuples as follows:

Table 2. Tuples in SSJoin

R.A String R.B 3-grams

Computer Science Department Com
Computer Science Department omp
Computer Science Department mpu

Computer Science Department men
Computer Science Department ent

Then, a join operation in SQL (exactly matching) is processed on attribute R.B,
which finds pairs of tuples with common grams. Those tuples without common
grams are totally irrelevant and filtered out. Although the rest pairs of tuples
are relevant with common tuples, the number of candidate tuples is still large.
The authors use a prefix-filter to reduce duplicate pairs.

In order to improve the efficiency, we do not consider all ¢-grams of A in
B like the basic SSJoin. As mentioned before, we can detect a word probably
by the first few letters of it. Therefore, in order to improve the efficiency, we
consider the first ¢-grams of each word only in the first SQL join operation. This
predigest operation will not miss the relevancy between words and their short
word formats (e.g. “Conference” and “Conf.” have the common gram “Con”).
Furthermore, we also add ¢-grams of A’s first letters into B, in order to reserve
the potential relevancy between strings and their abbreviation. Table B shows
an example of tuples in our Extended IJoin approach.

After mapping R(A) and S(A4) to R(A, B) and S(A, B) respectively, we op-
erate a SQL join on the attribute B. The result is a group of tuples (R.A,S.A)



Similarity Joins of Text with Incomplete Information Formats 319

Table 3. Tuples in [Join

R.A String R.B 3-grams

Computer Science Department Com
Computer Science Department Sci

Computer Science Department Dep
Computer Science Department CSD

Similarity(R.A, SA)

Group(R.A, S.A)

RB=SB
R(A, B) S(A, B)
R(A) SA)

Fig. 1. Extended IJoins steps

with common grams. Each pair(r,s) in the result can get its similarity value
©(r, s) by using the similarity function (). If the similarity value satisfies the
user specified threshold n, (r,s) will be the final join result. Fig [l shows the
process of similarity joins by Extended IJoin.

5 Experimental Evaluation

In this section, we illustrate the results of our experiments which evaluate the ef-
fectiveness and efficiency of our IJoin approach. The experiments were performed
on a PC, with 2.0GHz CPU and 2GB memory. All programs were implemented
in C# and SQL Server.

5.1 Data Sets

We use the real bibliography records from the DBLP web site [. The data set
consists of all records from 4 conferences, including “VLDB”, “ICDE”, “ICLP”
and “FSTTCS”. For each bibliography record, we generated several kinds of
citation formats (as shown in TableH]), which are frequently used in bibliography
references. We divide all citation records (about 10,000) into two parts, and the

! http://www.informatik.uni-trier.de/ ley/db/
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Table 4. Example of different citation formats

ID Citations

1 In Proceedings of the 31st International Conference on Very Large Data Bases,
Trondheim, Norway, August 30 - September 2, 2005, 145-156

2 In Proc. of the 31st Int. Conf. on Very Large Data Bases, Trondheim, Norway,

Aug 30 - Sep 2, 2005, 145-156

In the International Conference on Very Large Data Bases, 2005, 145-156

In the Int. Conf. on Very Large Data Bases, 2005, 145-156

5 In the VLDB, 2005, 145-156

NN

similarity joins are performed to find all pairs of citations which represent the
same bibliography records.

5.2 Evaluation Criteria

We use the F-Measures with Precision and Recall [§] to evaluate the effectiveness
of join operations. Let S, be actual pairs of citations which represent the same
bibliography records, and Sy be pairs found by join operations with high similarity.

Recall(S,,Sf) = ‘5‘197514 5)
Precision(Sq, S§) = LS“Qfsf‘ (©)
f

2 % Recall(Sq, S§) * Precision(Sq, S¥)
Recall(S,, Sy) + Precision(Sq, Sy)

F(Savsf) =

5.3 Effectiveness

In the first experiment, we evaluate the effectiveness by comparing the accuracy
of cosine similarity with g-grams, basic IJoin and Extended IJion. We divide
2,000 records of citations into two groups, and process them by different simi-
larity joins approaches. Fig. 2 shows the precision, recall and F-Measure under
different specified thresholds of minimum similarity.

Fig. 2 (a) shows that cosine similarity with g¢-grams has a low accuracy in
both precision and recall, which means that this approach can hardly find simi-
lar entities with incomplete information formats and the obtained results contain
many errors. In Fig. 2l (b)(c), we can find that our IJoin approach achieves higher
precision and recall. When the minimum similarity equals 0.925, it obtains the
best balance between precision and recall. We did not apply the decay factor
v to LJoin in this experiment (e.g. v = 1.0), which will be evaluated later.
And in Fig. 2 (d), we compare F-Measure among these three approaches which
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Fig. 2. Accuracy of different approaches

demonstrates the superiority of IJoin in effectiveness. From the figure, we also
indicate that Extended IJoin achieves as high accuracy as the basic one, which
denotes that the filter operation in Extended IJoin does not influence the effec-
tiveness of IJoin too much. We will further discuss it in the next section.

Then, we evaluate the Extended IJoin with different decay factors to validate
that the first several letters have greater importance in a word and can help
to improve the accuracy of similarity joins. The experiment is also performed
in 2,000 records of citations. Fig. Bl shows the results. With the decrease of
decay factor -, the first few letters (grams) get higher significance in the word
which enhances the similarity value between words and their short word formats.
As shown in figures, by enhancing the importance of first letters, the accuracy
improves when incomplete information formats exist. Note that the decay factor
decreases the whole value of all elements in the entity. It is the reason why
the best balance point between precision and recall decreases together with the
decay factor.
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Fig. 3. Decay factor in Extended IJoin

5.4 Scalability

In this experiment, we evaluate the scalability of three approaches. Different
number of citation records are performed under the best minimum similarity
threshold of each approach, e.g. cosine similarity with g-grams (short as cosine
& qg-grams) achieves the best accuracy at n = 0.89, basic IJoin at n = 0.925
and Extended IJoin at n = 0.915. In order to be comparable with the cosine &
g-grams approach, no decay factor is adopted in both IJoin (e.g. v = 1.0). Fig. @
shows the results with different data scales. Fig. @ (a) illustrates the efficiency
of the Extended IJoin approach. Its running time remains low even though the
number of citations is multiplied. The time performance of cosine & g-grams
and basic IJoin are quite similar and increase exponentially. We also show the
accuracy with different data scales in Fig. @ (b). IJoin approach achieves almost
constant accuracy under the same similarity threshold in different numbers of
citations. The results confirm the scalability of our Extended IJoin approach in
both effectiveness and efficiency.
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Table 5. Basic and Extended 1Join
Pairs of Comparison Time Units Precision Recall
Basic IJoin 3,998,000 9,901,249 0.714 0.814
Extended IJoin 102,080 596,875 0.748 0.792

Finally, we compare the basic and Extended IJoin in our experiment. Table
shows the results in 4,000 records of citations. The filter operation in Extended
IJoin reduces the number pairs of comparison greatly by finding out pairs with
common elements. The total number of comparisons in basic IJoin is about 40
times greater than that of Extended IJoin. As shown in “Time Units” column,
the time performance improved greatly in Extended 1Join. For the effectiveness,
although some pairs that are actually similar may be filtered out, the number
of such false negatives is not so large and affects the result slightly as shown
in the table column “Recall”. Only about 2.2% of similar pairs are missed by
Extended IJoin in this experiment. It is interesting that Extended IJoin even
achieves higher accuracy than the basic one. This is because most of irrelevant
pairs are filtered out and the remaining pairs are probably similar.

6 Conclusions

In this paper, we proposed a novel approach, IJoin. to handle similarity joins
of text with incomplete formats, such as abbreviation and short words, are con-
sidered in our text matching scheme and similarity function. We connect the
first letter of each word to reserve potential abbreviation information and en-
hance the importance of the first few grams to find high similarity between
words and their short formats. The similarity function in IJoin is based on the
asymmetric features of similarity between entities with incomplete formats. We
also illustrated an efficient implement of our approach (Extended IJoin). Our
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experiments showed the advantage of our approach in efficiency and effective-
ness when dealing with text entities with incomplete information formats.
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Abstract. Nowadays many data mining/analysis applications use the
graph analysis techniques for decision making. Many of these techniques
are based on the importance of relationships among the interacting units.
A number of models and measures that analyze the relationship impor-
tance (link structure) have been proposed (e.g., centrality, importance
and page rank) and they are generally based on intuition, where the ana-
lyst intuitively decides a reasonable model that fits the underlying data.
In this paper, we address the problem of learning such models directly
from training data. Specifically, we study a way to calibrate a connection
strength measure from training data in the context of reference disam-
biguation problem. Experimental evaluation demonstrates that the pro-
posed model surpasses the best model used for reference disambiguation
in the past, leading to better quality of reference disambiguation.

1 Introduction

Many modern data mining and data analysis applications employ decision mak-
ing capabilities that view the underlying dataset as a graph and then compute
the relationship/link importance using various link analysis measures/models
including node importance, centrality [29], and page rank [5]. Many of these
models are intuition-based and depend on the underlying dataset. In general,
since the importance measures are data-driven, a domain analyst decides which
measure fits the data best. In the absence of domain analyst, an arbitrary model
can be used; however, the results might not be optimal. But, what if there is
training data available wherein given any two nodes in the graph it is known
which node should be more central/important/etc. Can one design measures
that are not purely intuition-based but also take into account such information?

In this paper we provide an answer to that question for one of the graph
link analysis measures, called connection strength (CS). Given any two nodes
uw and v in the graph G, the connection strength ¢(u,v) returns how strongly
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u and v are interconnected to each other in G. We study this measure in the
context of reference disambiguation problem. In [19,16]17,7,14] a methodology
that successfully applies the CS measure to better the disambiguation quality
has been proposed.

Reference disambiguation often comes up when entities in a real world dataset
contain references to other entities. Frequently, entities are represented using
properties/descriptions that may not uniquely identify them leading to ambigu-
ity. For instance, a dataset may store information about two distinct individuals
‘John Smith’ and ‘Jane Smith’, both of whom are referred to as ‘J. Smith’ am-
biguously. References may also be uncertain due to differences in the representa-
tions of the same entity and errors in data entries (e.g., ‘John Smith’ misspelled
as ‘Jon Smith’). The goal of reference disambiguation is for each reference to
correctly identify the unique entity it refers to.

It is crucial to preprocess and clean the dataset before applying any data
mining/analysis applications; because the quality of the output depends on the
quality of the input data. Consequently, a large number of database and machine
learning approaches have been proposed for solving the reference disambigua-
tion and related disambiguation challenges, such as entity resolution and record
linkage [15}1L25,201 28,24, 211 18,9, 14, 17.[7,16,8].

Recently, some domain-independent data cleaning approaches for reference
disambiguation has been proposed [16}22], that systematically exploits features
and relationships among entities for the purpose of disambiguation. The ap-
proach in [I6], which we employ to test our adaptive solution, views the dataset
as a graph of entities that are linked to each other via relationships. The model
first utilizes a feature based method to identify a set of candidate entities for
a reference. Graph theoretic techniques are then used to discover and analyze
relationships that exist between the entity containing the reference and the set
of candidates. The analysis is based on the CAP principle:

Context Attraction Principle(CARP): If reference r made in the con-
text of entity x refers to and entity y;, whereas the description provided
by r matches multiple entities y1,y2,...,yn, then x and y; are likely to
be more strongly connected to each other via chains of relationships than
xandy, 0=1,2,...,N;{+#7j)

To illustrate the CAP, consider a simple publication scenario, where ‘authors’
write ‘papers’, and ‘authors’ are affiliated with some ‘organizations’. For instance,
some paper P, might mention ‘J. Smith’ as its author. The dataset might con-
tain only two people who have similar names: John and Jane Smith. Then r =
*J. Smith’, x = P;, y; = ‘John Smith’, and yo = ‘Jane Smith’. To decide if the
‘J. Smith’ is Jane or John, the CAP proposes to compare two sets of paths in the
entity-relationship graph that exist between x and y; and between x and yo.

The main contribution of this paper is a supervised learning algorithm that
learns the importance of relationships, or CS, among the classified entities and
makes the approach self-tunable to any underlying domain so that the partici-
pation of the domain analyst is minimized significantly.
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The rest of this paper is organized as follows. Section [2] covers related work.
Section [3 defines the problem of reference disambiguation and the essence of
the disambiguation approach we use. An adaptive model for CS is discussed
in Section @l The empirical evaluation of the proposed solution is covered in
Section Bl Finally, Section [6] concludes the paper.

2 Related Work

In this section we give a brief overview of the existing connection strength models
(Section 20]) and the reference disambiguation techniques (Section 2.2)).

2.1 Connection Strength Models

The connection strength ¢(u, v) between two nodes u and v reflects how strongly
these nodes are related to each other via relationships in the graph. Generally,
a domain expert decides a mathematical model to compute c(u,v), which de-
scribes the underlying dataset best. Various research communities have proposed
measures that are directly related to ¢(u,v). Below we summarize some of the
principal models.

Diffusion kernels on graphs in kernel methodology [26] is directly related
to connection strength. Diffusion kernel methods view the underlying dataset
as a graph G = (V, E), where V is a set of entities and F is a set of edges
which define the base similarities between entities. The base similarity for entities
x,y € V represents the degree of attraction between = and y. Moreover, the base
similarities are used to compute indirect similarities by combining the direct
similarities in a particular way, see [26] for details.

Another model of measuring CS is random walks in graphs. It has been exten-
sively studied, including our previous work [I7,16]. The model uses the proba-
bility of reaching node v from node u by random walks in G to compute c(u, v).
Relevant importance in graphs [30] is a generalized version of page rank algo-
rithm [5]. It studies the relevant importance of a set of nodes with respect to
a set of root nodes. The connection strength in this study is the importance of
node ¢ given node r (i.e., I(t|r)). Electric circuit model is also a CS model which
uses the electric networks principles to find the connection subgraphs between
two nodes u and v [10]. That model views the graph as an electric circuit con-
sisting of resistors, and compute c¢(u,v) as the amount of electric current that
goes from u to v.

2.2 Disambiguation

Reference disambiguation problem is related to the record de-duplication, record
linkage, and object consolidation problems [7L21] and often arises when differ-
ent information sources are merged to create a single database. The differences
between record linkage and reference disambiguation can be intuitively viewed
using the relational terminology as follows: while the record linkage problem
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consists of determining when two records are the same, reference disambigua-
tion corresponds to ensuring that references in a database point to the correct
entities. In the reference disambiguation problem, for each reference, a set of
possible candidates is given and the task is to pinpoint the correct entity in
this set. On the other hand, the object consolidation problem aims to correctly
group/cluster the references that refer to the same object without knowing the
possible entities in the dataset.

The traditional approach to these problems is to analyze the textual sim-
ilarities among the object features to make a disambiguation decision. Such
approaches are called feature-based similarity (FBS) techniques [23[TT],12]. Re-
cently, a number of techniques have been proposed that go beyond the traditional
approach [14111[3241 27,211 9,17, 167,21 22]. Ananthakrishna et al [I] presented
relational deduplication in data warehouses where there is dimensional hierar-
chy over the relations. Bhattacharya and Getoor introduced a method which
requires that social groups function as cliques [3]. This model expects that there
are strong correlations between pairs or sets of entities, such that they often
co-occur in information sources. Bekkerman and McCallum studied the disam-
biguation of name references in a linked environment [2]. Their model utilizes the
hyperlinks and distance between the pages where ambiguous names are found.
Minkov et al [22] introduced extended similarity metrics for documents and
other objects embedded in graphs, facilitated by a lazy graph walk. They also
introduced a learning algorithm which adjusts the ranking of possible candidates
based on the edges in the paths traversed.

In this paper, we employ the algorithm presented in [I716] to test our adaptive
connection strength model. The algorithm uses a graphical methodology; the
disambiguation decisions are made not only based on object features like in the
traditional approach, but also based on the inter-object relationships, including
indirect ones that exist among objects. The essence of the adaptive model is
to be able to learn the importance of various connections on past data in the
context of reference disambiguation.

3 Problem Definition

We now formally define the reference disambiguation problem. Assume dataset
D contains a set of entities X. Each entity x € X itself consists of one or more
attributes x.a1, x.asg, . . ., and it might also contain several references x.r1, .12, . . .
to other entities in X. Let R be the set of all references. Each reference r € R is
essentially a description and may itself contain one or more attributes. For each
reference r € R the option set S, of that reference is known. It contains all
entities in X to which r might potentially refer: S, = {yr1,¥r2,- .., Yrn, }- For r
its S, is initially determined either by ad hoc techniques, domain knowledge, or
by choosing all entities whose feature-based similarity exceed a certain threshold.
The true (unknown to the algorithm) entity to which r refers to is denoted as
r*. Then the goal of reference disambiguation is to pick the right y.; (i.e., r*)
from S, to which r really refers to.
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We denote the entity in the context of which reference r is made as x,.. The
employed reference disambiguation approach resolves each reference r € R by
analyzing direct and indirect relationships that exist between z, and each mem-
ber of S.. For that, it views the dataset D as an undirected entity-relationship
graph G, where node represent entities and edges represent relationships. In
essence, G can be viewed as an instantiation of the E/R diagram for D. The
approach relies on the CAP principle (Section [I), which can be reformulated in
terms of connection strength as: for r its 7* is likely to be such element y,; from
Sy that ¢(xr, yrj) > c(@r, yre) for all £ # j.

To make the definition clear, let us assume that we use the publication dataset
for reference disambiguation. In the publication domain ‘authors’ write ‘papers’.
We might have a paper P; that mentions ‘J. Smith’ as its author. Dataset D
might contain two authors who match that description: John Smith and Jane
Smith, where the actual author of P; is John. Then r = ‘J. Smith’, z, = Py,
r* = ‘John Smith’, and S, = {*John Smith’, ‘Jane Smith’}.

4 Solution

The core of the approach in [I7,[I6] that we employ to test our adaptive solution
is a connection strength model, called WM. It is a fized mathematical model and
based on some intuitive assumptions which are true for many datasets. In this
section we first describe how an adaptive CS model can be created (Section E]).
Then we give an example adaptive CS model (Section 2)) which is used in this
paper. Finally, we discuss the self-tuning algorithm (Section E3]).

4.1 Adaptive Connection Strength Model

Assume that we can classify each path that the disambiguation algorithm finds
in graph G into a finite set of path types Sy = {T4,Tb, ..., T,,}. Namely, there is
a function T'(p, G) — St such that for any given path p and graph G, maps it
to one of those path types. If any two paths p; and p are of the same type T},
then they are treated as identical by the algorithm. Then, for any two nodes u
and v we can characterize the connections among them with a path-type count
vector Tuv = (c1, €3, ..., ¢ ), where each ¢; is the number of paths of type T; that
exist between u and v. If we assume that there is a way to associate weight w;
with each path type 7T;, then CS model computes c(u,v) as:

c(u,v) = Zciwi. (1)

The existing CS models differ in classification of path types and in the way of
assigning weights to path types. Furthermore, these are generally chosen by the
algorithm designer.
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4.2 Path Type Model

To classify the paths we use a model which we refer to as Path Type Model (PTM).
It classifies paths by looking at the types of edges the path is comprised of. Namely,
PTM views each path as a sequence of edges (e1, es, . .. , ex), where each edge has a
type associated with it. This sequence of edge types ((E1, Fa, . .., Ej)) are treated
as a string and PTM assigns different weights to each string. For example, in the
publications domain authors write papers and are affiliated with organizations.
Hence there are two types of edges that correspond to the two types of relation-
ships: E; for ‘writes’ and E» for ‘is affiliated with’.

4.3 Learning Algorithm

The CAP principle in the reference disambiguation problem allows us to cali-
brate a CS model directly from data and apply it in the context of reference
disambiguation. The principle states that for a reference r it is likely that

c(xr, yrj) > c(xr,yre) for any r, £ # j where y,; = r". (2)

Because of the ‘likely’ part in the CAP, many of the inequalities in the system
@) should hold, but some of them might not. That is, system (2) might be
overconstrained and might not have a solution. To address the ‘likely’ part, we
add a slack to the system and then require it be minimized:

Constraints:

C('Trvyrj) + 57‘( > C(‘Tra yrf) for any 7’7€ 7é Js Yrj = r*
gr@ > 0

Objective:
Minimize Y, &re.

The employed reference disambiguation approach also states that for reference
r the connection strength ‘evidence’ for the right option y,; = r* should visibly
outweigh that for the wrong ones y,¢, ¢ # j. Thus, in addition to the objective
in @), the value of [¢(z,, yrj) — c(zr, Yre)] should be maximized for all r, ¢ # j,
which translates into maximizing Y, [¢(@y, yrj) — c(zy, yre)]. After combining
the first and second objectives, we have:

Constraints:
C(xrvyrj) + gr( > C(-Tra yrf) for any 7’76 7& Js Yrj = r*
grl 2 0

Objective:
Minimize o ZM e+ (1—a) Zre [C(xra Yre) — c(xr, yrj)]

Here « is a parameter that allows to vary the contribution of the two different
objectives. It is a real number between 0 and 1, whose optimal value can be
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determined by varying « on training data and observing the effect on the quality
of the disambiguation. System (@) essentially converts the learning task into
solving the corresponding linear programming problem, and linear programming,
in general, is known to have efficient solutions [I3]. All ¢(u,v) in @) should be
computed according to () and adding a normalization constraint that all weights
should be in [0, 1] domain: 0 < w; < 1, for all . The task becomes to compute
the best combination of weights wy, ws, . .., w, that minimizes the objective, e.g.
using any off-the-shelf linear programming solver.

5 Experimental Results

We experimentally study our method using real and synthetic datasets taken
from two domains: Movies (Section B.I)) and Publications (Section [B.2). We
compare the learning approach (PTM) against the best existing model used
for disambiguation so far: the random walk model (WM) [17], which we will
refer to as RandomWalk.

RandomWalk model computes ¢(u,v) as the probability to reach node v from
node u via random walks in graph G, such that the probability to follow an edge
is proportional to the weight of the edge. Accordingly, ¢(u, v) is computed as the
sum of the connection strength c(p) of each path p from Py (u,v), where ¢(p) is
the probability of following path p in G, i.e.

D

pE P, (u,v)

c(u,v) = c(p) (5)

We report the results in terms of accurac, which is defined as the fraction of
correctly resolved references.

! For the reference disambiguation problem we solve, the accuracy and F-measure are
known to be the same.
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5.1 Experiments on the Movies Domain

We use the Stanford Movies Datasefd. A sample entity-relationship graph for
this dataset is illustrated in Figure[[l The dataset contains three different entity
types: movies (11,453 entities), studios (992 entities) and people (22,121 entities)
and there are five types of relationships: actors, directors, producers, producing
studios and distributing studios.

When studying the accuracy of disambiguation, we use a method of testing
commonly employed by many practitioners, including the recent KDD CUP. We
introduce uncertainty in the dataset manually in a controlled fashion and then
analyze the resulting accuracy of various methods. Specifically, we disambiguate
references from movies to directors, by making them uncertain. First, a fraction
f:0< f <1 of all director references is chosen to be made uncertain, while the
rest remain certain. Each to-be-uncertain director reference r is made ambiguous
by modifying it such that it either points to two directors instead of one (i.e.,
¢ = |Sy| = 2) or points to ¢ directors where ¢ is distributed according to the
PMF in Figure[d (i.e., ¢ = |S;| ~ pmf). Here ¢ stands for the cardinality of S,.
Training and testing is performed for the same values of f and ¢, but the director
references chosen to be ambiguous are different in training and test data.

Figures Bl and @] study the effect of the parameter «, that controls the con-
tribution of various objectives in system (@) from Section 3] on the accuracy
of various approaches, for different combinations of f and ¢. We performed the
experiments for two different cardinalities (¢ = 2 and ¢ ~ pmy) and four different
fractions of ambiguous entities (f = {0.25,0.5,0.75,1}). In these experiments,
the optimal a was found to be approximately 0.10. When « is set to its best

2 http://www-db.stanford.edu/pub/movies/
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value, PTM visibly outperforms the state-of-the-art model, RandomWalk. As
the number of ambiguous references increases, the improvement with the PTM
against the RandomWalk method becomes more significant. For example, the
improvement with PTM for f = 0.25 and ¢ = 2 is 2.7%, whereas it is 9.18%,
when f=1and ¢ = 2.

5.2 Experiments on the Publications Domain

Dataset. We now present the results on SynPub dataset, which is from [16]
and emulates CiteSeer dataset. It contains four different types of entities: author,
paper, department, and organization and three types of relationships: author-
paper, author-department, and department-organization.

We generated five different sets of datasets. Each set contains a training and
ten different testing datasets, the parameters are same for all datasets; however,
the authors to be disambiguated are different. Each dataset has different types
and levels of uncertainty (see [I7]) and contains 5000 papers, 1000 authors, 25
organizations, and 125 departments. The least ambigious datasets are in set 4,
while the most ambiguous ones are either in set 5 or set 1, see Table[Il

Results. For each training dataset, we selected the optimal a value, which is
0.10 for datasets 1, 2, and 5 and 0.01 for dataset 3 and 4. Then these optimal val-
ues were used in testing. The average accuracy of different testings are reported
in Table [Il Since the results of PTM and RandomWalk are essentially identi-
cal, we performed another experiment with a different path classification model,
hybrid model. This model is the combination of PTM with RandomWalk, such
that it takes into account the node degrees in addition to the edge types in a
path. The connection strength of this model is computed as:
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n

c(u,v) = Z c(p)wr,, where T; = T'(p, G) (6)
PEPL(u,v)

Accuracy results with the hybrid model is the same as the other two models.
So we can conclude that RandomWalk model is a good model for this specific
setting. However, it may not work ideally for every instance of the publications
domain. To show that, we performed some additional experiments. Our intuition
in these experiments is that when creating the SynPub dataset, the analyst has
chosen to project from CiteSeer relationships of only a few carefully chosen types
that wouold work well with RandomWalk, i.e. the three types discussed above,
while purposefully pruning away relationship types that are less important for
disambiguation and would confuse RandomWalk model. In other words, the
analyst has contributed his intelligence to that unintelligent model.

We gradually added random noise to one of the datasets, namely dataset 5,
by introducing relationships of a new type — that represent random meaningless
relationships. The random relationships were added to the ‘false’ cases only.
That is, the added relationships are between the reference r and the candidates
(yrj) € {Sr — r*}. Figure [l examines the effect of this noise on the accuracy
of RandomWalk and PTM techniques. It shows that both of the techniques
obtain very high accuracy compared to the standard approach, shown as ‘FBS’,
which does not use relationships for disambiguation. Initially, RandomWalk and

Table 1. Publications dataset results

Dataset| PTM |[RandomWalk|Hybrid| FBS
1 93.2% 93.1% 93.1% (50.0%
2 94.9% 94.9% 94.9% (55.0%
3 74.6% 74.7% 74.7% 155.0%
4 98.4% 98.4% 98.4% |74.8%
5 64.9% 64.9% 64.9% (50.0%
0.65 : ' ' ' F---RandomWalk ===
PTM —-x-—-
o6 | FBS x|
055 .
g 0.5 g%\ - Ko Koo E
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Fig.5. Accuracy vs. Number of random relationships(noise)
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PTM has the same accuracy. But as the level of noise increases, the accuracy
of RandomWalk drastically drops below that of PTM and FBS. PTM is an
intelligent technique that learns the importance of various relationships and can
easily handle noise — its curve stays virtually flat. Notice, since FBS does not
use any relationships, including the random noise, its curve stays flat as well.

6 Discussions and Conclusion

Our results show that adaptive connection strength model always outperforms
the state-of-the-art RandomWalk model. There are many advantages of self-
tunable CS model in the context of reference disambiguation. First of all, it
minimizes the analyst participation, which is important since nowadays var-
ious data-integration solutions are incorporated in real Database Management
Systems (DBMS), such as Microsoft SQL Server DBMS [6]. Having a less analyst-
dependent technique makes that operation of wide applicability, so that non-
expert users can apply it to their datasets. The second advantage of such a CS
model is that it expects to increase the quality of the disambiguation technique.
There are also less obvious advantages. For example, the technique is able to
detect which path types are marginal in their importance. Thus, the algorithm
that discovers paths when computing c¢(u,v) can be sped up, since the path
search space can be reduced by searching only for important paths. Speeding up
the algorithm that discovers paths is important since it is the bottleneck of the
overall disambiguation approach [17,I5,16].
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Abstract. Nearest-neighbor queries are an important query type for commonly
used feature databases. In many different application areas, e.g. sensor databases,
location based services or face recognition systems, distances between objects
have to be computed based on vague and uncertain data. A successful approach
is to express the distance between two uncertain objects by probability density
functions which assign a probability value to each possible distance value. By in-
tegrating the complete probabilistic distance function as a whole directly into the
query algorithm, the full information provided by these functions is exploited.
The result of such a probabilistic query algorithm consists of tuples containing the
result object and a probability value indicating the likelihood that the object
satisfies the query predicate. In this paper we introduce an efficient strategy for
processing probabilistic nearest-neighbor queries, as the computation of these
probability values is very expensive. Ina detailed experimental evaluation, we dem-
onstrate the benefits of our probabilistic query approach. The experiments show
that we can achieve high quality query results with rather low computational cost.

1 Introduction

In many modern application ranges, e.g. spatio-temporal query processing of moving
objects [4], sensor databases [3] or personal identification systems [13], usually only un-
uncertain data is available. In the area of multimedia databases, e.g. image or music data-
bases, or in the area of personal identification systems based on face recognition and fin-
gerprint analysis, there often exists the problem that a feature vector cannot exactly be
determined. This “positional” uncertain data can be handled by assigning confidence in-
tervals to the feature values, by specifying probability density functions indicating the
likelihood of certain feature values, or by specifying confidence values for a set of dis-
crete feature values. The advantage of the latter form of representation of uncertain data
is that distances between the uncertain objects can be processed more easily than object
distances based on smooth probability density functions. Furthermore, positional uncer-
tainties of objects are often given in form of discrete values, in particular, if potential
object locations are derived from different observations. Even when the uncertainty of
the objects are specified by means of smooth probability density functions, we can
achieve our preferred discrete data representation by means of sampling techniques.
With this concept, we can find a good trade-off between accuracy and query perfor-
mance.

The approach proposed in [9] which uses probabilistic distance functions to measure
the similarity between uncertain objects seems very promising for probabilistic similar-
ity queries, in particular for the probabilistic distance-range join. Contrary to traditional
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approaches, they do not extract aggregated values from the probabilistic distance func-
tions but enhance the join algorithms so that they can exploit the full information pro-
vided by these functions. The resulting probabilistic similarity join assigns a probability
value to each object pair indicating the likelihood that the pair belongs to the result set,
i.e. these probably values reflect the trustability of the result. In this paper, we adopt the
idea to use probabilistic distance functions between positional uncertain objects in order
to assign probability values to query results reflecting the trustability of the result. In ap-
plications where wrong results have fatal consequences, e.g. medical treatment, users
might only look at very certain results, whereas in commercial advertising, for instance,
all results might be interesting. Based on this concept, we propose a solution for proba-
bilistic nearest neighbor queries which are practically very important in many applica-
tion areas.

2 Related Work

In the last decade, a lot of work has been done in the field of similarity query process-
ing with the focus on management and processing of uncertain data. Thereby, the devel-
opment of efficient and effective approaches providing probabilistic query results were
of main interest. A survey of the research area concerning uncertainty and incomplete
information in databases is given in [1] and [11]. Recently a lot of work has been pub-
lished in the area of management and query processing of uncertain data in sensor data-
bases [3] and especially in moving object environments [4, 12]. Similar to the approach
presented in this paper, the approaches in [2, 3, 4, 12] model uncertain data by means of
probabilistic density functions (pdfs). In [12], for instance, moving objects send their
new positions to the server, iff their new positions considerably vary from their last sent
positions. Thus, the server always knows that an object can only be a certain threshold
value away from the last sent position. The server, then, assigns a pdfto each object re-
flecting the likelihood of the objects possible positions. Based on this information the
server performs probabilistic range queries. Likewise, in [4] an approach is presented for
probabilistic nearest neighbor queries. Note that both approaches assume non-uncertain
query objects, and thus, they cannot be used for queries where both query and database
objects are uncertain. Queries that support uncertain database objects as well as uncertain
query objects are very important as they build a foundation for probabilistic join proce-
dures. Most recently, in [9] a probabilistic distance range join on uncertain objects was
proposed. Instead of applying their join computations directly on the pdfs describing the
uncertain objects, they used sample points as uncertain object descriptions for the com-
putation of the probabilistic join results.

Furthermore, most recently [5] an approach was proposed dealing with spatial query
processing not on positionally uncertain data but on existentially uncertain data. This
kind of data naturally occurs, if, for instance, objects are extracted from uncertain
satellite images. The approach presented in this paper does not deal with existentially
uncertain data but with positionally uncertain data which can be modelled by probability
density functions or are already given as probabilistic set of discrete object positions
similar to the approach presented in [9].
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3 Probabilistic Nearest Neighbor Query on Uncertain Data

As already mentioned, a non-probabilistic similarity query on positional uncertain
data has some limitations which are overcome by our probabilistic approach introduced
in this section. It is based on a direct integration of the probabilistic distance functions
rather than using only aggregated values. Our new query type assigns to each result ob-
ject a probability value reflecting the likelihood that the object fulfills the query
predicate.

Definition 1 (probabilistic similarity query)

Let g be an uncertain object and DB denote a database, and let 6 ,denote any similarity
query predicate based on a given distance function d. Furthermore, let P(q 6, 0) denote
the probability that g 0, o is true for the object pair (¢, 0) € ¢ x DB. Then, the probabi-
listic similarity query Qp'gb consists of result pairs (o, P(q 0, 0)) € DB x [0,1] for which
P(q 0,0)>0holds, i.e. Q‘"gb ={(0,P(¢0,0))|P(q0,0)>0} DB x[0,1].

3.1 Probabilistic Nearest-Neighbor Query Based on Smooth Probabilistic
Distance Functions

In this section, we shortly show how we can theoretically compute the probability value
P(q 6" 0) underlying the probabilistic nearest-neighbor query.

Lemma 1. For a given uncertain query object ¢ each uncertain database object o, we can
compute P(q 6, 0) reflecting the probability that o is the nearest neighbor of g as
follows:

dv

x € DB

+o0 *
P(g 07'0) = [[am| [ rGG-m.o@- 1 [1 - [fud -, x)(t)dt] dx
IR —0 o o

Proof. First, we fix a certain position v for the uncertain object representation g. Then,
we weigh the probabilistic distance function f,(8(t —v), 0)(t) between our uncertain
object o and our “certain” position v with a probability value P, indicating the like-
lihood that all database objects x € DBlo have a distance higher than 1 from v. Integrat-
ing, over all distance values t yields the probability that o is the nearest neighbor of ¢
under the condition that the position of ¢ is equal to v. Finally, integrating over all pos-

sible positions of ¢ yields the probability that o is the nearest neighbor of g. |

Note that we can extend Lemma 1 so that it can be used as foundation for the proba-
bilistic nearest-neighbor query, by substituting the probability value P by the fol-
lowing expression:

> 1 ([ acc-wnod) (1-[ uee-vxond)

AcDBlo yed
|4] = k-1 xe(DBlo)\4

weight

3.2 Probabilistic Nearest-Neighbor Query Based on Discrete Probabilistic
Distance Representations

Although for some uncertain object representations it would be possible to compute
the probabilistic similarity queries directly on Lemma 1, we propose to compute them
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based on the generally applicable concept of monte-carlo sampling. In many applications
the uncertain objects might already be described by a discrete probability density func-
tion, i.e. we have the sample set already. If the uncertain object is described by a contin-
uos probability density function, we can easily sample according to this function and
derive a set of samples. In the following, we assume that each object o is represented by a
set of s sample points, i.e. o is represented by s different representations {0y, ..., o,}. After
having described how to organize these discrete object representations within a database
(cf. Section 3.2.1), we show how to compute the probabilistic nearest-neighbor query
(cf. Section 3.2.2) based on these discrete object representations.

3.2.1 Database Integration of Uncertain Data

In order to reduce the complexity of the query computation, we introduce an efficient
query algorithm which is based on groups of samples. Thereby two samples o, and o,
of the same object o are grouped together to one cluster, if they are close to each
other. We can generate such a clustering on the object samples by applying the parti-
tioning clustering algorithm k-means [10] individually to each sample set {o,, ..., 0 }.
Thus, an object is no longer approximated by s samples, but by & clusters containing
all the s sample points of the object.

Definition 2 (clustered object representation)

Let {oy, ..., o, } be a discrete object representation Then, we call the set {{o |, ...,
O fseees 015 s Op 3 } @ Clustered object representation where - kk{_ 1 %ij =
{01, .., o} and ny+..+n =s. PT e S T Sy

i

Similar to [9], we store these clustered object representations in R-tree [6] like index
structures.

3.2.2 Nearest-Neighbor Query Algorithm
A straightforward approach for an efficient probabilistic nearest-neighbor query is
based on the minimal maximum distance d,,,, (cf. Definition 3). Based on this

distance it is possible to exclude many database objects o from the probabilistic near-
est-neighbor search of a query object g (cf.Lemma 2).

Definition 3 (minimal maximum object distance)
Let g be an uncertain query object. Then the minimal maximum object distance of g
is computed by: d =min {maxdist (MBR(q), MBR(0))| 0 € DB}

minmax

Lemma 2. Let ¢ be an uncertain query object and DB be a set of uncertain objects. Then,
the following statement holds:

Yo € DB: mindist (MBR(q), MBR(0)) > d,;ma = P(q 0" 0)=0

Proof. Let o’ € DB be the object in the database for which maxdist (MBR(g),
MBR(0’)) = d,iymq holds. Then, for all sample points g;;, 0;;, 0’; ;- the following
statement holds: d(g, ;, 0,;) > d(q;;, 0";-;-). Therefore, the probability that o is the nearest
neighbor of ¢ is equal to 0. O

Based on the candidate sets C = {0 € DB | mindist (MBR(q), MBR(0)) <d,,;uax}> WE
can introduce a straightforward approach which computes the probability value p,,,(¢, 0)
indicating the likelihood that the object o = {0y, ..., 0, } is the nearest neighbor of ¢ = {q,,
s G}
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Punlqy,0) = (1-1/2)(1-2/2) = 0/4
Pun(q1, 09 = (1-2/2)(1-2/2) = 0/4
P2, 0) = (1-0/2)-(1-0/2) = 4/4
Pun(qa, 09 = (1-0/2)-(1-1/2) = 2/4

Pol@0 = (4/4+2/4)/4=6/16=375%

Fig. 1. Computation of nearest-neighbor probabilities (s=2)

Lemma 3. Let {0}, ..., o, } € C. Then, the probability value p, (g, 0) indicating the
likelihood that o is the nearest neighbor of ¢ can be computed by:
Z pnn(qia 0/)
pnn(q’ 0) — Ljel..s 5 ,
s
where p,,,(q;, 0;) is equal to

|{(qlspz)|d(qz’l91)<d(q,, o) nle 1...s}|)
s

peC

P#FGApPpFO
Proof. First, we compute the probability p,,(q; o;) that o; is the closest sample to the
sample g, by computing for each database object p € C the probability P(p, g, 0;) that
no sample of p is closer to the sample g, than the sample o;. Note that for objects p €
DB\C P(p, q;, 0)) is 1. The combination [T p(p, 0,,0;) of these independent probability
values yields the probability that the sample pomt oj is the nearest sample point for the
sample point g;. The average of these s?> many probability values p,, (¢, 0;) is equal to

Pun(q; 0). O

In the following, show that the pruning distance for the uncertain query object g can
further be decreased. The basic idea is that we do not use the minimal maximum object
distance of ¢, i.e.d but the minimal maximum distance of each single sample point.

minmax>

Definition 4 (minimal maximum sample distance)

Let DB be a set of uncertain objects and let ¢ = {{q; 1, s 41, }ses {Gp15 > Qi )} bE
a clustered query object representation. Then, the minimal maximum sample distance of
each sample point g;; and the minimal maximum cluster distance of each cluster C; =
{4:15 -+ 4;, } are computed as follows:

dmmmax(qt ) = min {maxdist (¢;;, MBR(0))| 0 DB}
(C;))=min {maxdist (MBR(C;), MBR(0))| 0’ DB}

mmmax

Lemma 4. Let DB be a set of uncertain objects. Then, the following statement holds for
an uncertain query object g = {{qy 41 Yo 4k, 9in }}:

Viel.kVjel.n;: mmmax(qu) d inma C) <

mmmax

In our final approach, we exploit the above lemma. Basically, our probabilistic near-
est-neighbor query computes for the query object g = {1qy 1, -+ 1 } o> (Ghc1s s Ghon,) }
the possible nearest neighbors in the set DB by carrying out the following two steps for
each o € DB, an example is depicted in Figure 1:
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ALGORITHM 1. Probabilistic-Nearest-Neighbor Query.
INPUT: ¢ = {{q1,15 s G1 oo lits oo Gin } >
R-tree containing clustered uncertain objects from DB

OUTPUT:(0,p,,(q,0)) for all objects o € DB where p,,(¢,0) >0
BEGIN

1 FORALL: € 1..£DO

2  FORALLj € 1..n; DO

3 LIST nnlist(q;); // manages entries of the form (o, p,,,(q;0), sample_cnt_o)

4 PriorityQueue queue; // sorted in ascending order according to the mindist value of the entries

5 queue.insert (mindist MBR(q), MBR(R-tree.root)), (q, R-tree.root));

6 WHILE NOT (queue.isempty() OR ProbDoNotChange ({nnlist(q;;) | i € 1...k Aj € 1...n;})) DO
7 Element first = queue.pop();

8  CASE type(first.db) // of what type is the R-tree element first.db?

9 DirNode, DataNode: // type of first.query is Object

10 FOR EACH element IN first.db DO {// element is a tree node
11 d = mindist (MBR(first.query), MBR(element));

12 queue.insert (d, (first.query, element)); }

13 Object: // type of first.query is also Object

14 IF SplitFurtherObject(first, queue) THEN

15 FOR EACH C{(q) IN first.query DO

16 FOR EACH C;(0) IN first.db DO {

17 d = mindist (MBR(C(g)), MBR(C}(0));

18 queue.insert (d, (C(q), Cy(0))); }

19 ELSE UpdateProbValues(first, {nnlist(q;;) | i € 1.k Aj € 1..n;});
20 ObjectCluster: // type of first.query is also ObjectCluster

21 IF SplitFurtherCluster(first, queue) THEN

22 FOR EACH ¢;; IN first.query DO

23 FOR EACH Op IN first.db DO

24 queue.insert (dist(q; ;, 0;), (q;> 0, 1))

25 ELSE UpdateProbValues(first, {nnlist(q;;) | C{q) = first.query nj € 1.n;});
26 ObjectSample: // type of first.query is also ObjectSample

27 UpdateProbValues(first, {nnlist(q;;) | q;; = first.query});

28 END;

29 END DO;

30 ReportResults ({nnlis(q;;) |i € 1.k Aj € 1...n;});

END.

* First, we compute simultaneously for each sample point g, ; the probability p,,(g; ;, 0)
that an object o is the nearest neighbor of the sample point g; ;.

» Second, we combine the s probability values p,,(g; ;, 0) to an overall probability value
Pan(q, 0) which indicates the likelihood that the object o is the nearest neighbor of g.

The second task can be carried out straightforward based on the following lemma,
whereas the first task is more complex and is explained in the remainder of this section.

Lemma 5. Let DB be a set of uncertain objects and let ¢ = {{q; 1, ..., 1 }sr {q 1> s
k., } be an uncertain query object. Then, the following statement holds.

1
Vo e DB:pnn(q3 0) = E : z pnn(qi,j’ 0)
i=1..kj=1..n
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Thus, the remaining question is how to compute the values p,,(g; ;, 0) efficiently. The
approach proposed in this paper can be regarded as an extension of the nearest-neighbor
search algorithm presented in [7]. Contrary to [7], our approach deals with complex clus-
tered uncertain object representations instead of simple feature vectors. Furthermore, we
do not compute a distance ranking for the query object g but a probability value p,,(g; ;,0)
to each sample point ¢; ; indicating the likelihood that object o € DB is nearest neighbor
ofg;

Algorithm 1 depicts our proposed probabilistic nearest-neighbor query algorithm.
Like in the approach presented in [7], we use a priority queue gueue as main data struc-
ture. In our case, the priority queue contains tuples entry=(d, (g, 0)), where q is a part of
the query object entry.query, o is a part of a database object entry.db, and d indicates the
minimum distance between g and o. The distance values d determine the ordering of the
priority queue. We have to store pairs of objects instead of simple objects because the
query object itself consists of different parts, i.e. s sample objects g;; and & clusters C;
(called C{(q) in the algorithm for clarity reasons). The priority queue is initialized with
the pair (mindisttMBR(q), MBR(Rtree.root)), (g, Rtree.root)). We always take the first
element from the priority queue and test of what type the stored elements are. Then we
decide for the first element of the priority queue whether it must be further refined or
whether we can already use this first element to change the probability values of the prob-
abilistic nearest neighbors of the query sample points g; ;. Three cases are distinguished
(cf. Figure 2):

¢ Assume the elements contained in the first element first of the priority queue are com-
plete uncertain objects g and 0. Then we test whether there exists an entry (d, (p, p’))
in queue for which the value d is smaller than maxdist(g, o), using the function Split-
FurtherObject(first, queue). If this is the case, we split ¢ and o into their cluster ele-
ments C(g) and C; (o) and store the k* many combinations of these clusters in queue.
If there does not exist such an entry (d, (p, p’)) (cf. Figure 2a), we update the lists
nnlist(q;;) which contain all information about the up-to-now found probabilistic
nearest neighbors of the sample point g;;. In the function UpdateProbValues (first,
{nnlist(q;;) | i € 1.k A je l..n;}), the entries (o, p,,(q;;0), sample_cni_o) are
updated. The values p,,(¢; ,0) indicating the likelihood that o is the nearest neighbor

of g, ; are set to (cf. Figure 2a):
n (1

sample_cnt_x)
(%, (4, j» x), sample_cnt_x) € nnlist(q; ;)

N

X#0

Furthermore, the values sample _cnt o are set to s.

Assume the elements contained in first are clusters, i.e. cluster Cy(q) corresponds to
the query object and cluster C;(0) corresponds to the database object. Then, in the
function SplitFurtherCluster(first, queue), we first test whether there exists an entry
(d, (p, p*)) in queue for which the value d is smaller than maxdist(C(q), C;(0)) and
for which the following two conditions hold. First, p has to be equal to ¢, to C{(g), or
to an object sample g, ;. Second, p” must not be a part of o, i.e. another cluster of o or
a sample point of 0. If an entry (d, (p, p)) exists for which these conditions hold, we
split C(g) and C;-(0) in its sample points g; ;and o;, - and store the |C(q)|-|C;-(0)| many
combinations of the sample points in queue. If there does not exist such an entry
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mindist(C{q)x) > d sample_cnt x1 =1 °
O Ci() o
, O dﬂj o Gy
(] q %dist(q 0
Ll Cof—a -
x2
d = maxdist(q,0) O 1 sample cnt x3 =1

sample_cnt x2 =2

q
I )

a) case 1: object pair (¢,0) b) case 2: cluster pair (C(¢),C;{0)) ¢) case 3: update of the value p,,(¢; ,0)

does not have to be refined  does not have be refined Pun(G::0) = D(q;,0) + 1/5-(4/5-3/5-4/5)

Fig. 2. Three cases of the probabilistic nearest-neighbor query algorithm

(d, (p, p’)), we update the lists nnlisi(q;;) (cf Figure 2b) In the function Update Prob-
Values (first, {nnlist(q;;) |j € 1...n;}), the entries (o, p,,(q;;,0), sample cnt o) are
updated. The values p,,(q;;,0) indicating the likelihood that o is the nearest neighbor
of g;; are set to: | |
Ci(0) sample_cnt_x)
= (1o

(x,pm,(qw., x),sample_cnt x) e nnlixt(q,wj)

pnn(qi7_ja 0) +

X#0
Furthermore, the values sample cnt o are set to sample cnt o + |C(0)|.

* Assume the elements in first are sample points, i.e. g;; is the query object and o, - is
the database object. Then, we call the function UpdateProbValues (first, {nnllst(ql D)
which updates the entries (o, p,,(q;;0), sample_cnt_o). The values p,,(q;;0)
indicating the likelihood that o is the nearest neighbor of g; ; are modified as follows

(cf. Figure 2c¢):
1 sample cnt x
pnn(qi,j’ 0)+E' I1 (1_%)
(%, Pu(4; j» x), sample_cnt_x) € nnlist(q; ;)
X#0

Furthermore, the values sample_cnt_o are set to sample_cnt_o + 1.

The algorithm terminates, if either the priority queue is empty or if in all s lists
nnlist(q; ;) there exists an entry (o, p,,(q;0), sample_cnt_o) for which sample_cnt o =
s holds. If this is the case, the probability values of all elements in the database do not
change anymore. Thus, we can stop processing any further elements from queue. After
the algorithm terminates, the values p,,(g; , 0) contained in the lists nnlis«(q; ;) indicate
the probability that o is the nearest neighbor of g, ;. Finally, in accordance with Lemma
5, the probability values that o is the nearest neighbor of ¢ are computed in the function
ReportResults ({nnlist(q;;) | i € 1.k nj € 1..n;}).

4 Experimental Evaluation

In this section, we examine the effectiveness, i.e. the quality, and the efficiency of our
proposed probabilistic nearest-neighbor query approach. The efficiency of our approach
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was measured by the average number of required distance computations per query object
which dominate the overall runtime cost.

The following experiments are based on the same datasets as used in [9]. We used
artificial datasets, each consisting of a set of 3- and 10-dimensional uncertain feature
vectors. Additionally, we also applied our approaches to two distributed real-world
datasets PLANE and PDB where the feature vectors were described by multi-dimension-
al boxes according to [8]. The following table summarizes the characteristics of the
datasets:

Table 1. Characteristics of the datasets

dataset ART3 ART3 ART10 ART10 PLANE | PDB
(low) (high) (low) (high)

dimensions d 3 3 10 10 42 120

uncertainty u 3% 5% 3% 4% 1% 4%

For the sampling of the possible object positions we assumed an equal distribution
within the corresponding uncertainty areas. All d-dimensional datasets are normalized
w.r.t. the unit space [0,1]%. As distance measure we used the L |-distance (Manhattan dis-
tance). We split all datasets into two sets containing 90% respectively 10% of all objects.
For the nearest neighbor queries, we used the objects from the smaller set as query ob-
jects and summarized the results. If not stated otherwise, the size of the sample set of
each uncertain object is initially set to 25 samples which are approximated by 7 clusters.

4.1 Experiments on the Sample Rate

First, we turned our attention to the quality of our probabilistic nn-query approach by
varying the number of used samples per object. We noticed that for sample rates higher
than 100 the resulting probability values do not change any more considerably. There-
fore, we used the probabilistic nn-query result R, ., = {(0, P,yucdq 0,4 0))| Poracq 0,4 0)
>0} (cf. Definition 1) based on 100 samples as reference query result for measuring the
error of the probabilistic nn-query results R ,, .. = {(0, Pyp00(q 0,4 0)) [ Pppron(q 64 0)>
0} based on sample rates s < 100. The used error measure Err,, for the nearest-neighbor

nn
query is defined as follows:
ErapRapproe Revacd) = 2, o3 S0y« 0 0 Panpron(@ 04" 0) = Prsaul 67 0)])
Figure 3a shows the error of the probabilistic nearest-neighbor query for a varying
sample rate 5. It can be clearly seen that the error decreases rapidly with increasing sam-
plerate s. At a sample rate s = 10 the error is less than half the size compared to the error
at s = 1 for some datasets. Furthermore, comparing the artificial datasets with high un-
certainties (ARTd(high)) to those with low uncertainties (ARTd(low)), we can observe
that a higher uncertainty leads to a higher error.
In the next experiment, we investigated how the sample rate influences the cost of the
query processing. Figure 3b shows the number of distance computations required to
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Fig. 3. Influence of the sample rate. a) error Errnn, b) number of distance computations.

perform the nn-query for varying sample rates. We set the number & of clusters to 5 for a
sample rate s higher than 5, otherwise we set £ = s. The cost increase superlinear with
increasing sample rates s. For high sample rates, the good quality (cf. Figure 3a) goes
along with high query cost (cf. Figure 3b). In particular, the query processing on datasets
with high uncertainty (ARTd(high)) does not only lead to a lower quality of the results
but is also more expensive than the processing on more accurate datasets (ARTd(low)).
In the case of very uncertain datasets the computational cost are higher because the prun-
ing distances, i.e. the minimal maximum object distances (cf. Definition 3), for very un-
certain objects are much higher than for non-uncertain objects. Altogether, we achieve
a good trade-off between the quality of the results and the required cost when using a
sample rate of s =25.

4.2 Experiments on the Efficiency

Next, we examine the runtime performance of our probabilistic nearest-neighbor query
approach. Figure 4 shows how the runtime performance depends on the number & of
sample clusters. On the one hand, when using only one cluster per object (k= 1), we have
only a few clusters for which we must compute the distances between them. This is due
to the fact that the cluster covers the entire uncertain object, i.e. it has a large extension.
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Fig. 4. Runtime performance for varying number of sample clusters
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On the other hand, very small clusters (k= s) also lead to an expensive query processing,
because we have to compute a lot of distances between pairs of clusters when refining
the object pairs. The best trade-off for k& can be achieved somewhere in between these
two extremes. As depicted in Figure 4, the optimal setting for k£ depends on the used sam-
ple rate. Generally, the higher the used sample rate s, the higher is the optimal value for
k. Note that the maxdist values of the cluster pairs are very high when using k= 1 sample
clusters. In this case, we often have to investigate the corresponding sample points of the
clusters which leads to a high number of distance computations. Table 2 shows the ratio
between the cost required for k=7 and k=1 for the probabilistic nearest-neighbor query
(6, (s = 25). We can conclude that the clustering of the object samples pays off when
using an adequate choice of the parameter £.

Table 2. Cost ratio between k=7 and k=1 (s = 25)

datasets ART3 | ART3 | ARTIO | ARTI0 | PLANE | PDB
(low) | (high) | (low) (high)

ednn 0.46 0.43 0.61 0.60 0.64 0.71

In the last experiment, we compare our efficient probabilistic nearest-neighbor query
approach (accelerated approach) as presented in Algorithm 1 to the straightforward so-
lution (simple approach) which takes for the pruning of candidate pairs solely the mini-
mal maximum object distance into account (cf. Definition 3 and Lemma 3). Figure 5
depictstheresults for the query processing on different datasets and varying sample rates.
Figure 5a shows that we achieve a very significant reduction of the query cost using the
pruning techniques of our probabilistic nearest-neighbor query algorithm independent
of the used sample rate. For the ART10(kigh) dataset the cost were reduced to 20% and
for both real-world datasets we even achieved a reduction to 15%. Figure 5b compares
the performance of both approaches using the artificial datasets for varying uncertainties
of the objects. This experiment shows that the simple approach is not applicable for high
uncertainties due to the enormous number of required distance computations. Contrary,
our accelerated approach is not very sensitive to the uncertainty of the objects and shows
good performance even for very imprecise data.

a) ; b)—=+—ART10 accelerated. - -A- -- ART10 simple
[ simple approach [N accelerated approach ART3 acoelerated -« 0 --.ART3 simple
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Fig. 5. Runtime performance for different pruning techniques
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5 Conclusions

Probabilistic query processing on uncertain data is an important emerging topic in
many modern database application areas. In this paper, we introduced an approach for
computing probabilistic nearest-neighbor queries on uncertain objects which assigns to
each object a probability value indicating the likelihood that it belongs to the result set.
We showed how this probabilistic query can effectively be carried out based on the gen-
erally applicable concept of monte-carlo sampling, i.e. each uncertain object is described
by a set of sample points. In order to improve the query performance, we determined
appropriate approximations of the object samples by means of clustering. Minimal
bounding boxes of these clusters, which can be efficiently managed by spatial index
structures, are then used to identify and skip unnecessary distance computations in a fil-
ter step. In a detailed experimental evaluation based on artificial and real-world data sets,
we showed that our technique yields a performance gain of a factor of up to 6 over a
straightforward comparison partner.

In our future work, we plan to extend our probabilistic algorithms to join processing,
which built a foundation for various data mining algorithms, e.g. clustering and classi-
fication on uncertain data.
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Abstract. Cache groups are a powerful concept for database caching, which is
used to relieve the backend database load and to keep referenced data close to
the application programs at the “edge of the Web”. Such cache groups consist of
cache tables containing a subset of the backend database’s data, guided by cache
constraints. If certain query types are anticipated in the application workload,
specifically designed cache groups can directly process parts of incoming declar-
ative queries. The main class of such queries, project-select-join queries, can be
supported by specifying a proper set of referential cache constraints.

Cache groups should be managed in the most cost-effective way. Hence, re-
dundant constraints should not be respected during cache loading and consistency
maintenance to avoid unnecessary overhead. On the other hand, because as much
queries as possible should be processable in the cache, all redundant relationships
implied by the set of specified cache constraints should be made explicit to help
the query optimizer.

1 Database Caching with Cache Groups

Often, performance of data-intensive applications over wide-area networks (e.g., of
transactional Web applications or Web information systems) is limited by the (back-
end) database (DB), especially by its processing power, its resource availability, and the
communication delays for serving user requests. A proven remedy for such situations
is the use of caching to substantially increase scalability and availability of the system
as well as to drastically reduce the user-perceived delays of information requests.

Web caching, as another kind of caching in this context, [1]] typically keeps sta-
tic Web objects (XML fragments or images) in some of the caches in the user-to-server
path and only enables identifier-based requests for cached objects. In contrast, DB cach-
ing is intended to deliver correct results for declarative DB queries (e. g., in SQL) from
the current cache contents, thereby relieving the backend DB of some of its workload.
Latency of user requests is supposed to be noticeably reduced by allocating these caches
close to the application servers at the edge of the Web. This, however, only happens if
user queries can be completely evaluated in the cache to save the travel times of mes-
sages (query shipping, result transmission) to the backend DB through wide-area net-
works. Hence, analysis of workloads must help to determine the future data reference
behavior of applications and, in this way, prepare for appropriate locality of reference
for them, to enable cache-based answering of frequent queries. This task is often facil-
itated by geographic contexts, which frequently determine the workload of application
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servers and, in turn, the data to be kept in their DB caches. Because these caches need
powerful functionality for query optimization and processing, storage management, in-
dexing, etc., they are often managed by full-fledged DBMSs and are therefore called
frontend DBs, too.

Differing from approaches that make use of (stacked) materialized views [2], our
cached data is organized in cache groups [3], which consist of a set of cache tables.
These cache tables contain a subset of the backend DB’s data, whose selection is guided
by cache constraints — the approach therefore also being called constraint-based DB
caching. It primarily rests upon referential cache constraints (RCCs), which specify
the data sets needed to run selected project-select-join (PSJ) queries in the cache. Such
specifications may be redundant or may contain RCC cycles, which imply cache groups
exhibiting non-minimal maintenance or excessive loading or unloading [4]].

Our specific contribution in this paper is to introduce a set of rules for proper cache
group design and usage. In case of redundantly specified RCCs, our rules identify these
redundant constraints, which will reduce cache maintenance overhead. On the other
hand, our rules derive all redundant relationships implied by the set of specified cache
constraints and make them explicit. This facilitates the query optimizer’s task of figur-
ing out all (parts of) queries that can be evaluated in the cache — besides those ones the
cache groups are designed for.

The rest of the paper is organized as follows: In the following Sect. 2] we illustrate
how cache groups are designed, how they are loaded, and how they are probed in order
to determine whether a given query can be processed in the cache. Section [3] derives
the set of rules that govern the optimization of cache groups, whereas we apply these
rules to a sizeable example in Sect. 4] to demonstrate the course and the effects of this
optimization process. Finally in Sect.[3l we summarize our results and give an outlook
on our future work.

2 Designing Cache Groups

The key idea of constraint-based database caching is to accomplish predicate com-
pleteness for some given types of query predicates P in the cache such that all queries
matching P can be evaluated correctly. This technique does not rely on static predi-
cates: Parameterized constraints make the specification adaptive; so-called candidate
values (CVs) are used to instantiate the corresponding parameters: An “instantiated
constraint” then corresponds to a predicate and, once the constraint is satisfied (i.e.,
all related records have been loaded), it delivers correct answers to eligible queries.
Hence, the candidate values should be carefully chosen, because they determine the set
of cache-evaluable predicates. They describe the future reference locality anticipated in
the cache and, therefore, serve as a kind of “loading directives” for the cache manager.

2.1 Basicsof Cache Groups

A cache contains a collection of cache tables, which represent backend tables and which
can either be isolated or related to each other in some way. For simplicity, let the table
and column names be the same in the cache and in the backend DB: Considering a
cache table S S designates its corresponding backend table, S.c a column c of S All
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records (of various types) in the backend DB that are needed to evaluate predicate P are
called the predicate extension of P.

For comprehension, let us repeat some definitions from [4]: The simplest form of
predicate completeness is value completeness. A value V is said to be value complete
(or complete for short) in a column S.c if and only if all records of 0¢—ySg are in S,
Hence, if we know that a value Vv is value complete in a column S.c, we can correctly
evaluate S.c =V, because all records from table S5 that carry this value are in the cache.
Furthermore, if we know that all values occurring in a column S.c are complete, we call
S.c column complete. This property allows to evaluate all simple equality predicates
S.c = Xin the cache as soon as a value X is found in S.c.

To answer PSJ queries in the cache, we must be sure that their extensions are present.
Specific equi-join predicates can be evaluated only if all corresponding join partners
are in the cache, which is enforced by using referential cache constraints (RCCs) [3]].
An RCC is defined between two cache columns not necessarily belonging to separate
tables. An RCC S.a— T.b from a source column S.ato a target column T.b is satisfied
if and only if all values v in S.a are value complete in T.b.

This RCC ensures that, whenever we find a record Sin cache table S all join partners
of s with respect to Sa= T.b are in T, too. Note, the RCC alone does not allow us to
perform this join in the cache correctly: Many records of Sg that have join partners in
Tp may be missing from S But using an equality predicate with a complete value in col-
umn S.C as an anchor, we can restrict this join to pairs of records that are present in the
cache: The RCC S.a— T.b expands the predicate extension of S.c = X to the predicate
extension of S.c = XA Sa = T.b. In this way, a complete value can serve as an entry
point into the cache for the evaluation of a query; it allows us to start reasoning about
predicates evaluable in the cache: Once the cache has been entered in this sense, reach-
able RCCs show us where joins can correctly be performed: Of course, the application
of RCCs can be chained.

A column is non-unique (NU) by default, but it can be declared unique (U) via the
SQL constraint unique in the backend DB schema. Depending on the types of source
and target columns, RCCs of types 1 : n, n: 1, and n: mmay occur.

Probing is the process of finding out whether, given an equality predicate S.c = v in
a query, the value v is complete in column S.c. This knowledge is the foundation for
applying RCCs along the join directions that occur in the query. There are basically two
approaches to probing that can be combined to form probing strategies:

— If Scis known to be column complete, it suffices to check whether Vv exists in S.C.
If it exists, it is complete.

— Otherwise RCCs can be exploited: If v exists in one of the source columns of RCCs
leading to S.c, the value Vv is complete (in S.C).

2.2 Loadingthe Cache

How do we fill the cache? To initiate cache loading, we have to specify some filling
columns S.f: Assume X € Sz.f is in the CV list and the cache manager wants to instan-
tiate a cache constraint containing S.f = X. In a first step, X is made complete, which
loads a number of records into S. Then for each RCC S.a — T.b emanating from S the
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Fig. 1. Cache group COPS: Construction of a predicate extension for COP

newly inserted values in S.a have to be made complete in T.b. Hence, new records are
inserted into all target tables T; reached by RCCs originating from S In the same way,
RCCs emanating from T; provoke loading actions in further cache tables, until all RCC
constraints are satisfied.

We can use cache tables, filling columns and RCCs to specify cache groups, which
is our unit of design to support a specific predicate type in the cache. A cache group is a
collection of cache tables linked by a set of RCCs. A distinguished cache table is called
the root table R and holds one or more filling columns. The remaining cache tables are
called member tables and must be reachable from R via RCCs.

With these definitions, we are able to introduce predicate extensions for PSJ queries.
First let us discuss the loading process in detail by an example: Cache group COPS
(Customer, Order, Product, Structure) in Fig. [l (left), which includes two RCCs of type
1 : nand two RCCs of type n: 1 (arrows). For a moment forget table Sand both RCCs
between Sand P. Then assume the predicate of a PSJ query to be evaluated on COP is

Q=(Ck=wAC.a=0.cAO.d=Pe).

An example of Q’s predicate extension is sketched in Fig. [I] (right), where dots repre-
sent records, lines value-based relationships. To establish value completeness for the
value W of filling column C.K, the cache manager loads all records of ox—Cg in a first
step. For each of these records loaded, the RCC C.a — O.c must be fulfilled (primary
key/foreign key relationships, solid lines); that is, all values of source column C.a (1,2
in the example) must be made complete in the target column O.c. Finally, for all val-
ues present in O.d (s,t), the RCC O.d — P.e makes their counterparts complete in P.e
(foreign key/primary key relationships, dashed lines). Hence, we have constructed the
predicate extension needed for Q exactly.

To make cache group design more elegant, we simplify our specification concepts:
Those values of the CV list that have already initiated cache loading may be considered
as values in artificial control columns and their relationships to filling columns may
be described by RCCs. (For example, the RCC stub leading from nowhere to C.K in
Fig.[Mindicates such an RCC; we leave out the artificial columns in our figures.) With
this unification of cache group specification, cache tables are loaded only via RCCs.
Following the RCCs, the cache manager can construct predicate extensions using only
simple loading steps based on equality of values. Accordingly, it can correctly evaluate
the corresponding queries locally.
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S.up u v X y z z z

Fig. 2. Unsafe loading of products in COPS Dots represent records, lines value-based relation-
ships along RCCs (line patterns indicate the responsible RCC from Fig.[T).

We will show by an example that, for reasons of “safe” cache loading and mainte-
nance, not all cache groups are acceptable: Assume we continue to load COPS where
tables P and (now) S contain the bill-of-material representation of products. As soon
as value t is made complete in P (via RCC O.d — P.e), it initiates loading in S via
P.e — S.down to make t complete in S.down. In turn, this action loads values U and v
into S.up, which enforces completeness for these value in P.e via Sup — P.e. As illus-
trated in Fig.[2] cache loading recursively iterates over the RCC cycle and causes prod-
uct t and its entire composed-of hierarchy to be loaded into the cache. Such excessive
load situations are called unsafe and are prohibited when designing cache groups [3]].

An RCC cycle is classified as homogeneous or heterogeneous, if it involves only
a single column or more than one column in some participating table, respectively. If
several cycles occur in a cache group and influence each other, some records loaded via
a cycle may smuggle values into other cycles, which may keep these cycles running.
Therefore, as proven in [4], while isolated homogeneous RCC cycles are acceptable,
other cyclic RCC specifications must be prohibited to prevent unsafe cache groups:

— Isolated heterogeneous RCC cycles are not allowed.
— Heterogeneous RCC cycles with non-compensating smuggler relationships are not
allowed.

The RCC cycle in cache group COPS (Fig.[T)) is heterogeneous and isolated and should
hence not be part of a cache group design.

3 Optimizing the Design

Making the most of a given cache group has two facets: First, when answering queries,
we would like the query evaluation in the cache to be as powerful and flexible as possi-
ble. Second, when maintaining the cache contents — in order to fulfill the defined cache
constraints — or when probing, we try to get by with the least possible effort.

3.1 Utilizing Redundancy

The path to both of these optimization goals lies in discovering redundancy in the cache
group: Excluding redundant paths of loading steps during maintenance avoids unneces-
sary costs; including all possible (redundant) join directions enables the query analysis
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to use the cached predicate extensions for a greater variety of queries. Therefore, we
need to know where redundant RCCs are.

Additionally, knowledge about column-complete columns as well as about redundant
RCCs offers more and probably cheaper possibilities for probing [4]: Redundant RCCs
need not be used during probing, and using a column-complete column, one is able to
avoid considering RCCs altogether.

An RCC is called redundant if dropping it from the cache group does not change the
cache group’s behavior with regard to record loading: The same sets of records will be
present in the cache in any situation after any number of loaded CVs, with or without
the redundant RCC. Every RCC is either a redundant RCC (RRCC) or a non-redundant
RCC (NRCO).

3.2 Optimization Rules
In summary, given a cache group, we would like to find out

— which redundant RCCs can be added,
— which user-defined RCCs are in fact redundant and which are not,
— and which columns are complete.

Our goal is, on the one hand, to find an irreducible core of cache constraints that mini-
mizes maintenance costs. On the other hand, we try to extend this core with a maximum
of information that is useful during non-maintenance tasks.

To this end, we transform the user-specified cache group by applying a number of
rules. These rules match certain situations in a cache group and may mark a column as
column complete or introduce redundant RCCs. It is important that no rule ever changes
the behavior of the cache group.

At the beginning of this optimization, due to the lack of better knowledge, we con-
sider all user-defined RCCs non-redundant. When a newly discovered RRCC coincides
with a user-defined NRCC, it effectively degrades the NRCC to an RRCC.

Figure [l illustrates the situations in which our rules apply. The depicted tables and
columns match the ones used in the textual descriptions of the rules below. We will
walk through them one by one.

Unique Columns. We have two rules to discover complete columns. The first one is
trivial, but it is needed nonetheless, because finding all complete columns is a prerequi-
site for successful application of some of the subsequent rules.

Rule 1. Every unique column is column complete. (Fig. 3a)

Every value in a unique column is complete as soon as it appears in the cache. Obvi-
ously, the column must always be complete then.

Induced Column Completeness. Our second rule deals with complete columns that
are induced by RCCs and the loading mechanism.

Rule 2. Let T.b be the only column of a table T that is reached by incoming NRCCs.
Then T.b is column complete. (Fig.
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Fig. 3. Rules. Changes in the cache group are highlighted with thicker lines. The prohibition sign
(@) marks exemplary RCCs that are not allowed for the rule to apply. (Complete columns are
gray, redundant RCCs dotted.).
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Area ..4' """"" >. Customer

Hamburg 78 * 78 platinum
Berlin 78 47 silver
Darmstadt 47 * 30 zinc
Munich 47

Fig. 4. Induced column completeness (of column Area.person) and inverse RCC (Area.person —
Customer.id). Records marked with a dot (¢) are in the cache.

Every value that is loaded into T through one of the incoming NRCCs is complete in
T.b. Since records are not loaded into T in another way (possibly existing RRCCs do
not contribute to the loading), T.b is column complete.

Let us look at a little example: Figure [d] shows a cache group comprising two cache
tables Customer and Area (with their backend and cache contents) as well as an RCC
Customer.id — Area.person. Table Customer is filled via column id. Customers 78 and
30 have been inserted, for each of which the corresponding Area records have been
loaded: two records for 78 (making 78 complete), none for 30 (assuming 30 is not in
Areag) which is therefore complete in person nevertheless. Therefore, person is column
complete.

Column person would stay complete if another incoming RCC were added to it (and
made 47 complete, for example). But if (Munich,47) were loaded because of an RCC
to city, it could not be guaranteed that the other 47 record would get into the cache,
too. Hence, 47 would not be complete and neither would person. Note that any number
of incoming RRCCs are acceptable; RRCCs do not contribute to the loading of cache
tables and, thus, are unable to challenge column completeness.

Inverse RCCs. An RCC x — y expresses that every value in X is complete in y. We can
discover additional RCC:s if we are able to control the set of values present in X (and can
then show that these values have to be complete in y). The simplest situation where it is
clear which values appear in X is when X’s table is loaded only via a single RCC s — X
pointing to X. Then the values in X depend directly on the values in S: More precisely, X
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can only contain a subset of values of S. Therefore, we say that a column T.b is column
dependent on a column S.aiff the only NRCC targeting table T is Sa— T.b.

By comparing this definition with Rule[2] it is obvious that every column-dependent
column is complete, but not every complete column is column dependent.

Let us return to our example in Fig. @t There we have two column-dependent col-
umns, person and id. We will concentrate on person: Due to the incoming RCC, it
contains a subset (78) of the values in id (30,78), which we know to be complete in id,
because id has a unique constraint. Therefore, every value in person is complete in id
and we can add an inverse RRCC person — id.

The colum person must not be reached by another NRCC (as opposed to our pre-
vious case of only column completeness), because a so-loaded 47 in person would not
necessarily become complete in id.

We wrap up the sketched situation in our next rule:

Rule 3. Let T.b be column dependent on a column S.a due to an NRCC S.a — T.b. If
S.ais column complete, then an inverse RRCC T.b — S.aholds. (Fig. [3d)

RCCsto Siblings. In special situations, two or more columns are in some sense syn-
chronized due to RCCs originating from a common column. In Fig. Bdl this common
column is S.a and we have got three RCCs leading from it to some other (child) columns
T.b, X1, and X,. (The RCC S.a — ¥X; is redundant, the other two are not.) This means
that all the values in S.a are complete in all of these three columns; let Vg4 denote this
set of values.

As we know from the discussion of Rule [l column dependency of a column, say
T.b, restricts the set of values in this column to a subset (of Vg5). Hence, every value
in column T.b is complete in the children of S.a, which we can express by redundant
RCCs from T.b to its siblings. (Strictly speaking, we could also add a redundant RCC
from T.b to itself. But because such an RCC can be equivalently replaced with a colum-
completeness label, we omit it: This would just be a special case of Rule[2l)

These thoughts leave us with the following rule:

Rule4. Let T.b be column dependent on a column S.a due to an NRCC Sa— T.b.
Then for every column ¢ that is reached by an RCC S.a — ¢; from the same source
column (i. e., a sibling of T.b), an additional RRCC T.b — ¢; holds. (Fig. Bd)

Possible Extensions. Our rules do not find every redundant RCC possible. We will
discuss two conceivable generalizations of existing rules that would enable us to find
more redundant RCCs.

The example shown in Fig. [5al generalizes the situation that is covered by our
Rules 3] and [t Column T.b is reached by two different homogeneous paths (where
there is no change of column in any table on the path), both emanating from Sa.

This means that T.b is not column dependent on S.a according to our simple def-
inition, but in a more general sense it is: The values in T.b are still determined only
by the values in S.a; on the paths towards S.a, more values may get lost than in our
simple single-RCC case, but we still have a subset relationship. This means that an in-
verse RCC T.b — Sais possible as well as RCCs from T.b to the direct children of S.a
(which are no longer siblings of T.b).
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Figure [3bl shows a different kind of generalization of the concept of dependency:
This time, the values in column T.b depend on both the values in S.a and the values in
R.a(i.e., at any time, T.b contains a subset of the union of those values). This setting
still permits RCCs to siblings to be added, as long as these siblings (e. g., X ) are reached
by RCCs from each of these synchronizing columns.

Rules expressing the sketched situations are not as easily checked as our chosen
ones, which can consider a column and its immediate neighborhood locally. In contrast,
here we would have to collect information about paths of any length and compare sets
of influencing columns. It is questionable whether these special situations occur often
enough to justify the added complexity of the rules for their optimization.

3.3 Applyingthe Rules

How do we apply our four rules to a given cache group? The basic idea is simple: Keep
applying the set of rules until no further match occurs and the cache group is in a stable
and, with regard to our rules, optimized state. Obviously, we must be sure that this will
happen eventually: Our rule application algorithm should not run into endless cycles.

Let us analyze the dependencies among our rules: Rules [3 and 4] produce RRCC,
which may override NRCCs. NRCCs eventually embody the irreducible core of the
constraints; they are not produced by any rule. Since RRCCs are not removed, their
number is only increasing, the number of NRCCs decreasing. This may at most lead
to further columns becoming column dependent, which might make Rules 3] and [4] ap-
plicable again. This process is bounded by the number of feasible RCCs.

The first two rules only produce column-complete columns: Only Rule 3] depends
on these column-complete columns. Since no rule removes the column-completeness
status of a column, no cyclic behavior is possible — as long as we are careful enough to
check whether a rule application did actually change the cache group.

Unique columns cannot be created during optimization: Therefore, Rule [ can be
independently applied in advance, before the other rules are applied repeatedly until
there are no further changes to the cache group.

In a Java implementation [S]], we have chosen to apply our rules according to a depth-
first search of the cache group, starting at the filling columns and stopping when cycles
are detected. This is sufficient, because all tables not reachable this way will not be filled
and used either. Furthermore, we are able to analyze the cycles encountered during rule
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Fig. 6. Optimizing a cache group. The dashed lines indicate user-defined but redundant RCCs.

application and see whether they lead to controllable loading behavior or make for
unsafe cache groups.

4 Example

Let us see our rules acting in concert to optimize a given cache group. Figure 6] depicts
our object of optimization [(a)]as well the optimization result[(e)} we will show step by
step how this result has been derived.

We start with a cache group that has been specified by someone who wants to use
our caching system for his online selling platform (Fig.[6a): We have four cache tables,
two unique columns Customer.id and Leadership.city, one filling column Customer.id
and six user-defined RCCs, which we have to consider non-redundant until further in-
vestigation. (In Fig. [6e] these are the five solid RCCs and the dashed one.)

In a preparing step, we apply Rule[I]to every column in the cache group. The order
in which we visit the cache tables in this and all the following steps is given in Fig.[6alin
Roman figures: a depth-first search starting at the filling column C.i. (In the following,
we abbreviate table and column names by their first letters.) In this way, we find the
unique columns C.i and L.c and mark them as column complete.

We then begin to apply Rules 2H4l to the cache group (Fig. [GB):

1. C.i is the only column of C that is reached by NRCCs; therefore, by Rule 2 it
is column complete (which we already know, so this does not change the cache
group). C.i is column dependent as well, but because it is dependent on an artificial
column outside of our main cache group, we skip the other rules.

2. In table O no column is induced column complete or column dependent, because
there are incoming NRCCs on two columns: None of our rules matches.

3. A.pisreached by two NRCCs, but not any other column is: A. pis column complete.
Note that A.p is not column dependent, because it is influenced by both C.i and L.I.

4. L.l is induced column complete because of the only NRCC A.p — L.I, which makes
L.l column dependent, too.
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5. Since L.I is column dependent, we can add an inverse RRCC L.I — A.p (Rule [3).
This degrades the already existing NRCC (indicated by a dashed line in Fig. [6d),
recognizing it as redundant.

6. According to Rule ] we can finally add redundant RCCs from L.| to each of its
siblings (with respect to the common father column A.p): Here this makes only for
one RRCCL.I — O.s.

This concludes our first run through the cache group; we have visited each table once.
Since we have made four changes (two column-complete columns and two RRCCs),
and because these might have established the preconditions for further rule applications,
we have to start a second time: In tables C and O we come across the same states as
before, but in A we find something new:

7. Column A.p has become column dependent on C.i due to the degradation of the
former NRCC L.I — A.p. This means — according to Rule 2] - that we can add an
inverse RRCC A.p — C.i (Fig.[6d). Furthermore, we could add RRCCs to children
of C.i if there were any besides A.p.

8. Intable L column L. is still column dependent on A.p — as discovered in stepdl (A
column can never lose its column dependency.) In step [6] we have already applied
Rule @ and introduced RRCCs to all siblings of A.p — but wait, there is a new
sibling, namely C.i, due to the recently created RRCC A.p — C.i. Hence, we can
add an RRCC L.I — C.i back to the Customer table (Fig. [6¢€)).

Our second run through the cache group is finished. We have added two RRCCs and
must therefore perform a third run to see whether these changes have opened up further
possibilities. You should be able to verify that this is not the case. Accordingly, the state
in Fig.l6e]is our optimized version of the cache group the user has defined:

— We have identified three additional RCCs, which, during query analysis and eval-
uation, allow for more join directions in the cache. For example, the predicate
L.c= ‘Berlin’ AL.I =C.i can be evaluated in the cache, given that L.C can be
probed successfully for ‘Berlin’.

— We have revealed that RCC L.I — A.p is actually redundant and thus need not be
checked during cache loading or probing operations. We could also warn the user
about this redundancy in his design, either when loading his complete specification
into our caching system or in advance, when the user is designing his cache group
assisted by a cache group adviser that implements our rules.

— Finally we have discovered four column-complete columns (among them admit-
tedly two trivial ones): These promise more flexibility in choosing the cheapest
probing strategy.

5 Conclusion

In this paper, we have presented four simple optimization rules that can be applied to
a cache group after it has been designed. These rules do not touch the loading behav-
ior, but make redundant information explicit that is contained in or derivable from the
given cache group design. Furthermore, during optimization, unsafe cache groups can
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be detected. This stock of information allows the cache manager to perform his tasks of
loading, unloading, probing, and query evaluation more efficiently.

Alternatively, this information could be fed back interactively to the designer of a
cache group to make him aware of the consequences of his decisions. Another type of
information that would be useful in this setting is estimates about the loading costs of
predicate extensions.

Our rules find the most useful redundant RCCs in situations that occur frequently.
We have demonstrated which constellations in cache groups lie beyond the capabilities
of our rules and how the rules could be extended to cope with those.

We have already implemented a DB-caching prototype called ACCache [6], which
relies on our constraint-based caching model. It is realized on top of an existing rela-
tional DBMS and leverages its federated query execution capabilities. Within ACCache
we can fill the cache; analyze, rewrite, and execute queries (partially) in the cache or
in the backend DB; collect statistics about the usage of specific predicate extensions;
and we can perform garbage collection based on these statistics. The making use of
redundant RCCs and column-complete columns during this tasks is still to be added.

At the moment, we are developing an automated measurement environment, which
will enable us to perform comparative benchmarks in order to assess quantitatively the
actual benefit of our cache group optimization rules presented in this paper — among
other aspects, such as the costs of loading and unloading predicate extensions or the
overhead of probing, always in comparison to the lower latencies or reduced backend
loads achievable.
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Abstract. In multimedia databases, the spatial index structures based
on trees (like R-tree, M-tree) have been proved to be efficient and scalable
for low-dimensional data retrieval. However, if the data dimensionality is
too high, the hierarchy of nested regions (represented by the tree nodes)
becomes spatially indistinct. Hence, the query processing deteriorates
to inefficient index traversal (in terms of random-access I/O costs) and
in such case the tree-based indexes are less efficient than the sequential
search. This is mainly due to repeated access to many nodes at the top
levels of the tree. In this paper we propose a modified storage layout of
tree-based indexes, such that nodes belonging to the same tree level are
stored together. Such a level-ordered storage allows to prefetch several
top levels of the tree into the buffer pool by only a few or even a single
contiguous 1/O operation (i.e. one-seek read). The experimental results
show that our approach can speedup the tree-based search significantly.

1 Introduction

The research in database indexing remains still a hot topic — its importance
even increases with the emergence of new data types like multimedia data, time
series, DNA sequences, etc. For such data, the tree-based indexes are often em-
ployed, e.g. the R-tree, X-tree, M-tree, and others [1I5], while apart from task-
specific criteria of retrieval efficiency, the I/O costs still represent an important
efficiency component. Simultaneously, the complexity of new data types makes
them hardly indexable by tree-based structures, so the sequential search is often
referred to perform better (in terms of I/O costs) than any tree-based index [20].
Despite the recent boom of new storage media (e.g. flash or hybrid disks), the
best (and cheapest) medium for storage/indexing is still the magnetic hard disk
drive (HDD) with rotating platters and moving heads. Due to its construction,
the I/O efficiency of HDD depends on access time and transfer rate. The access
time is determined by the seek time (head moves to a track), settle time (precise
head positioning) and the latency (or rotational delay). The transfer rate is given
by MB/s of sequentially (contiguously) read/written data from/to a track.
While HDD capacity doubles every year and transfer rate increases by 40%,
the access time improves only by 8% (because of kinetic limitations of heads).
Todays HDD can be of 300GB capacity, 50MB/s transfer rate and 10ms access
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time. With 8KB disk blocks (or pages) used by file systems, the fetching of a block
takes 10.16ms, so the access takes 98.5% of the total time. A contiguous fetch
of 800KB data takes only 2.5x the time needed for fetching 8KB data. However,
some two decades ago the HDDs exhibited different parameters, the access time
about 100ms and the transfer rate at about 150KB/s. Thus, a random access to
a disk block is relatively more expensive nowadays than some 20 years ago.

Sequential vs. Tree-based Indexing. The classic access methods have been
developed based on a traditional disk model that comes with simplifying as-
sumptions such as an average seek-time and a single data transfer rate. An
excellent overview of these problems can be found in [19]. The B-tree or R-tree
structures were developed in times of relatively cheap access costs (compared
to the transfer rates). The tree node size (mapped to a block) was 2 or 4KB,
while sequential reading of large data from HDD was not much cheaper than
reading the data by multiple random-access retrievals, e.g. 7s vs. 32s in case of
1MB of data and 4KB blocks. By query processing, a traversal of 1/5 (or less)
of the tree index sufficed to be faster than the simple sequential search. Today,
the tree-based querying must traverse less than 1/86 to overtake the sequential
search. Such a small proportion is achieved by B¥-tree, or R-tree built on low-
dimensional data. However, complex data cannot be retrieved in such an efficient
way, because of their high dimensionality. Therefore, in modern applications the
sequential search (or sequential-based indexes like VA-file [20]) is reported as
more efficient (in terms of I/O costs) than indexing by tree-based structures.

How Large the Tree Nodes Should be? One can ask whether the access
times could be reduced by enlarging the tree nodes. Then the number of nodes
would be smaller and so the number of I/Os would decrease. Here the problem is
in the increased number of entries stored in the node (the node capacity). Unlike
B-tree, where the node split operation is of linear complexity with the number of
entries, in R-tree or M-tree the complexity of node split is super-linear because
of (sub)optimal partitioning of entries. A high node capacity also leads to worse
approximations (e.g. MBRs in case of R-tree) in the parent node.

Second, although in B-tree the search in a single large node is fast because of
use of interval halving, this is not possible in R-tree or M-tree where no universal
ordering of entries is guaranteed. This has not to be critical in case of low-
dimensional R-tree where the tuples-in-query testing is fast, however, in M-tree
the sequential search within a node implies expensive distance computations.

1.1 Paper Contributions

In this paper we use level-separated buffering scheme which leads to more effec-
tive buffer utilization. Moreover, we introduce a modified split algorithm which
keeps the tree index level-contiguous, that is, nodes belonging to a certain level
in the tree are stored together. Such a modified index file layout allows to cheaply
prefetch the top levels of the tree and thus further decrease the access costs.
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2 Tree-Based Indexing

In this section we briefly summarize the structural properties of tree-based in-
dexes and their secondary storage, including buffering into main memory. First,
we assume "region-based” trees, where the data objects are stored in the leaves,
while each entry in an inner node represents a (spatial) approximation of the ap-
propriate subtree, e.g. R-tree’s MBR, or M-tree’s ball. We also assume an inner
node with m entries (regions) has m children (see Figure[Ih). Such assumptions
are satisfied by R-tree, M-tree, but not by the B-tree (which is not region-based).

(a) (b)
model view Ky N2§ Kz‘ ‘ ‘ ‘

\ \ HEH
physical Ao Bo Co Do Eo Fo Go Ao Bo Co Do Eo Ly Gy Fo
(file system)

view |Col J1[Fo I+ [A H{Do|Bo| GolKz[Eo | [Col J1]Fo| I+ [Ao| H{Do[Bo|Go Kol Eo|Lo|M{NAIO4]

Fig. 1. (a) Insert into leaf Go. (b) The resulting tree, split up to the root.

We subscript a node by the number of its level (level number), starting by 0
at the leaf level (see Figure[l]). Since indexes grow from bottom to top, a node’s
level number does not change. Besides the level number, each node obtains an
identifier. A node is stored at address (or offset) in index file which is the identifier
x node size. The inner and leaf nodes are of single size (given in kilobytes).

Inserting and Splitting. By standard insertion, a leaf is found into which a
new object is inserted. An overflowed leaf must be split between two leaves, one
keeping the old identifier, and a brand new leaf. The two new entries describing
two subtrees are inserted into the parent node (one entry is just updated). When
the parent node overflows, the splitting is repeated (possibly up to the root level).
In Figure[Il an insertion into the leaf Gg raises a sequence of node splits.

Model Structure vs. Index File Layout. Note that the sequential ordering
of nodes in the index file (physical view in Figure [[h) does not preserve the
structure (the model view). This is because the new allocated nodes at the end
of the index file come from different tree levels after a sequence of splits. In the
optimal situation, the physical ordering exactly follows the model ordering given
by breadth-first traversal of the tree. With such an organized index file we would
be able to prefetch the neighboring nodes by a single contiguous read. Unfortu-
nately, the standard splitting strategy cannot preserve the physical ordering of
nodes in accordance with the model, because this would imply O(n) insertion
complexity (shifting many nodes), which is impracticable in most cases.
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2.1 Standard Buffering and Prefetching

Like other database structures, also indexes use buffering [7] of blocks into mem-
ory frames. When a node is requested, its block is fetched from the disk and
stored in a frame of the buffer pool. If the same node is requested later, it could
still be in the buffer, so we avoid an I/O operation. Since the buffer is smaller
than the volume of requested nodes, a page-replacement policy must be used,
like LRU (LRU-T, LRU-P, LRU-K), MRU, FIFO, Clock, LFU, etc [I5[13/14].

Because of reasons discussed in Section [I we would like to access a large
amount of data in single contiguous I/O operation. Instead of a single node,
we could prefetch several additional nodes from the disk. Such prefetching is
actually provided by the HW cache of the HDD. Unfortunately, the ordering
of nodes in index file does not follow the tree structure. Hence, it would be
inappropriate to force the prefetched nodes to be stored in the buffer, because
such bulk-loading of nodes would lead to release of many nodes from the buffer
which are (maybe) more likely to be requested than the prefetched ones.

3 Related Work

Typically, the tree-based indexes follow linear abstraction of HDD provided by
file system. The only factor that has to be minimized is the number of random-
access I/0s [§]. Most efforts in database indexing have been spent on improving
filtering abilities with respect to the model (e.g. R-tree vs. X-tree [I] or M-tree vs.
PM-tree [I8]). Although the filtering improvements have a substantial impact on
the overall efficiency (not only on the I/O costs), at some point further improving
of the model is very hard. At that moment some lower-level techniques have to
be investigated, related to HW and data storage issues.

3.1 Buffering Techniques

The I/O costs can be substantially reduced by appropriate buffering strategies.
The classic work on index buffering [12] suggests the LRU replacement policy
for BT-tree as the most effective. Also for multidimensional indexes the LRU
policy has been proved as effective [6] (R-tree). In [II] a data-driven model
has been proposed to predict the impact of buffering on R-trees. Moreover,
specific replacement policies for spatial indexing have been proposed (suitable
for R*-tree), where the nodes at the higher levels of a tree index are kept longer
in the buffer [2].

3.2 Dynamic Layout Rearrangement

A general approach to speedup data retrieval is the dynamic rearrangement
of storage layout [3II0]. The idea follows the assumption some access patterns
are more frequent than other ones, so blocks belonging to the same pattern
should be stored together to minimize movements of disk heads. The organ-pipe
arrangement [16] is an example of such a layout. The rearrangement (also called
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shuffling [16]) resembles file defragmentation for a specific access pattern, where
the frequently accessed blocks are moved together during data retrieval with a
hope this pattern will occur again. Although the rearrangement is a universal
method for data management, its usage in database indexing is limited due to
the absence of strong access patterns. Even if there exists an access pattern for
a particular user, a multi-user access to the index will spoil the efforts spent by
rearrangement because of many contradictory access patterns.

In our approach we use a kind of layout rearrangement, however, this one is
performed during the construction of the index (i.e. not during query processing).

3.3 Physical Designs

Some recent works leave the linear abstraction of HDD and exploit physical
properties of modern disks. Modern HDDs are manufactured with zoned record-
ing, which groups adjacent disk cylinders into zones. Tracks are longer towards
the outer portions of a disk platter as compared to the inner portions. Hence,
more data can be recorded in the outer tracks when the maximum linear density
is applied to all tracks. The results are multiple physical zones, where seek times
and transfer rates vary significantly across the zones. In [21] the authors optimize
dynamic multidimensional access methods (R*-tree) given a zoned disk model.

Another adjacent block utilization is presented in [I7], however, the authors
deal with storage of multidimensional data rather than indexing. The key idea
is that HDD is, in fact, a three-dimensional medium where the adjacent tracks
(either within a platter or within a cylinder) can be accessed efficiently.

The drawback of these methods is a requirement on specific system-level soft-
ware, that provides applications with access to adjacent portions on the disk.

4 Level-Contiguous Indexing

Unlike the proposals in Section [3.3] we use the classic linear abstraction of data
storage. Furthermore, we focus on indexes where complex queries are issued,
i.e. queries where a substantial volume of nodes at the top levels must be pro-
cessed (e.g. window or kNN query). Hence, we do not consider point or interval
queries on BT-tree, since such queries result in simple one-path traversal. In
other words, we consider an access pattern where the inner nodes are accessed
much more frequently than the leaves. Based on the assumptions, we propose
level-contiguous storage layout — an index storage partially preserving the model
ordering of nodes for only a little construction overhead.

4.1 Index Traversal Analysis

In B*-tree, the most used query types are the point and interval queries defined
for single-key domains, where the traversal is guided along a single path in the
tree (an interval query must additionally search the leaf level), see Figure [Zh.
Assuming that the queries are distributed uniformly, the probability that a
node at a level of B*-tree will be accessed is inversely proportional to the number
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Fig. 2. (a) Point /interval search in B*-tree (b) Range/kNN search in R-tree or M-tree
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Fig. 3. Hierarchical space decomposition